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Introduction

Exchanging messages securely between two parties, without allowing a third party to wiretap
the conversation, is a problem, which is thousands of years old. It has been addressed by cryp-
tography, i.e., by encrypting messages, as early as in ancient Egypt around 1900 B.C., where
a scribe used non-standard hieroglyphs in an inscription [Sch00b, p.86]. The ancient idea of
encrypting messages is to use symmetric encryption, i.e., a cryptosystem where both communi-
cating parties share the same secret key. Obviously, this common key has to be exchanged safely
at some time, which is a major problem when communicating with people over large distances.
Using cryptography has long been too cumbersome to be deployed beyond intelligence agencies
and the military.

However, in 1976, Whitfield Diffie and Martin Hellman [DH76]| came up with a new direction
in cryptography: asymmetric cryptosystems. Asymmetric cryptosystems, or public key cryp-
tosystems, allow to use two different keys, a public key and a private key. The public key is
solely used for encrypting a message. Decrypting a ciphertext cannot be done with the public
key. To decrypt a ciphertext, the secret key must be known. If it is infeasible to compute
the secret key from the public key, the public key may be published freely. This solves the
problem of exchanging the keys, which prevented widespread use of symmetric cryptosystems.
Consequently, this revolution in cryptography triggered the use of cryptography in numerous
applications. Nowadays, cryptography is at the core of everyday life, securing almost all aspects
of, e.g., communication via the internet, e-commerce, and online banking. It is a crucial corner-
stone, which makes the global economy, and especially the internet work. There is subtle irony
in the fact that making information public solves major problems of exchanging secret messages.

The basic principle of asymmetric cryptosystems are one-way functions. A one-way function
is a function, which is easy to compute, but computationally infeasible to invert. Computing a
one-way function corresponds to encrypting a message, and inverting the function corresponds
to decrypting a ciphertext. However, to make decryption possible, the secret key serves as addi-
tional knowledge, which allows to invert a one-way function easily. Such additional knowledge
is referred to as a trapdoor, and such a one-way function as a trapdoor one-way function. These
functions are the underlying structure of every public key cryptosystem.

xi



xil INTRODUCTION

In 1978, Ronald Rivest, Adi Shamir, and Leonard Adleman [RSA78| proposed the first public
key cryptosystem: RSA. The RSA encryption function is based on modular exponentiation
modulo a composite number N = p-q, where p and ¢ are primes. A message m is exponentiated
with a public key e to yield a ciphertext ¢ = m® mod N. Given the secret key d, the ciphertext
can be decrypted by computing m = ¢ mod N. It should be mentioned that asymmetric
cryptography as well as the RSA cryptosystem had already been developed a few years earlier
by James Ellis, Clifford Cocks, and Malcolm Williamson, however, they worked for a secret
British agency named GCHQ and were not allowed to publish their results [Sch00b]. Other
cryptosystems have been proposed thereafter, e.g., the ElGamal cryptosystem [EIG85], which is
based on the discrete exponentiation function in groups, e.g., the group of points on an elliptic
curve. The RSA and the ElGamal cryptosystems are described in detail in Protocol 2.1 and
Protocol 4.3, respectively.

It has not been proved by anyone, that the RSA encryption function really is a trapdoor
one-way function. And even worse: it is not known whether one-way functions exist at all.
Still, public key cryptosystems are being used extensively with the help of functions, which are
candidate one-way functions, i.e., functions, which are hoped to be and which are generally
assumed to be one-way functions.

The RSA cryptosystem has survived more than 25 years of attacks. While details had to be
adjusted, the basic idea of the RSA cryptosystem is still unbroken, and the RSA system is used
extensively today. Hence, it is reasonable to put some confidence in the believe, that the RSA
encryption function as used today is a very good candidate for a one-way function.

Asymmetric Cryptography and Digital Signatures

The security of modern cryptography relies on various unproved assumptions. In this thesis, we
will show that some of these assumptions do not hold in practice. This observation allows for
new and partly devastating attacks, and this thesis aims to add knowledge to this field.

In this thesis, we focus on digital signature schemes. In principle, many public key cryptosys-
tem can also be used as a digital signature scheme. Here, one party, named Alice, decrypts a
message using her secret key to obtain a digital signature. Then, another party, named Bob,
can verify the signature by encrypting the digital signature with the public key. If the result is
equal to the message, the message is believed to be authentic.

Secure digital signatures are a second major area of modern cryptography. They have been
motivated by the needs of commerce and communication via the internet. If two parties want to
agree on a contract via the internet, both have to sign the contract. A digital signature scheme
can be used to provide authentication of data, data integrity, and non-repudiation. Moreover,
applicability in the real world requires that digital signatures are also recognized by courts.
Today, digital signature schemes exist, which can be used as a legal alternative for handwritten
signatures, i.e., as specified by the German Signaturgesetz [Sig0la], [Sig01b]. However, their
secure use must be guaranteed. And guaranteeing security is all but an easy problem.

Security of Modern Cryptosystems: The Standard Approach

Let us first review the standard terms, in which security of a cryptosystem used for digital
signatures is measured. Here, three aspects are considered. First, one has to define the objective
of an adversary, e.g., what the goal of his attack is. Second, one has to agree on some model,
in which security is defined, i.e., a model to measure security. And third, one has to define the

FAuLT ATTACKS AND COUNTERMEASURES



INTRODUCTION  xiii

power of the adversary, i.e., what kind of attacks he is able to mount on a system. Given these
three aspects, researchers try to prove that a certain adversary cannot achieve a specific goal
with respect to some notion of security. Upon existence of such a proof, a system is considered to
be secure. Since we are mainly concerned with signature schemes in this thesis, we will describe
all these aspects in terms of digital signatures.

Objectives. For a signature scheme, an adversary may have one of three different objectives.
First, he might want to achieve a total break of the system. Here, he wants to recover the secret
key, which enables him to sign any arbitrary message and to act as the legitimate signer without
any chance of distinguishing between them. Second, he could be satisfied with a selective forgery.
A selective forgery means that if the adversary is given a message m, he is able to compute a
valid signature for this message. This does not need to imply that the adversary recovers the
secret key. And third, as the weakest goal an adversary might have, there is existential forgery.
Here, an adversary’s objective is to compute a pair (m,s), such that m is a message and s is
the valid signature of that message m. The message m might not be selectable by the adversary
and might not represent any meaningful text. The total break is the strongest objective, while
the existential forgery is the weakest objective.

Models of Security. A naive approach to security would demand that a signature scheme is
secure if the weakest objective, i.e., existential forgeries, is impossible to achieve by the strongest
adversary possible. However, this approach is not practical. It is clear that for any valid message,
a valid signature exists, hence, an adversary can always construct valid message/signature pairs
by simply guessing the signature with some non-zero probability. Hence, the best thing to prove
is that an adversary’s success probability is not significantly higher than the probability that a
randomly chosen signature is a valid signature of a given message. In practice, the following two
models of security are considered for public key cryptosystems, although others exist as well (cf.
MvOV96]).

The most practical model of security is computational security. To have confidence in the
security of a proposed cryptosystem, it should be computationally secure. For this notion of
security, an adversary is assumed to have limited resources, i.e., time and memory polynomial
in the input parameters. Security is based on the fact that the problem of breaking a system
is related to solving a problem, which is assumed to be computationally hard. Here, “hard”
does usually not represent NP-hard, but the assumed hardness of a well-studied problem. For
example, some popular systems are reduced to the integer factorization problem (e.g., RSA)
or the discrete logarithm problem (e.g., ElGamal). However, simply reducing the problem
of breaking a system to solving some hard problem is not enough. It is desired, that the two
problems are computationally equivalent. If this can be shown, a cryptosystem is called provably
secure. Both, the RSA cryptosystem and the ElGamal cryptosystem exist in provably secure
variants, which depend on different assumptions about the hardness of some problems.

Another possible model of security is ad-hoc security. Here, security only relies on extensive
research and heuristics. No security is guaranteed, yet, if a large number of researchers tried to
break a cryptosystem for a significant amount of time, if it is secure against standard attacks,
and if there are good arguments why breaking the system should be computationally infeasible,
one might be tempted to trust the cryptosystem. However, here is no proof and the system
could be broken the very next day by some clever and new idea.
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Attack Models. In a signature scheme, it is general consensus that an adversary always has
both, access to all data being transmitted by two communicating parties and exact knowledge
of every aspect of the used signature scheme, with the only exception of the secret key. Hence,
the security of a system must rely on the secret key only. An adversary might also be able
to eavesdrop on a conversation with many signed messages being exchanged. This situation is
captured in an attack model named an adaptive chosen message attack. Here, the knowledge of
the adversary about various pairs of messages and valid signatures is modeled by the assumption
that an adversary has access to a signature oracle. An adversary can request signatures of
polynomially many (in the size of the input parameters) chosen messages to achieve his objective.
He may choose the messages to be signed adaptively, i.e., based on all message/signature pairs
collected before. Obviously, in order to achieve a forgery, he must be able to construct a new,
previously unseen message/signature pair. Any practical system should be secure against such
an adversary. It might be argued that for some special setups, an adaptive chosen message attack
is impossible. In this case, weaker attack models exist (see [MvOV96, § 11.14] for details).

The basic assumption about an adversary is a harsh restriction on his knowledge. In all
attack models, the adversary is limited to knowledge of a certain number of input/output pairs,
i.e., message/signature pairs, and knowledge about the specification and implementation of
the cryptographic protocol (the latter is usually referred to as Kerckhoffs’ Assumption). This
scenario is a black-box assumption, depicted in Figure 1. It allows purely theoretical proofs on
paper, without having an algorithm implemented, without having to actually use a system.

Input —

Figure 1.: Black Box Assumption

Given the black-box approach, numerous cryptosystems can be proved to be secure. However,
what is the practical relevance of such a proof? If you consider a cryptosystem alone in a
vacuum, you would probably be fine with such a security proof. However, imagine that this
system is not used in a well defined mathematical environment, but in the real world. Here,
cryptographic protocols are implemented on computers, which adhere to the laws of physics.
Would you still be confident?

Security of Modern Cryptosystems: Getting Real

Cryptographic protocols are used in the real world, and this has severe implications for the term
“security”. In the real world, cryptosystems have to be implemented using some programming
language or hardware circuits, which have to be run on some sort of computer, and human
beings use it. Therefore, cryptography does not exist in a vacuum and security does not only
depend on mathematical properties. In real life, an adversary has a lot of possibilities to break
a “provable secure” cryptosystem.

Real World Attacks. In the real world, an adversary can go beyond the mathematical concept
and attack the implementation rather than the specification. Obviously, the real world offers
many possibilities for attacks, which cannot be modeled or prevented by mathematics. For
example, an adversary could force the legitimate owner to disclose his secret key. Or, he could

FAuLT ATTACKS AND COUNTERMEASURES



INTRODUCTION XV

exploit the fact that today’s secret key lengths are far beyond the abilities of humans to memorize
them. Hence, a 2048 bit RSA key would be stored somewhere and would be protected with, say,
an 8-letter password. Here, an adversary could hope that the password is chosen as the name
of the husband or wife of the legitimate owner. Or, an adversary can hope that a programmer,
implementing a mathematical concept in some programming language, uses unsecured shared
memory to store the secret key. Or, he could try to transmit a virus or a trojan horse on a users
computer, which dumps the memory content while a cryptographic application reads the secret
key.

The given examples show that security in the real world depends on some assumptions, cryp-
tographers silently agree on. First, it is assumed that all parties play by the rules and follow the
specification. This is a reasonable assumption. However, it is also assumed that a cryptosystem
running on some device cannot be attacked by other means than described by the black box
model. This assumption is not realistic. One major problem for security in the real world is the
environment, in which a cryptographic algorithm is executed. The device running an algorithm,
as well as the operating system, must represent a safe harbor. A cryptographic protocol cannot
be secured against a hostile operating system, which analyzes the code while it is executed.

Now, it is common perception that personal computers are all but secure platforms. The
extensive occurrence of viruses, worms, and trojan horses shows that a desktop computer can
easily be compromised. This implies that cryptographic applications cannot be guaranteed to
be secure if run on an ordinary computer. However, signature schemes, which are intended to be
used as a legal alternative to handwritten signatures, must be guaranteed to achieve a certain
level of security (cf. [Sig0la], [Sig01b]). This triggered the use of dedicated and specially secured
hardware for cryptographic purposes, especially for digital signatures.

Using Smartcards. Smartcards have long been considered as an ideal environment for digital
signature schemes. They do not offer any possibility to have new code or updates being loaded
onto them, hence viruses and other malicious code are no longer a problem. Moreover, smart-
cards have a significant computational power if compared to their size. Modern smartcards are
faster and have more memory than a C64 standard computer used in the 1980s. Hence, even
cryptographic schemes, which involve a significant amount of arithmetic operations, e.g., elliptic
curve cryptosystems, can be run on them. There is no need to hope for a friendly operating
system, since the complete system is provided by the manufacturer, including the hardware. A
smartcard is designed for the only purpose of a specific task. This makes it easier to test a
system thoroughly for bugs and other weaknesses. Moreover, smartcards are small and easy to
carry around, which makes them highly attractive, since they ease the use of digital signatures
in everyday life. Hence, smartcards seem like an ideal environment for digital signature schemes.

Side-Channels. However, smartcards are electronic devices. They must obey the laws of
physics. Hence, if a smartcard computes a result, it requires a certain amount of time and
a certain amount of energy, the electronic circuits emit a certain amount of radiation, energy,
and even sound, and they may be affected by their environment. Since smartcards are not
equipped with an own power source or an own clock signal generator, they have to be connected
to a smart card reader. This reader can easily measure, e.g., time and power consumption of
the smartcard. If any of this data is somehow correlated to secret data — and this is of course
the case for digital signature computations — an adversary gets additional information. This
situation is not captured by the black box model depicted in Figure 1. These additional sources
of information are referred to as side-channels. Reality cannot be modeled as a black box, it only
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xvi INTRODUCTION

allows for a “gray box”, where an adversary has access to several side-channels. This situation
is captured in Figure 2.

Input — — Output

v side channels v

Figure 2.: Real World Assumption

It has been shown by various authors that a large number of these side-channels provide
information, which reveals important and compromising details about secret data. Some of
these details can be used as new trapdoors to invert a trapdoor one-way function without
the secret key. This allows an adversary to break a cryptographic protocol, even if it proved
to be secure in the classical, mathematical sense. The various side-channels include timing
measurements ([Koc96b]), power consumption and the power profile ([KJJ99]), electromagnetic
emissions ([QS01], [RRO1], [GMOO01]), sound ([ST04]), presence and abuse of testing circuitry
([Koc96a], [YWKO4]), data gathered by probing circuitry or bus lines ([HPS99]), cache memory
behaviour ([Pag02]), and faults ([AK96], [BDLI7]). Research in side-channel attacks is still a
vivid area of research, hence, additional side-channels may be discovered on a daily basis.

Fault Attacks. This thesis concentrates on one specific side-channel: faults. Here, an adversary
induces faults into a device, while it executes a known program, and while the adversary observes
the reaction. These attacks are named fault attacks, and they are fundamentally different from
other side-channel attacks. Other side-channel attacks are passive attacks, which just listen to
some side-channel without interfering with the computation. Fault attacks are active attacks,
where an adversary has to tamper with an attacked device in order to create faults, thereby
opening the desired side-channel. Smartcards have long been considered to be tamper-proof
devices, until an article by Ross Anderson and Markus Kuhn [AK96] suggested that smartcards
may at most be tamper-resistant, but definitely not tamper-proof. If an adversary can inflict
some sort of physical stress on the smartcard, he can induce faults into the circuitry or memory.
These faults become manifest in the computation as errors. If an error occurs, a faulty final
result is computed. If the computation depends on some secret key, a comparison between
correct data and faulty data may allow to conclude facts about the secret key.

The first successful fault attacks have been reported by Dan Boneh, Richard DeMillo, and
Richard Lipton from Bellcore Labs in 1997 [BDL97]. They presented two important attacks on
variants of RSA, used for computing digital signatures. Their first attack targeted CRT-RSA,
a fast variant of repeated squaring, which will be discussed in detail in Chapter 3 in this thesis.
Here, a single faulty result may allow an adversary to completely break the given instance of
RSA. A second attack on RSA targeted repeated squaring. It is described in detail in Chapter
2. Here, a secret key d of length n := [(d), where I(d) denotes the binary length of d, can be
recovered with probability at least 1/2 given O(nlog(n)) faulty signatures.

These results triggered extensive research in the field of fault attacks. In the following, several
authors extended the ideas from Boneh, DeMillo, and Lipton to other cryptosystems, using other
fault models and different means of physical attacks. Chapter 1 will discuss known physical
attacks and fault models in greater detail. Some attacks, referred to as oracle attacks, do not
even need a faulty result at all, they deduct information about the secret key using only the
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information whether a fault changed the normal behaviour of a device or not. Fault attacks
have been mounted successfully on symmetric and asymmetric cryptosystems alike, and they
have even been used to break completely unknown ciphers [BS97]. Most fault attacks reported
so far are attacks, where an adversary needs to compare the final result to some known correct
data to verify that a fault occurred at all.

The Threat is Real. Fault attacks are a practical scenario. Fault attacks have been used to
break security mechanisms even before the cryptographic community became aware of them.
Pay TV card hackers used rapid transient changes in the clock signal, called clock glitches, to
access pay TV channels before 1996 [AK97]. Other possible scenarios are easily sketched, which
show that fault attacks are a real threat to smartcards. For example, imagine a customer using
his signature smartcard in some Mafia shop, where the smartcard reader is provided by the
hostile seller. In this case, the seller can attack the smartcard and induce faults even under
the eye of the customer, who only sees the reader. Since smartcards are fast, a seller can easily
attack the card a few times, before initiating the legitimate transaction. Obviously, by taking
a stolen smartcard to a laboratory, an even wider variety of attacks is possible. Hence, fault
attacks can be mounted on smartcards in reality.

Security Model. Since the threat of fault attacks is real, both customers and hardware manu-
facturers are looking for secure smartcards. Here, two approaches are possible. First, hardware
countermeasures can be applied to detect and prevent known methods of inducing faults, e.g.,
detectors for clock glitches. Second, new algorithms can be developed, which are immune against
fault attacks.

Research in fault attacks is relatively new, with the first attacks having been reported in 1997
[BDL97]. New attacks are still discovered frequently, and new physical attacks allow to induce
faults with an increasing variety of physical setups. Therefore, the scientific community has not
yet been able to develop a theoretical framework to allow general security proofs for algorithms
supposedly secure against fault attacks. Some approaches have been made, but they are not
satisfying yet.

For passive side-channels, it is an obvious approach to ensure that the available information,
e.g., the power profile, is independent of the secret key. A lot of countermeasures against various
attacks relying on power consumption traces, time measurements, or electromagnetic emission
measurements have been proposed, but it is still challenging to develop algorithms, which are
secure against all passive side-channel attacks. It happened often that a countermeasure intended
against one side-channel attack did not protect against another side-channel attack (e.g., [OS00],
[Wal03], [OHO3]), or even benefited another attack (e.g., [JQYY02], [YKLMO1la], and a similar
situation will be described in Chapter 4 in this thesis). There have been some approaches trying
to unify the different passive side-channel attacks (e.g., [KWO03]), and to develop a theoretical
framework (e.g., [JQYY02], [CJRR99]), [CKNOO], [CCJ03], [MR04]). However, the issue of
provable security for passive side-channel attacks is far from being settled.

For active attacks, i.e., fault attacks, the situation seems easier at first sight. If we assume
that an adversary can only induce a single fault, it is sufficient to run an algorithm three
times on the same input and return the majority vote. This provides security against such
an adversary. However, this approach is not satisfying for practical applications, since it slows
down a smartcard significantly. This is not acceptable in practice. Hence, new notions of
security against fault attacks are desperately needed. There have been some approaches, e.g.,
[Itk02], [Itk03], [MRO4], and [Wag04], however, none of these models allows for an efficient

Martin Otto, Dissertation, December 2004



xviili INTRODUCTION

scheme, no practical scheme could be proved secure in these models. Nonetheless, algorithmic
countermeasures against fault attacks must be developed, which can be used in the real world.
Until a suitable model for security against fault attacks has been developed, the best way to go
is to show that a given scheme is secure against all known attacks. This resembles the ad-hoc
security model defined for classic security analysis, and it is undoubtedly the weakest notion of
security possible. However, this is the best notion available today.

Our Research. Our research, which culminated in this doctoral thesis, investigated fault at-
tacks on asymmetric cryptosystems only. It was motivated by two goals: first, we were interested
in finding new fault attacks and new fault types, extending the attacks of Boneh, DeMillo, and
Lipton. However, fault attacks also establish the need for algorithms, which are secure against
them. Therefore, as our second goal, we were searching for new algorithms, which are not
susceptible to fault attacks. We have been successful in both areas and present our results in
this dissertation. We present results for new attacks and for countermeasures for both, variants
of the RSA cryptosystem and variants of elliptic curve cryptosystems. For both of our coun-
termeasures, we will prove the new algorithms to be secure against previously reported fault
attacks.

Organization and Main Results

We briefly describe the organization of this thesis and present the main results.

Chapter 1. We start with a full characterization of fault models in Chapter 1. Here, we first
review all physical attacks, which have been used successfully to induce faults into smartcards.
Afterwards, we propose a new characterization for fault models as it is needed today. We describe
in detail the known fault types, the most important aspect of any fault model. Afterwards, we
define five different fault models, which capture all reasonable fault models used in previous
attacks. These definitions will be the basis for the remaining chapters.

Chapter 2. In Chapter 2, we present new results for fault attacks on plain RSA, i.e., on
modular exponentiation via repeated squaring. First, we start from the attack on plain RSA as
introduced by Boneh, DeMillo and Lipton in [BDL97]. We exhibit and correct two minor flaws
in the original attack. Afterwards, we extend the original fault attack, which has been described
for the right-to-left version of repeated squaring, to its twin version, the left-to-right repeated
squaring algorithm. Here, we show that the bits of the secret key can be recovered both starting
from the least significant bits, as well as starting from the most significant bits.

Chapter 3. A fast alternative to repeated squaring is the CRT-RSA algorithm, due to Chri-
stophe Couvreur and Jean-Jacques Quisquater [CQ82]. Due to its advantage in speed, this
algorithm is widely used on smartcards. However, it has been shown to be particularly suscep-
tible to fault attacks like the “Bellcore attack” described in [BDL97]. In Chapter 3, we present
a new version of the CRT-RSA algorithm, which is secure against the Bellcore attack in the
most realistic fault model. We will also show how the algorithm can be modified to be used
in stronger, less realistic fault models. The main results of this chapter have been published in
[BOS03] as a joint work with Johannes Blomer and Jean-Pierre Seifert.
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Chapter 4. After presenting attacks and countermeasures for the RSA cryptosystem in the
previous two chapters, we turn to elliptic curve cryptosystems in Chapter 4. We first introduce
elliptic curves and review previously published attacks. We will show that contrary to previous
beliefs, it is possible to induce faults during the elliptic curve repeated doubling algorithm,
which are not detected by the standard countermeasure proposed by different authors. This
will be shown by a brief but careful analysis of the error propagation during elliptic curve point
addition. Since this analysis is rather technical, detailed results beyond instructive examples are
presented in Appendix A.

The results of the analysis give rise to a new fault type, Sign Change Faults. We end the
chapter be defining this fault type and by describing how an adversary can induce faults of this
type. We show that this yields a new realistic fault model. Sign Change Faults are the basis for
the next three chapters.

Chapter 5. In Chapter 5, we use the new Sign Change Fault Model motivated by Chapter 4 for
fault attacks on various versions of elliptic curve repeated doubling, i.e., left-to-right and right-
to-left NAF-based repeated doubling, classic binary expansion-based repeated doubling, and
Montgomery’s Binary Method. We will show that the basic scheme of fault attacks as described
in Chapter 2 can also be applied successfully to elliptic curve repeated doubling. Therefore, the
new fault model is a new threat for elliptic curve cryptosystems. Parts of the results presented
in this chapter have been published together with results from Chapter 6 in [BOS04] as a joint
work with Johannes Blomer and Jean-Pierre Seifert.

Chapter 6. Given the new sign change fault attacks presented in Chapter 5, a new secure
version of repeated doubling on elliptic curves is presented in Chapter 6. This countermeasure
against Sign Change Faults seizes ideas already used successfully for the countermeasure against
fault attacks on CRT-RSA presented in Chapter 3. It can be used with any existing algorithm
for elliptic curve repeated doubling, which does not require field inversions. We show that
our new algorithm is secure against Sign Change Attacks and previously reported attacks. The
countermeasure presented in this chapter has been published together with results from Chapter
5 in [BOS04] as a joint work with Johannes Blomer and Jean-Pierre Seifert.

Chapter 7. In Chapter 7, we return to modular exponentiation and the RSA cryptosystem. We
show that Sign Change Attacks are also a threat against the RSA cryptosystem. However, Sign
Change Attacks are much harder to realize for RSA type cryptosystems than for Elliptic Curve
cryptosystems. Moreover, they are successful only against the right-to-left repeated doubling
algorithm.
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1. Fault Attacks and Fault Models

Since the first report of a successful fault attack in [BDL97], many researchers have published re-
sults about fault attacks. However, there have been few attempts for a unifying characterization
of fault models. Most researchers have implicitly assumed certain fault models, others have left
important details undefined. Therefore, in this section, we will present a full characterization of
fault models, as they need to be defined today.

Theoretically, an adversary may imagine any kind of error, e.g., that a device outputs the
secret key instead of the result of the computation. This may lead to the definition of any
fault model imaginable. Consequently, research in fault attacks established the habit that if a
certain fault model is used, it is also described how such faults can be realized in the real world.
Otherwise, the result may still be of mathematical interest, however, it does say little about
the security of today’s computers. In this view, research on fault attacks takes an engineering
point of view (cf. [YKLMO1a]), since it is oriented by real devices and the real physical world.
Therefore, it is crucial to motivate all fault models from the real world.

Consequently, we will start this section by reviewing the most important methods known to
the public to induce faults into devices, i.e., smartcards, in Section 1.1. This will show that
such methods are numerous. However, a mathematical view on inducing faults is needed for
profound theoretical analyses, to prove that attacks can recover secret information and break a
system, and to prove that algorithmic countermeasures really work. Hence, we need a theoretical
framework. This framework relies on carefully specified fault models. We will start with a full
characterization of fault models in Section 1.2. The most important aspect of any fault model
is the assumed fault type. Therefore, we devote a whole section, Section 1.3, to the discussion
of all fault types used today in the open literature. Finally, in Section 1.4, we will define the
most prominent fault models, which are used throughout the literature. These definitions will
be the basis for all results in the remaining chapters of this thesis.

Fault attacks can exploit faults in two different ways. One way is to cause the attacked
device to malfunction and to output a faulty result. This result is then used to derive secret
information. However, there are also fault attacks, which do not use the actual faulty result for
computations, but only the information whether the final result was faulty or not. Such attacks
are called oracle attacks. In the remainder of this thesis, almost all fault attacks use faulty
results to compute secret data. For completeness, we will discuss oracle attacks in Section 1.6.2.

First, the term “fault attack” needs to be clarified to avoid misinterpretation. This is due to
the different notions of attacks, faults and errors. As a fault attack, we understand a complete
method, approach, or algorithm, which is given a device and which returns secret data. During
the course of a fault attack, an adversary may run the device several times while inducing faults
into memory cells or other structural elements of an attacked device. These faults are induced
by some physical attack, i.e., some physical setup, which exposes the device to some sort of
physical stress. As a reaction, the device malfunctions, i.e., memory cells change their current,
bus lines transmit different signals or structural elements are damaged. All these effect will be
referred to as faults.

In this thesis, we are not concerned with the actual physical realization of inducing faults.
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Therefore, we will translate the physical events into a mathematical formulation. This allows us
to identify memory cells with their values and to speak of faults being induced into variables or
bits and bytes. Hence, we are only concerned with the effect of a fault as it manifests itself in
modified data or a modified program execution. For simplicity, we say that a fault attack induces
faults into a variable, such that the attacked variable is faulty, i.e., it has a different value. This
difference is described by the error term. For an unprotected device, a fault affecting a single
memory cell will usually have the effect that a single bit of a variable is modified. However, in
the presence of countermeasures, the effect of such a fault may yield a completely different error
term.

Given a variable x, which is targeted on purpose or hit by accident during a fault attack, the
actual induction of a fault will be expressed as a function acting on the variable x, denoted by
x —#— I, where T denotes the modified variable x. We will always characterize the value of & by
the error term or error value e(x), capturing the difference between the original value of x and
its faulty value Z, i.e., T = x + e(x). Here, e(x) is a variable, which takes values according to
some fault model.

1.1. Inducing Faults in the Physical World

Fault attacks exploit the physical properties of devices. Theoretical fault attacks are based on
fault models, which in turn model physical behaviour of attacked devices. In this section, we
will give an overview over actual physical methods to induce faults. This will show that there
are numerous ways to induce faults into physical devices. Since this dissertation focuses on the
theoretical and algorithmic aspects of fault attacks, the description of the physical and technical
details will be brief and rough.

Cosmic Rays. Research in electrical equipment used in aviation or space travel found that
cosmic rays can flip single bits in the memory of an electronic device. Such faults have been
called “single event upsets” in space travel, and they are an issue since the first days of space
flight. Cosmic rays are very high-energy subatomic particles originating in outer space. They
are comparable to high-energy protons and neutrons produced by large particle accelerators.
Relying on cosmic rays means that an attacker has to wait until a desired bit is flipped by a
cosmic ray by chance. According to [GA03], in 1996 the DRAM cells of a typical PC were
expected to suffer such a bit flip about once per month [ORTT96]. Since then, miniaturization
decreased the susceptibility of DRAM cells, such that now the authors in [GA03] expect that
an adversary has to wait “for several months” for a bit flip caused by cosmic rays.

Particle accelerators can be used to simulate cosmic rays, however, there is no public access
to such equipment. An alternative for particle accelerators are Americium-Beryllium sources as
a source for high-energy ionizing radiation, since they produce neutrons [Nor96|. Such sources
are used in oil exploration and although access is regulated, at least corporate or government
attackers can use such sources for attacks easily. However, the main problem with attacks based
on high-energy rays is to achieve a sufficient targeted precision.

A summary about the susceptibility of memory cells to cosmic rays and similar high-energy

particle sources can be found in [GA03] (which we used as the source for our description above)
and in [BCNT04].
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a-, 3-, and X-rays. « particles are helium nuclei, which are typically emitted by a radioactive
source. Such sources can be easily acquired by anyone, e.g., a weak source is used in smoke
detectors. Since « particles cannot penetrate thick layers of packaging, they only have a very
limited chance of penetrating the packaging of the chip of a modern smartcard. Evidently, in
the past, chip packaging material used to be contaminated by radioactive sources frequently,
such that the packaging material itself would serve as a source for « particles. Additionally,
the impurities in the silicon often served as a source for « particles. Since quality assurance
became aware of that problem, such contamination does not occur anymore these days. The
same holds for 3 particles, i.e., high-energy electrons, which interact strongly with plastic and
metal packaging material such that they have only a negligible probability of inducing usable
faults unless the coating is removed.

For X-rays, the situation is different. Although standard commercial X-ray sources, e.g., an
airport baggage scanner, produce X-rays which have not enough energy per particle to interact
with DRAM circuitry, there are high-energy “hard” X-ray sources, which “might possibly do
the job” [GAO03]. All three approaches can flip single bits in memory if applied successfully,
however, targeting a specific bit is very difficult.

Again, we refer the interested reader to [GA03] or to [ZCM™T96] for details. We have used
[GAO03] as the basis for our description above.

Heat / Infrared Radiation. Typically, electronic equipment only works reliable in a certain
range of temperature. If the outside temperature is too low or too high, faults occur. Every
PC has a fan to ensure that the heat produced by the internal circuitry does not overheat the
computer.

An experiment where infrared radiation coming from a simple 50-watt spotlight clip-on lamp
together with a variable AC power supply has been used successfully to induce faults into a
desktop PC (cf. [GA03]). This attack succeeded to induce single bit flips for temperatures
between 80° and 100° Celsius. However, the experiment also showed that unless finely tuned,
the attacks often cause the operating system to crash, thus requiring a complete reinstallation.
For portable devices such as smartcards, a heating source can be easily focused at the device,
while attacking a PC requires to open it or to disable the fan. However, changes in memory due
to heat usually affect a large area, i.e., many bits.

The authors of [GA03] also suggest to heat up specific memory chips by exercising them re-
peatedly, e.g., by a large number of load/store operations. Inducing faults using temperature
deviations has been considered as an example for inducing faults already in the earliest publica-
tions on fault attacks, e.g., [BDLI7], [Pet97]. In [Koc96a], the author explains how heat helps
to induce biased faults, which only change ones to zeros or vice versa.

Power Spikes. A smartcard is a portable device without any own power supply. Hence, it
always requires a smartcard reader providing it with power in order to work. This reader can
be easily replaced by an adversary with laboratory equipment, capable of both tampering with
the power supply as well as measuring power consumption (thus enabling power attacks). It has
been defined by standards, e.g., [[SO02b], that a smartcard must tolerate a certain variation in
the power supply Ve (see Figure 1.1) of £10% of the standard voltage of 5V. However, if the
variation is significantly higher than 10%, the card is no longer required to work properly. In
fact, short massive variations of the power supply, which are called spikes, can be used to induce
errors into the computation of the smartcard. Spikes allow to induce both memory faults as
well as faults in the execution of a program (code change attacks), cf. [KKK99]. Both can be used
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to affect an arbitrary number of bits, starting with single affected bits. Code change attacks,
which aim at confusing the program counter, can cause conditionals to work improperly, loop
counters to be decreased (e.g., for DES), and arbitrary instructions to be executed (see Section
1.6.1). Spikes can have different effects depending on nine different parameters, including time,
voltage value, and the shape of the transition.

In [ABF102], the authors describe in detail experimental results for inducing faults into smart-
cards using spikes. Spikes are cited as a standard example for methods to induce faults by vari-
ous authors, e.g., [NM96], [BDLI7], [BS97], [Pet97], [KRI7], [Wei00], [BDLO1], [BS03], [PQ03],
[YMHO03], [BCNT04], [KKT04].

Vce — Supply Voltage ﬂ GND — Ground

RST — Reset Vpp — Programming Voltage (old)
CLK — Clock Signal I/O0 — Input/Output

RFU — Reserved for future use U RFU — Reserved for future use

Figure 1.1.: Assignment of the contacts of a smartcard as defined in ISO 7816-2 [ISO02a).

Clock Glitches. Similar to the power supply, smartcards do not create their own clock signal
either. Although modern high-end smartcards use a randomized clock, they only randomize the
clock signal provided by the external card reader. Similar to the supply voltage, smartcards are
required to tolerate a voltage variation in the clock signal CLK (see Figure 1.1), where the high
signal Vig may range from 0.7 - Voo to Voo and the low signal Vi from 0 to 0.5 - Voo, where
Voe is the power supply voltage. The smartcard must also work properly with deviations of
clock rise and clock fall times of 9% from the standard period clock cycle (cf. [BS03], [[SO02b]).
Smartcards are usually provided with a 3.5 MHz signal. Since the adversary may replace the card
reader by laboratory equipment, he may provide the card with a clock signal, which incorporates
short massive deviations from the standard signal, which are beyond the required tolerance
bounds. Such signals are called glitches. Glitches can be defined by a “huge range of different
parameters” [BS03], and they can be used to both induce memory faults as well to cause a
faulty execution behaviour (code change attacks). Hence, the possible effects are the same as
for spike attacks. However, clock-signal glitches are the the simplest and most practical attacks
according to [KK99] and [BCNT04]. Interestingly, clock glitch attacks did not emerge in the
scientific community but in the pay-TV hacker community (cf. [AK97]).

Details about glitches can be found in [AK96], [AK97|, [KK99], and [BS03]. Glitches are
cited together with spikes and radiation as the standard methods for inducing faults by various
authors, e.g., [NM96], [BS97], [KR97], [BMMO00], [Wei00], [BS03], [PQ03], [YMHO03], [BCN T04],
[KKTO04], [PV04].

Light Attacks / Optical Attacks. If a smartcard is unpacked, such that the silicon layer is
visible, it is possible to use a laser cutter (red or green laser) or focused UV light in order
to destroy individual structures of the chip [KK99]. This allows to induce a great variety of
destructive faults.

Moreover, non-destructive attacks are possible as well. Memory cells used for EEPROM
memory and semiconductor transistors have been found to be sensitive to coherent light, i.e.,
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lasers, in the same way as to ionizing radiation such as cosmic rays. This is due to photoelectric
effects and already works for white light. By using lasers or focused ultraviolet light, EEPROM
bits can be erased, i.e., set to 0. This happens if the photon energy of the applied kind of light
exceeds the semiconductor band gap. Modern green or red lasers can be focused on relatively
small regions of a chip, such that faults can be targeted fairly well. However, according to
[BS03], such “light attacks” are usually not usable for a systematic attack, since they cannot
be focused with a sufficiently high precision to change selected bits. Additionally, according to
[SA02], researchers have only studied the effects of light in transistors, but never tried to create
specific faults on purpose.

In 2002, however, a new attack using focused flash light was presented in [SA02]. Here, the
authors show that it is possible to focus the flash of an ordinary camera flash light using a
microscope and aluminum foil. This attack has been named “optical attack” by the authors,
presumably because they use cheap optical equipment for their attack. This attack allows them
to set or unset individual chosen bits of an SRAM memory cell. The attack requires that the
attacked chip has been unpacked to allow visual contact with the memory cells. This yields a
very strong attack since it allows to target single chosen bits in memory.

Ultraviolet light has been suggested already in the earliest papers concerning fault induction,
e.g., [AK96] and [BS97]. The optical attack from [SA02] has been referred to by several authors
since its presentation, e.g., [BS03], [PQ03], [BCN104], [KKT04].

External Electrical Field Transients / Eddy Currents. Changes in the external electrical field
have been considered as a possible method for inducing faults into smartcards for a long time,
e.g., in [Koc96al], [AK97], [Pet97], and [KK99]. Here, faults are sought to be induced by placing
the device in an electromagnetic field, which may influence the transistors and memory cells.
Some of these approaches require that a probe has contact to the metallic surface of a chip.
However, the main problem using such an approach is to target specific bits or variables stored
on the card.

In 2002, a different approach was presented in [QS02]: given a coil, which is placed near a
conducting surface, a magnetic field can be created if the coil is subject to an alternating current.
This magnetic field induces eddy currents on the surface of the near conducting material. Eddy
current are also known as “Courant de Foucault” according to [QS02]. The use of eddy currents
to induce faults has been motivated by electromagnetic analysis of smartcards, which has been
proposed as a passive side-channel for these devices in, e.g., [QS01], [RR01], [GMOO01].

Eddy currents are present in everyday life, where they are used for a variety of applications,
ranging from inductive cookers to braking fast trains. In science, they are used for two additional
applications. First, eddy currents can be used very well for measurements, since they are
modified by several factors of the investigated surface, including conductivity, permeability and
the geometry and distance from an object under investigation. Hence, eddy currents can be
used to measure cracks in a surface, as well as electromagnetic emissions. If the passive probing
needle is subject to an alternating current, the resulting eddy currents can be strong enough to
interfere with the operation of a transistor or memory block. The property exploited for fault
attacks is the fact that eddy currents can modify the number of electrons inside a transistor’s
oxide grid (cf. [Koc96a]). This changes the threshold voltage of the transistor, such that it cannot
be switched anymore. Depending on the actual transistor, this can be used to ensure that a
memory cell contains the value 0 or 1. This effect can be used to induce transient, permanent,
and even destructive faults.

Second, eddy currents can also be used to heat a material in a uniform way, possibly until it
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is melted (e.g., silicon bars). Hence, it can also be used to induce heat in a transient, permanent
or destructive way to a smartcard. This may induce faults as explained above.

It has been shown in [QS02] that eddy currents can be used to induce faults very precisely,
such that individual chosen bits can be set or reset. Heating the attacked device increases its
susceptibility for such an attack. Eddy currents represent a very strong attack, similar to the
optical attack presented in [SA02]. Inducing eddy currents does not require to unpack a chip,
hence, attacks can easily be conducted. However, this requires that an adversary knows the
layout of an attacked device in order to control the targeted precision.

Details on the attack can be found in [QS02]. It has been considered as a practical scenario
in [KKTO04].

Focused lon Beams. Ion beams are used frequently in the reverse engineering of smartcards.
They consist of a particle gun, shooting, e.g., Gallium ions from a liquid metal cathode, and a
microscope, which focuses the beam. Ion Beams can be used to drill holes in the passivation layer
of a smartcard, which can then be filled by a conducting material in order to access individual
elements or bus lines with measuring equipment. This requires that the card is unpacked first.
However, an ion beam can also be tuned finely enough to ionize silicon locally, which may be
interpreted as a signal by the circuit. Additionally, destructive faults are possible by destroying
circuit elements or bus lines.

Details on both laser cutters and ion beams as a source for faults can be found in [KK99].
Both have been considered as a method to induce faults by several authors, e.g., [AK96], [AK97],
[Wei00], [BCN104].

Other Sources for Attacks. Several authors have speculated about the possible use of addi-
tional sources for inducing faults, such as microwave radiation, static electricity, or ultrasonic
vibrations of a microprobe, e.g., [AK96], [BDH'98], [BDL01]. We are not aware of actual ex-
periments confirming these approaches. In [KR97], the authors speculate about software errors,
which might be used to induce faults into parameters, e.g., in the case of overflowed arrays
or exceeded boundary conditions. However, the applicability of these ideas have not yet been
demonstrated in practice, either.

Remark. Evidently, error rates for SRAM cells used for cache memory are “orders of magnitude
higher” than error rates for DRAM, which is used for long term EEPROM memory, according to
[GA03]. Hence, transient attacks on intermediate variables as used throughout this dissertation
are even more likely than attacks on DRAM cells.

1.1.1. Countermeasures

Smartcard manufacturers have been aware of the danger of faults for some time now, hence,
they have developed a large variety of hardware countermeasures. These countermeasures are
usually specifically constructed for different means of physical attacks. One major group are
sensors and filters, which aim to detect attacks, e.g., using anomalous frequency detectors,
anomalous voltage detectors, or light detectors. Other countermeasures are to use redundancy,
i.e., dual-rail logic, where memory is doubled, doubled hardware, capable of computing a result
twice in parallel, or doubled computations, where a computation is performed twice on the
same hardware. If two results are computed, they are considered to be error-free if both values
match. This is a very expensive countermeasure, and hence, it is not standard. Other standard
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countermeasures are the use of a randomized clock to achieve an unstable internal frequency, bus
line and memory encryption, dummy random cycles, and active and passive shields protecting
the internal circuits. Hardware countermeasures are beyond the scope of this thesis, and will
not be discussed in detail. For a more comprehensive overview, we refer the reader to [NM96],
[Wei00], [BCNT04], and [RE00].

Using only hardware countermeasures has a great disadvantage. Highly reliable counter-
measures are very expensive and most moderately priced countermeasures only detect specific
attacks. Since new fault attacks are being developed frequently these days, detecting currently
known forms of physical tampering will most probably not be sufficient against future develop-
ments. Although preventing an error is always the best countermeasure, this cannot be guar-
anteed by most hardware countermeasures. Therefore, software countermeasures are needed.
Moreover, a software countermeasure “is superior, because it is more cost efficient and easier to
deploy” [JBF02].

Current approaches for software countermeasures include checksums, randomization, masking,
variable redundancy, and counters and baits (cf. [BCNT04]). Additionally, personalization and
watermarking is used to bound the effect of a break or to prosecute attackers. However, the
development of software countermeasures has not been very successful yet. Therefore, one goal
of this thesis is to develop new software countermeasures. We will present such countermeasures
both for repeated squaring (in Chapter 3), used in the context of RSA, and for repeated doubling
(in Chapter 6), used in the context of elliptic curve cryptography.

1.2. Characterizing Fault Models

Fault attacks are based on tampering with a device in a way such that the device performs
abnormally. From the reaction of the device, which may be a faulty result, an error message,
or some form of security reset (including a destruction of the device), an adversary wishes to
learn something about the secrets hidden in a device. As cryptographic algorithms need to be
public in order to allow users to put trust in it — there is no such thing as security by obscurity
— an adversary can determine what variables are used and what values they have depending
on the secret key. This allows to determine what kind of error will provoke a certain reaction,
which may be observable by the adversary. For example, if a single bit in the secret key is
flipped during an attack, and the device does not detect this fault, a faulty result with a specific
pattern is returned. By comparing this faulty result with the correct one, an adversary might
be able to deduce one bit of the secret key. An adversary may also target the flow of operations,
such that certain operations are repeated or skipped. To achieve and exploit a desired effect, he
needs to have knowledge about how a certain physical attack will affect the logical flow of the
attacked algorithm. Only then will an adversary be able to bound his success probability and
to compute secret data from a faulty output.

There has been a large number of different fault attacks in the literature. They differ in the
power to locate and time the induced faults, in the number of bits affected, in the effect of
an attack (referred to as the fault type in this thesis), in the probability of the implied effect
of an induced fault, in the duration of an effect, and in prior work that has to be applied to
the card in order to use a specific physical setup. However, the characterization of the fault
models has mostly been simple and insufficient to derive usable frameworks for a satisfactory
analysis. Therefore, we present a characterization of the different parameters needed to fully
describe all known fault models. This approach captures all previously described fault attacks.
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Moreover, the approach leads to a proper mathematical formulation of the errors resulting from
such attacks. Note that our characterization extends ideas from [YJ00], [YKLMOla], and [BS03],
who already feature main aspects of our characterization.

e For control on the fault location we define the three classes “no control”, “loose
control” (a selected variable can be targeted), and “complete control” (selected bits can
be targeted).

e For control on the timing we also define the three classes “no control”, “loose control”
(a fault is induced in a block of a few operations), and “precise control” (the exact time
can be met).

e For the number of bits affected, we differentiate between a “single faulty bit”, “few
faulty bits” (e.g., a byte), and a “random number of faulty bits” (bounded by the length
of the affected variable).

e The fault type describes the character of the fault as it manifests itself in the chip.
This parameter has appeared in the literature as the “fault model”. We break with this
tradition as a reasonable description of a fault model must contain more than just the type
of the fault. Fault types describe the effect of a fault on each individual bit. Section 1.3
will discuss fault types in detail.

e Attacks also have a certain probability associated with them. Usually an attack is not
guaranteed to be successful, it is only so most of the time. Therefore, any effect as well as
the control on location and timing might require a probability or even a distribution to be
completely described. For example, some physical attacks might have a greater probability
of resetting a bit than of setting that bit (see [Koc96a], [BDLO1], [BS03]). No control on
the location usually implies that a specific location is expected to be hit with a certain
probability 1/(number of locations). Here, a uniform distribution is assumed.

e Depending on the type of physical stress applied, faults may show effects of different
duration. We differentiate between transient faults, permanent faults and destructive
faults.

A destructive fault occurs if an adversary destroys a physical structure on the chip, which
causes a certain bit or variable to be fixed at a specific value for all successive runs of the
device. Destructive faults cannot be reversed.

Permanent and transient faults are both faults which do not modify the hardware of an
attacked device, thus allowing the device to recover from the induced faults after a certain
period of time.

Permanent faults change an affected variable until that variable is explicitly overwritten,
e.g., by a reset at the start of the next run.

Transient faults are faults where the induced fault is only short-lived, such that after a
given amount of time, the effect ceases to exist and the correct value is present again. It
is generally assumed that during the decay of a transient fault, there are no intermediate
states, i.e., there is only a unique faulty value and a correct value. Concerning the duration
of a transient fault, it is general consensus in the literature, that a transient fault only
affects the next request for the affected variable. All further requests yield the correct
value again. Although longer transient faults also yield usable results in analyses, such
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faults are not considered by any author. Therefore, we will also assume that a transient
error only affects a single use of a variable.

Permanent and transient faults have the same effect if a faulty variable is referenced only
once. If the variable is used more often, they are fundamentally different. In the case of
permanent faults all successive requests yield the faulty value. In the case of transient
errors only the immediate next request yields the faulty value, subsequent requests yield
the initial correct value.

As a summary, we present the characterization of the parameters demanded to fully describe a
fault model in Table 1.1.

‘ Parameter ‘ Possible Values ‘
location no control, loose control, or complete control
timing no control, loose control, or precise control
number of bits single faulty bit, few faulty bits, or a

random number of faulty bits
fault type stuck-at fault, bit flip fault, random fault, or bit
set or reset fault (to be defined in Section 1.3)
probability (various possible values)
duration destructive, permanent, or transient faults

Table 1.1.: Parameters and their possible values characterizing fault models

Since this thesis concentrates on algorithmic aspects of fault attacks, we do not elaborate deeply
on the actual physical work an attacker has to do prior to an attack. This depends on the actual
physical attack the adversary is using. Section 1.1 has summarized several methods to induce
faults into devices. Some of these methods require that the chip is unpacked, some require
contact to the metal surface, others need at least visual contact to be able to focus light on
certain parts of the chip.

1.3. Definition of Fault Types

The characterization of fault models used in most publications about fault attacks merely concen-
trates on the fault types. However, this characterization falls short of giving enough information
to judge about the feasibility of an attack. Therefore, we have presented a new approach in
the last section, which captures all information needed from today’s point of view. In the next
section, we will give examples of the most common fault models. Prior to that, we want to
describe all existing fault types in greater detail. We do this in order to stress the difference
between fault types and fault models.

Fault types describe the effect of a fault on an arbitrary set of bits, while fault models also
capture what set of bits belonging to which variable will be affected. Up to now, no publication
implied that different fault types can be used in one single attack. Therefore, we will always
assume that any fault model relies on only one specific fault type. In addition to that, no
researcher has reported dependent bit faults before, i.e., any fault type can be described by
the effect on individual bits. This does not prevent bits to be correlated to each other due to
an explicit setting of the adversary, e.g., using the bit set or reset fault type described below.
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However, no report suggests that it is possible that a fault modifying one bit automatically
changes other bits depending on the new value of the first bit.
Before defining fault types, we introduce some notation.

Definition 1.1 (Error Notation).
Let x be a variable modified by an induced fault. We denote by ¥~ the mapping of x to a
faulty value T according to some given fault type or fault model. Since faults change an affected
variable x to some other value, we can always write a faulty value T as the sum of the original
value plus the error term, i.e.,

xr->3 =1z +e(x),

where e(x) is the absolute error. Frequently, we will write e instead of e(x) for simplicity. If a
fault may yield several values for e(x), the error term is usually regarded as a random variable,
which may take any specific value with a certain probability defined by the fault model.

Definition 1.2 (Fault Type: Stuck-At Fault (saf type)).
Let B ={bg,b1,...,bn} be an arbitrary set of bits stored in memory. Assume that the bits of B
are modified by a stuck-at fault. Then the bits of B are fized to their values

The values of the affected bits are not changed any more, even if a variable x, which uses these
bits, is overwritten. The effect is permanent, but not necessarily destructive, i.e., a complete
reset of a device might be able to release all faulty bits again. The value of any b; is not known
to the adversary.

For stuck-at faults, note that the fault will have a noticeable effect only if the variable is over-
written at some point. In practice, stuck-at faults are usually considered to be destructive faults,
where it is assumed that a destroyed wire, gate or memory cell will cause the faulty bit to be
stuck at the value 0 (cf. [BS97]). Obviously, a transient stuck-at fault does not make any sense,
since such a fault does not yield a faulty behaviour.

Definition 1.3 (Fault Type: Bit Flip Fault (bf type)).
Let B = {bg,b1,...,b,} be an arbitrary set of bits stored in memory. Assume that the bits of B
are modified by a bit flip fault. Then all bits of B are set to their complementary values

The effect may be transient, permanent, or destructive. The value of any b} is not known to the
adversary unless he knows b; already.

A Dbit flip fault is a very popular fault type, due to two reasons. First, the flipping of a single bit
value, stored in a single memory cell, is easy to imagine, and it can be motivated by physical
properties of memory cells. Second, this fault type guarantees that a variable using the bits of
the set B has a faulty value, which is different from its original value.

Definition 1.4 (Fault Type: Random Fault (rf type)).
Let B = {bg,b1,...,by} be an arbitrary set of bits stored in memory. Assume that B is modified
by a random fault. Then the bits of B are set to random values

bi—#b, €g {0,1} V0 <i<n.
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The random choices of all b, are assumed to be independent. Unless otherwise noted, the uniform
distribution is assumed. The effect may be transient, permanent, or destructive. Again, the value
of any b, is not known to the adversary.

A random fault is usually considered to be the most realistic fault type. Since several physical
methods of fault induction are hard to control precisely, non-destructive physical stress is most
likely to change a variable according to the random fault type. Beyond that, some authors have
even called stuck-at faults and bit flip faults controversial (e.g., [YKLMO01a]).

Usually, a random fault is assumed to create a bit value b, = 0 with probability 1/2 and b} = 1
with probability 1/2. However, some authors have also considered an asymmetric distribution,
where it is much more likely that a bit is reset to 0 rather than set to 1. This has been used
for attacks on unknown symmetric cryptosystems in [BS97], and it has been mentioned, but
not used, in [BDLI7]. Such asymmetric distributions are usually motivated by specific physical
attacks. It could be reasoned that faults, which always (or almost always) cause bits to be set
to 0 should be considered as an additional fault type. However, this has not been done before
in the literature and such faults have been considered only once, in [BS97]. Hence, we stick to
tradition and do not define this as a new fault type.

Similarities and Differences Between Fault Types. The above three fault types, (saf), (bf)
and (rf) fault types, have already been described in the earliest publications concerning faults,
[AK96] and [AK97], and they have been used in many publications since then.

Although the three fault types are fundamentally different, these differences are usually not
addressed in publications. The reason for this is the fact that in practical attacks, it is sufficient
that a certain effect occurs at some time. For example, an attack assuming the bit flip fault
type will usually also be successful if the random fault type is used instead.

The reason that most of the times, one fault type can be replaced by another fault type, is
that attacks usually only require that a specific effect occurs at some time. If an adversary can
somehow detect if a desired effect occurs or not, he does not have to use a specific fault type. It
is usually acceptable if an adversary has to induce faults multiple times during an attack until a
desired effect occurs. For example, both stuck-at faults and bit flip faults can be interpreted as
random faults with extreme distributions, which depend on the actual value of any individual
bit. Hence, the effects of stuck-at faults or bit flip faults can also be achieved given the random
fault type and enough attempts. On the other hand, a uniformly distributed random fault can
be seen as a bit flip fault with a success probability of only 1/2 for every affected bit.

Given the random fault type, all bits from the targeted set B might be changed to the values
they already had. If the duration of the fault is transient, the attack will not be noticeable.
This also holds for individual bits, e.g., given a bit b;, no error will be detected in bit b;, if the
fault results in b, = b;. However, if b, # b;, the effect is the same as for the bit flip fault type.
Hence, it is possible to interpret a fault affecting a set B of n bits using the random fault type
as a fault affecting only a subset B’ C B using the bit flip fault type. Here, B’ contains all those
bits from B, whose values have been changed.

For simplicity, most authors assume only bit flips if the attack assumes single faulty bits. For
multiple faulty bits, the random fault type is usually preferred. To our knowledge, stuck-at
faults have only been used in [BS97] as destructive faults. We are also not aware of any attack
which explicitly uses the fact that a bit flip fault is guaranteed to change a fixed set of multiple
bits to their complementary value. Most attacks described in the open literature, which rely on
classical fault types, work for any of these three types.
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The next fault type is based on experiments described in [SA02] and [QS02]. They have been
described in detail in Section 1.1. The name of this fault type is due to [BS03].

Definition 1.5 (Fault Type: Bit Set Or Reset Fault (bsr type)).
Let B = {bo,b1,...,by} be an arbitrary set of bits stored in memory. Assume that B is modified
by a bit set or reset fault. Then the bits of B are set to chosen values

bir—i—>b§:ci, CiE{O,l} V0 <i<n.

The important fact about this fault type is that the values c; are known and are usually chosen
by the adversary. The effect may be transient, permanent, or destructive. The original values
of the bits of B are not known to the adversary.

Definition 1.5 shows that the effect of the random fault type can be realized using the bit set or
reset fault type, but the effects of both the stuck-at fault type and bit flip fault type can only
be realized if the original values of the bits are known. However, since the adversary can choose
the values ¢; freely, he can choose them uniformly i.i.d. (independent identically distributed) at
random and can thus achieve the effect of a stuck-at fault or a bit flip fault with a probability
of 1/2n+1,

The bit set or reset fault type, however, is fundamentally different from the other three fault
types, since an adversary can set any specific bit to any chosen value. This represents an
extremely powerful adversary. It is the strongest fault type known and modern smartcards take
several measures to reduce the power of such an adversary. Taking the properties of modern
smartcards into account, this fault type may be assumed as almost impossible to achieve in
practice.

1.4. Definition of Fault Models

Since characterizing fault attacks requires more than just the specification of the fault type,
we will now describe a variety of fault models, which yield complete descriptions of fault attack
settings. We will present the most popular fault models, which have been used extensively in the
literature, and we will derive new justifications for known fault models by carefully examining
the properties of modern high-end smartcards and the power of an up-to-date adversary. As we
have explained before, fault models need to be justified by possible real world attacks in order
to be considered as valid. Therefore, we will always present both a motivation from the real
world for our fault models, as well as a brief overview over the literature, showing where these
fault models have been used.

Modern Smartcards. To derive reasonable fault models, which can be justified by physical
attacks, we combine parameter settings known from actual attacks with hardware countermea-
sures in effect on the card. Since this thesis approaches fault attacks from an algorithmic point
of view, we do not go into depth when describing the physical properties and the details on chip
card and integrated circuit design, neither do we describe hardware countermeasures in detail.
We refer the interested reader to [RE00] for details. As a reasonable sketch for the architecture
of modern high-end smartcards, we present Figure 1.2.

Since we are guided by practical considerations, we always assume the most powerful adversary,
i.e., the adversary presented and justified by experiments in [SA02] and [QS02]. This adversary
is able to use the bit set and reset fault type defined in Definition 1.5, which yields an extremely
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Figure 1.2.: Architectural sketch of a modern high-end smartcard.

strong adversary. Such an adversary can target any specific area on the card at a precise time
(on his clock) and set the stored bit to any specific value. We also consider smartcards with
several hardware countermeasures in effect (see [RE00], [KK99]). In these realistic scenarios, the
effective power of the adversary is reduced significantly, e.g., knowledge about the location of the
induced fault does not need to imply knowledge about the position of the bit within an algorithm.
Similarly, precise timing not necessarily implies knowledge of the actual step performed at that
time. There are three most important hardware countermeasures used on modern smartcards.
First, a randomized clock is used to blur the timing behaviour of a device. Second, memory and
data encryption is incorporated to ensure that a large number of bits is affected if a single bit
is flipped by a fault. Third, address and bus line scrambling is employed such that the physical
layout of the memory cells does not reflect the logical layout. These countermeasures degrade
the power of the strongest adversary known today. In the discussion of the fault models defined
below, we will give examples of how the adversary is weakened. In general, the stronger the
countermeasures of a smartcard, the weaker the attack and the more bits are affected by an
attack. The following fault models can be motivated by gradually improving the strength of the
card’s countermeasures.

The resulting fault models describe faults induced into a single bit, into a bounded number
of bits, e.g., a byte, and into all bits of a given variable. Some fault attacks just require the
induction of an unspecified fault, such as the attack on CRT-RSA described in Chapter 3. And
last, some attacks only require the knowledge whether a fault occurred or not.

Throughout this thesis, we will always assume that an adversary can only induce a single fault
during each run of an attacked algorithm. This implies that only one variable may be targeted.
This is an important restriction, used throughout the literature. It ensures that an adversary
cannot induce faults into both, a certain variable and a checking procedure. Otherwise, he
could try to make sure that internal checks are circumvented. Although some authors suggest
that no checking procedure should represent a single point of failure (cf. [AK96], [YKLMO01b]),
there have been no reports anywhere suggesting that such correlated attacks are possible with a
reasonable success probability. Only once, multiple, yet uncorrelated faults have been considered
(in [BS97]). However, this has not led to a new type of attacks. Besides that, it should be clear
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that during a fault attack, an adversary may run the attacked device multiple times, and may
induce faults during each execution.

We also assume that an adversary cannot change the fault model during an attack. This
restriction is motivated by the assumption that an adversary uses only a single means of physical
attack to induce faults. This is a reasonable assumption, as otherwise, we could just define a
new fault model, capable of catching all aspects of a given attack with multiple different effects.
However, such an attack has not yet been described anywhere in the literature.

1.4.1. Fault Models Affecting a Single Bit

In this section, we describe fault models, where faults affect only a single bit of a targeted
variable. Such scenarios assume a very strong adversary and it has been claimed by some
authors that such fault models are unrealistic in practice (cf. [YKLMOla], [Dot02]). Since all
trustworthy smartcards are fully armed with a variety of countermeasures, precise control of the
location of an affected bit or byte seems to be unrealistic these days. However, fault models
assuming a single faulty bit, usually based on the bit flip fault type, are very popular fault
models, which are widely used for fault attacks.

Chosen Bit Fault Model

We first describe the strongest adversary, which can be justified by experiments today. Here,
the bit set or reset fault type from Definition 1.5 is assumed for an adversary, who attacks an
unprotected card.

Definition 1.6 (Fault Model: Chosen Bit Fault Model).
We define the Chosen Bit Fault Model with the following parameters.

location: complete control (a specific bit of a specific variable used in a specific line
of code of an attacked algorithm can be targeted)
timing: precise control (can target a specific point of time, if the affected variable

is used in a loop, a specific iteration can be targeted)

number of bits: one bit of the affected variable is changed

fault type: bit set or reset faults (as defined in Definition 1.5)

probability: certain (every physical attack results in a fault of the desired kind, but if
the adversary sets the targeted bit to its original value, the correct result
will be returned)

duration: permanent faults and transient faults (both variants are investigated if they
differ, however, it is assumed that an adversary cannot use both kinds
during one fault attack)

Mathematical model: The effect of an attack using this fault model on a targeted variable can
be modeled as an addition or subtraction of a single bit, i.e., a variable X is changed to

Xt X=X=+2"  for0<k<IX)-1

Both k and the sign of £2F are assumed to be chosen by the adversary.

Motivation from the Real World. The Chosen Bit Fault Model resembles the (bsr) fault type
that is achieved by physical attacks described in [SA02] or [QS02]. It can be achieved by inducing
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faults into RAM or EEPROM of an unprotected smartcard. Although high-end smartcards
implement sophisticated hardware countermeasures, many smartcards currently used are either
too old or too cheap to do so. Hence, this fault model is a realistic one for such cards. It assumes
the strongest adversary and the weakest card.

Although this model is unrealistic for modern high-end smartcards, it is a particularly inter-
esting model, since algorithms secure in this fault model are secure in the weaker models as
well.

Motivation from the Literature. The Chosen Bit Fault Model has been considered in [Dot02]
for attacks on FLASH, SFLASH and QUARTZ, but has not been worked out since the model
has been considered “not to be very realistic”. It has also been considered briefly in [BS97]. We
have proposed this fault model as “Fault Model #1” in [BOS03].

Single Bit Fault Model

We now describe the most important and mostly used fault model, the fault model introduced
by Boneh, DeMillo, and Lipton in the first paper about fault attacks, [BDL97].

Definition 1.7 (Fault Model: Single Bit Fault Model).
We define the Single Bit Fault Model (or BDL Fault Model) with the following parameters.

location: loose control (a specific variable used in a specific line of code of an attacked
algorithm can be targeted, but no specific bit of the variable can be targeted)

timaing: no control (cannot target a specific point of time, if the affected variable is
used in a loop, every iteration of that loop is hit with the same (uniform)
probability)

number of bits: one bit of the affected variable is flipped (every bit of the variable is hit
with the same (uniform) probability)

fault type: bit flip faults (as defined in Definition 1.3)
probability: certain (every physical attack results in a fault of the desired kind)
duration: permanent faults and transient faults (both variants are investigated if they

differ, however, it is assumed that an adversary cannot use both kinds
during one fault attack)

Mathematical model: The effect of an attack using this fault model on a targeted variable can
be modeled as an addition or subtraction of a single bit, i.e., a variable X is changed to

X X=X+2"  for0<k<IX)-1

The bit position k is assumed to be chosen according to the uniform distribution and subsequent
choices are assumed to be i.i.d..

Fault Model 1.7 could be further relaxed, to use random faults instead of bit flip faults as the
fault type. Since only a single bit is affected, a uniformly distributed random fault has the
same effect as a bit flip fault with success probability 1/2. Although being more realistic, this
relaxation does not yield new attacks. Using the bit flip fault type simply means to neglect all
faults, which change a bit to the original value. This is a reasonable approach since such faults
do not yield a faulty result. Therefore, it is not necessary to assume random faults. Originally,
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it is noted in [BDL97] that the authors assume a physical setup, where the induced faults are
more likely to flip bits from 1 to 0, rather than from 0 to 1. However, they do not use such
an asymmetric behavior and do not consider it in their fault model. Therefore, we neglect this
property as well and assume a uniform distribution of bit flips.

The mathematical model of Fault Model 1.7 also neglects the fact, that bit flips can only flip
the current value of a bit in reality, i.e., only one of the two possible error terms +2% or —2% is
actually possible. However, the chosen model simplifies notation and analysis. Moreover, it is
the standard model used in the literature. Therefore, we use this mathematical model as well.

Motivation from the Real World. The Single Bit Fault Model is unrealistic for modern high-
end smartcards, which are armed with a variety of countermeasures. Such a protection prevents
an adversary from realizing the bit set or reset fault type. However, there are cards, which are
too old or too cheap to incorporate sufficient countermeasures. If a card at least uses address
scrambling for every single variable or bus line scrambling, the adversary’s power is degraded to
Fault Model 1.7. The main motivation for this model, however, comes from literature. Here, it
is very popular, since it is an easy model, which allows to describe fault attacks in a simplified
setting, which can then be generalized to a larger number of affected bits.

Motivation from the Literature. Fault Model 1.7 is one of the oldest and most prominent
fault models. It has been used explicitly in [BDL97] and [BDLO1] for attacks on plain RSA.
It has also been used for fault attacks among others in [BS97]| (where it is also considered in
a relaxed version, where the targeted variable is unknown), and in [JQ97a], [JQI97b], [Pet97],
[BDH*98], [BMMO00], [YKLMO1b], [Dot02], [JQYY02], [JBF02], [YKLMO03], [GA03], [CJ03],
and [BCNT04].

1.4.2. Fault Models Affecting a Bounded Number of Bits

Another common model assumes that only a bounded number of bits (“multiple bits”, “few
faulty bits”) are affected by an induced fault. This model catches the fact that mobile devices
store and load variables in blocks, where the length of a block is the word size of a device. The
word size is usually one byte, hence, attacks which assume that a byte is affected by induced
faults are considered to be the most realistic fault attacks in several papers (e.g., [PQO03], [GK04]).
Hence, if the standard block size on smartcards increases, the fault model defined below should
be adapted to that change. A bounded number of bits may also be affected by faults, which
target a specific bit, but have such a strong effect on the memory that neighbored bits are
changed as well. In this case, the fault is smeared over a bounded number of surrounding bits,
where boundary bits are possibly changed with a lower probability than the target bit. However,
it is more practical to assume a random change of the whole byte. Moreover, we are not aware
of any attack, which exploits a probability distribution other than the uniform distribution.
The byte fault model represents all attacks, where an unspecified “small” number or “multiple”
bits are affected by the induced faults. In all such cases, the number of attacked bits is assumed
to be small enough such that all possible error patterns are efficiently sampleable. This allows an
adversary, who does not know how the faulty bits have actually been changed, to try all possible
patterns as a basis for a recovery of secret data. The goal of such an exhaustive enumeration is
to identify the correct error pattern. An exhaustive search requires that the number of faulty
bits can be bounded by a small number. Therefore, many authors, who assume “multiple” faulty
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bits, assume some variant of the byte fault model, which may in some cases cover few more than
just 8 bits.

Definition 1.8 (Fault Model: Byte Fault Model).
We define the Byte Fault Model with the following parameters.

location: loose control (a specific variable used in a specific line of code of an attacked
algorithm can be targeted, but no specific block of 8 bits of the variable can
be targeted)

timaing: no control (cannot target a specific point of time, if the affected variable is
used in a loop, every iteration of that loop is hit with the same (uniform)
probability)

number of bits: few faulty bits, i.e., one byte (8 bits) of the affected variable is changed
(every block of 8 bits of the variable is hit with the same (uniform) proba-

bility)
fault type: random faults (as defined in Definition 1.4)
probability: certain (every physical attack results in a fault of the desired kind, but with

probability 1/256 all affected bits are set to their original value and the
correct result is returned)

duration: permanent faults and transient faults (both variants are investigated if they
differ, however, it is assumed that an adversary cannot use both kinds in
one attack setting)

Mathematical Model: The effect of an attack using this fault model on a targeted variable can
be modeled as an addition or subtraction of an unknown error byte at an unknown position, i.e.,
an affected variable X is changed to

X+t X =X +p-2F for an unknown 0 < k < I(X) — 8 and an unknown b € g Zos.

In this model, we assume that both b and k are chosen i.i.d. at random from the corresponding
sets of possible values according to the uniform distribution.

Usually, a device will load and store parameters in fixed blocks of 8 bits, starting with the least
or most significant byte. Therefore, in practice, not all sets of 8 contiguous bits may be equally
likely to be affected by a byte fault. However, this aspect is usually neglected, as long as it is
not important for the analysis which byte is faulty. It simplifies analysis at a negligible cost.
Hence, we assume that any block of 8 contiguous bits is hit with the same uniform probability.

In the case of transient faults, one can simply consider all those bits to be faulty, whose values
have been flipped by the random fault type. This allows to exchange the fault type in Fault
Model 1.8 to the bit flip fault type. This interpretation is used by many authors, who simply
assume “multiple” faulty bits.

A popular way to relax the Byte Fault Model is to allow that the affected bits are not
contiguous, which is done by several authors, who assume “multiple” faulty bits. For a variable
of length n, there are less than n® possible sets of 8 different bits, hence, from a complexity
theoretic point of view, testing all these possible sets adds only a polynomial factor to the
overall complexity. This remains true as long as the number of affected bits is a constant, which
guarantees that the number of tests is small enough.
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Motivation from the Real World. In the real world of modern high-end smartcards, this model
is motivated in three variants.

The Byte Fault Model as defined above is motivated by an adversary, who is able to induce
bit set or reset faults, and a smartcard, which uses block-wise memory encryption or bus line
encryption and address scrambling on RAM and EEPROM (cf. [RE00]). Usually, all data stored
in EEPROM and RAM is encrypted ([RE00]). Hence, if a fault is induced into memory, the value
of the affected block seen by the CPU will be unpredictable. Therefore, encryption degrades
the power of the adversary, since any single modified bit in memory affects a whole byte of
data. Address scrambling prevents the attacker to specify when the faulty block is requested by
the CPU. However, we assume that the memory layout allows an adversary to target a specific
variable. The same model is derived if the bus lines are targeted. We have proposed this fault
model before as “Fault Model #3” in [BOS03].

As a second variant of the Byte Fault Model, we may assume that the adversary knows which
byte of the targeted variable is faulty. In the mathematical model, this can be expressed by
a known parameter k. This model is motivated in the real world by the fact that the strong
adversary’s power is reduced on smartcards if only encryption of the data is used and no address
scrambling. We have proposed this fault model as “Fault Model #2” in [BOS03].

As a third variant of Fault Model 1.8, a generalized version may be assumed, where the
adversary knows that only one byte is changed, but he has no control on both timing and
location. In this case, he might not know which variable was affected by his attack. In the
mathematical model, this can be expressed by assuming that the variable X is randomly chosen
from a set of possible variables. In the real world, this variant can be motivated by two scenarios.
First, a smartcard could use block-wise memory encryption and address scrambling as above.
However, we now assume that the memory layout does not allow an adversary to target a
specific variable. Second, a smartcard may use memory encryption in RAM and EEPROM
together with a randomized clock (cf. [CCDO00]). In this case, the strong adversary’s power is
effectively reduced to this model. Memory encryption causes any single bit fault to affect a whole
block of data. In this case, the attacker knows that a successfully induced fault will change a
block of data. However, the randomized clock implies that he does not know the exact time of
the change within the algorithm. If he targets intermediate variables in RAM, in an accelerator,
in cache memory, or the bus lines, the attacker does not know the position of the block as it is
used in the CPU. We have proposed this fault model as “Fault Model #3' 7 in [BOS03].

Motivation from the Literature. Variants of the byte fault model as defined above have been
used in [BDLO1] (where “a small number of bits flips” are assumed), in [JQ97b] (where “multiple”
faulty bits and bit flips are assumed), in [BDH"98] (where multiple faulty bits are assumed,
whose positions are known), in [JQYYO02], in [PQO03] (who also consider a relaxed model where
the affected variable is not exactly known), in [GAO03] (where “a few” bits are assumed to be
faulty, e.g., 6), in [BCNT04] (where multiple bits do not need to be contiguous), in [GK04] (who
quote our “Fault Model #3” from [BOS03]), and in [Wag04] (where only I(x)/8 possible bytes in
a variable x are considered). Additionally, it is mentioned in [YJO00], and in [YKLMO1la] (where
a “limited number of faulty bits” is referred to as more difficult to achieve than an arbitrary
number of faulty bits). In [Wag04], the author also proposed an extreme version of a bounded
fault model, where all but the 160 most significant bits of a 1024 bit RSA modulus are affected.
However, this model has not been motivated by real world considerations.
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1.4.3. Fault Models Affecting an Arbitrary Number of Bits
Random Fault Model

Sometimes, an adversary knows not enough about his induced faults to bound their effects
sufficiently. While he knows the affected variable, he does not know how the change of a single
bit affects the value of the variable. In this case, it is sometimes reasonable to assume that an
affected variable is changed to some random value. As long as all values might occur with non-
negligible probability, using the assumption that the resulting values are distributed uniformly
is a reasonable simplification for analyses.

Definition 1.9 (Fault Model: Random Fault Model).
We define the Random Fault Model with the following parameters.

location: loose control (a specific intermediate variable used in an attacked Algorithm
can be targeted)
timaing: no control (cannot target a specific point of time, every line of code / every

iteration of a loop, is hit with the same (uniform) probability)

number of bits: random number of bits, i.e., all bits of the targeted variable are affected, the
value is replaced with a random value in situ, i.e., using the same number
of bits, leading zeros allowed (all possible random wvalues occur with the
same (uniform) probability)

fault type: random faults (as defined in Definition 1.4)

probability: certain (every physical attack results in a fault of the desired kind, but the
original value is allowed to appear as well)

duration: transient and permanent faults (both variants are investigated if they differ,

however, it is assumed that an adversary cannot use both kinds during one
fault attack)

Mathematical Model: The effect of an attack using this fault model on a targeted variable can
be modeled as an addition or subtraction of an unknown error from a bounded set. We assume
that a targeted variable X is changed to some random value, i.e., X € [0,2! — 1]. In this model,
a fault may result in any foulty value. We have

X X=X+eX) witheX)ep{-X,-X+1,...,2 =X —1}.

Here, 1 is the mazimal length the variable X may take. If X € Z,, we have | = I(p — 1) =
llogo(p — 1)] + 1. Otherwise, 1 is the mazimal length of the memory space reserved for X. We
assume that the random variable e(X) takes any value from the set {—X,-X +1,...,2' = X —
1} with the same (uniform) probability and that subsequent choices are i.i.d. according to the
uniform distribution.

The Random Fault Model can be used if an adversary either knows that an induced fault will set
the affected variable to a random value according to the uniform distribution, or if the success
of his fault attack does not rely on special values to appear at some time or with a specific
probability. The naming of this fault model should not be confused with the random fault type
from Definition 1.4, however, the intuition behind both concepts is similar, both describe that
a given set of bits is replaced by random bit values.

In practice, the adversary may be able to target a desired variable in a reasonable small
interval of operations or even loop iterations. This interval may have been derived from other
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sources of information, for example from the power profile of the card (see [ABF102]). In this
case, an adversary may gain some control on timing and bound the lines of codes or the loop
iterations, in which the targeted variable has been hit.

As a more general variant of this fault model, one might also assume that even the affected
variable is not known with certainty, e.g., an adversary might only be able to hit a variable from
a set of a few different variables.

Motivation from the Real World. This scenario is motivated by strong high-end smartcards
completely armed with countermeasures. Memory encryption, address scrambling and a ran-
domized clock imply that any fault induced into memory or the CPU at a vague point will leave
the attacker at most with the information that a certain variable is faulty. It therefore enforces
a very weak adversary.

Motivation from the Literature. The Random Fault Model has been used for successful fault
attacks in [YKLMO1b], [Dot02] (for an attack on ESIGN-D), in [YKLMO03], in [KKT04] (where
also a different model was used which assumed that bits could only be set to 0), and in [PV04].
We have proposed this fault model as “Fault Model #4” in [BOS03].

Arbitrary Fault Model

We now describe the weakest fault model. Here, an adversary can only target a specific line of
code or a set of several intermediate variables. He does not have any additional information,
e.g., about the type of the fault or the error distribution. Attacks based on this weak adversary
are extremely dangerous, because the weaker an adversary, the more practical the attack.

Definition 1.10 (Fault Model: Arbitrary Fault Model).
We define the Arbitrary Fault Model with the following parameters.

location: loose control (a specific line of code can be targeted, but no specific variable
used in that line)

timing: no control (cannot target a specific point of time, if the affected line of code
is from a loop, every iteration of that loop is hit with the same (uniform)
probability)

number of bits: random number of faulty bits (any number of bits may be affected using an
unknown probability distribution, however, at least one bit is changed)

Sfault type: unknown (any fault type is possible, but the adversary does not know the
type)
probability: certain (every physical attack results in a fault of the desired kind, i.e.,

the final result computed by the affected line of code is different from the
correct result)

duration: transient and permanent faults (both variants are investigated if they differ,
however, it is assumed that an adversary cannot use both kinds during one
fault attack)

Mathematical Model: The effect of an attack using this fault model on a targeted line of code
can be modeled as an addition or subtraction of an unknown error from a bounded set. Let X
be the variable, which is assigned the result of the affected line of code. Then in the Arbitrary
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Fault Model, X is changed to the faulty value X, such that
X5 X=X+eX)  withe(X)er{-X,—-X+1,...,2' =X —1}\ {0}.

Here, 1 is the mazimal length the variable X may take. If X € Z,, we have | = l(p — 1) =
llogo(p — 1)] + 1. Otherwise, 1 is the mazximal length of the memory space reserved for X. We
emphasize the fact that the probability distribution of the random variable e(X) is arbitrary and
unknown.

In some situations, an adversary has extremely limited control over the induced faults. He may
target a specific line of code, but it is unknown, which variable is affected and how that variable
is changed. Since the Arbitrary Fault Model assumes very little information about the fault, all
other fault models defined above can be used for attacks based on the Arbitrary Fault Model.

The Arbitrary Fault Model is not equivalent to the Random Fault Model 1.9. Basically,
we have two differences. First, the Random Fault Model allows an adversary to assume that
any specific error value appears with some known probability. This is not the case for the
Arbitrary Fault Model, where the probability distribution is completely unknown. Second, an
adversary using the Random Fault Model can target any specific variable, while the Arbitrary
Fault Model only allows to target a specific line of code. This implies that in the Arbitrary Fault
Model, transient faults on any variable or operation used in an affected line of code yield the
same situation as if the result of the targeted line of code had been changed by the fault. For
permanent faults however, the affected variable is not known with certainty. In this case, it is
usually assumed that any variable used in the targeted line of code is hit with the same uniform
probability. Hence, if an attack depends on a specific variable being affected, this situation will
occur among a known (low) number of induced faults. This information is usually sufficient for
fault attacks.

A fault attack, whose setting is described by the Arbitrary Fault Model, can be successful, if
the adversary does not need to be able to guess the error term in order to derive information,
and if he does not need assumptions about the distribution of the error value. He must be able
to recover the secret data with any non-zero error value. Usually, an adversary cannot check
all possible error values, since the set of possible bit patterns is not assumed to be efficiently
sampleable in this model.

A generalized version may assume that an adversary cannot target a specific line, but will hit
any line with a known probability, e.g., according to the uniform distribution. In this case, one
out of several attacks can be expected to hit a desired line. This may be sufficient for success.

Motivation from the Real World. The Arbitrary Fault Model assumes the weakest adversary.
In practice, the strong adversary’s power of inducing bit set or reset faults may be reduced to
this model in the presence of a large variety of countermeasures. Modern high-end smartcards
feature a great variety of sensors and filters, hence, inducing faults is not an easy task. However,
it is not impossible to do so. Still, the adversary may not be able to bound the effect of an
induced fault sufficiently to assume other, stronger fault models.

Motivation from the Literature. This fault model has been used for fault attacks on CRT-
RSA in [BDL97] and [BDLO1]. This attack is discussed in detail in Chapter 3. Here, any fault,
which changes the final result of a certain line of code, is sufficient to recover the secret key.
This fault model has also been used in [JKQ97], [ABF*02], and [YMHO03].
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1.5. Validity and Applicability of the Proposed Fault Models

The five fault models presented in the last sections have been motivated by a real world scenario,
comparing the power of the adversary with the power of the countermeasures present on a
smartcard. This has been described in detail in the paragraphs titled “motivations from the
real world”. We always assume the strongest adversary known from open literature, i.e., an
adversary capable of using the bit set and reset fault type from Definition 1.5. Depending on
the strength of the smartcard’s countermeasures, this power is weakened.

The Chosen Bit Fault Model is the strongest fault model possible. An adversary who is able
to apply a Chosen Bit Fault Model can recover any bit of any variable used in an algorithm.
This can be done by an oracle attack (which will be discussed in Section 1.6.2). However, this
fault model is extremely unrealistic for modern smartcards, since smartcard manufacturers are
aware of the danger of fault attacks. However, it might still be valid for old or cheap smartcards.
Moreover, it is a particularly interesting model, since algorithms secure in this fault model are
secure in the weaker models as well.

The Single Bit Fault Model assumes some protection of the smartcard, however, sensitive
cryptographic applications will not be implemented on such cards anymore. However, due to its
simple modeling, it is a very popular starting point to analyze the security of algorithms against
fault attacks.

The Byte Fault Model represents a moderately strong adversary. It assumes a fairly well
protected smartcard. Hence, it is much more realistic than the fault models assuming a single
faulty bit, but it is not clear, to what extent smartcards are being manufactured, which allow
this model. It is definitely unrealistic for modern high-end smartcards. Just like the previous two
fault models, it may still be valid for old or cheap smartcards. Moreover, if the best protected
cards should exhibit vulnerabilities in their line of defense, an adversary will most probable be
able to base his attacks on this fault model. Therefore, it does have practical relevance.

The best protected smartcards degrade any powerful adversary known today to the Random
Fault Model or even the Arbitrary Fault Model.

The Random Fault Model is one of the most realistic fault models to assume. Modern high-
end smartcards will ensure that an adversary cannot hope to base successful attacks on any
of the stronger fault models. Therefore, algorithmic countermeasures which aim at defending
devices against attacks based on this fault model are needed.

The Arbitrary Fault Model is the most realistic fault model assuming the weakest adversary.
It is a very practical model, since it can be realized by any physical attack, which can be mounted
with a sufficiently high success probability. Attacks, which are successful in the Arbitrary Fault
Model are also successful in any other fault model. However, the Arbitrary Fault Model is only
realistic for a modern, high-end, and expensive smartcard.

We present a comprehensive summary of the defined fault models in Table 1.7.

A smartcard may react in various ways to an induced fault: Unprotected cards will fail to
notice the fault and output a faulty result, leaving them vulnerable to a successful fault attack.
Well protected cards may detect some or most induced faults by internal checking procedures
and react with some error behaviour, e.g., with an error message or with a security reset.
An error message may either depend on the actual error detected or may be unspecific. The
optimal protected cards are equipped with a variety of additional hardware countermeasures (see
[BS03]), which might detect some physical attacks even before the attack successfully induces
an error. In this case, a complete security reset is triggered. Such countermeasures are ideal,
since they prevent faults before they occur. Unfortunately, countermeasures which are capable
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Chosen Bit Single Bit Byte Random Arbitrary
Fault Model | Fault Model | Fault Model | Fault Model | Fault Model
Definition 1.6 1.7 1.8 1.9 1.10
contr.ol on complete loose loose loose loose/no
location
control on .
.. precise no no no no
timing
number of 1 1 8 random random
affected bits
fault type (bsr) (bf) (rf) (rf) unknown
success L
probability certain in all models
duration all consider transient and permanent faults

Table 1.7.: Overview of the fault models defined in Section 1.4

of preventing any possible physical fault induction are unrealistic, especially given the fact
that new physical attacks are reported frequently. This emphasizes the need for algorithmic
countermeasures and checking procedures, which do not depend on the physical attack, but
only on the induced fault.

Therefore, an adversary can always hope to apply some physical attack, which cannot be
prevented by the attacked card. All the fault models presented in Section 1.4 represent changes
of the data used by a card. These fault models are used for actual attacks, where it is assumed
that the faulty final result is returned by the smartcard. This faulty final result allows the
adversary to compute secret data in whole or in parts, possibly requiring a correct result as well.
Such attacks will be described for plain RSA (Chapter 2), CRT-RSA (Chapter 3), and elliptic
curve cryptosystems (Chapter 5).

A natural approach to defend against these attacks is to incorporate checking procedures,
which aim to prevent that faulty outputs are returned. Modern sophisticated smartcards may
have both hardware and software countermeasures which alter the final result to some random
value or use detection mechanisms that report an error to the user without revealing a faulty
output. However, any such countermeasure will always leak the information that an induced
fault successfully changed the internal data. Surprisingly, there are attacks, which are capable
of recovering secret data only based on this information. We will refer to these attacks as oracle
attacks, and describe this kind of fault attacks in Section 1.6.2.

If an adversary can recover secret data using an oracle attack, his attack is extremely power-
ful. An attacked device can only hide the information whether a fault occurred or not with a
significant loss in efficiency. Assume that during a computation of a signature, a fault occurred,
such that the final result is incorrect. If the device does not detect this, an adversary can simply
compare the output with the correct result and gets the information that a fault occurred. If the
device detects this error, it may either react with an error behaviour such as an error message or
a security reset, or it may invoke the computation once again. Both reactions can be detected,
either by looking at the output, or at the increased duration of the operation (timing attack).
Therefore, even if a device implements a large variety of (efficient) countermeasures, such as
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checking the final result before output, it may not be able to withhold the desired information
from the attacker.

Hiding this information requires that the behaviour of a device does not change even if a fault
occurred. This implies that both the duration of a computation as well as the final result must
be independent from any error. Since we always assume that only a single fault can be induced,
the device needs to compute the final result at least twice. This doubles the computation time,
which is a significant loss in efficiency. Even doubled computations may not be enough to be
secure against permanent faults.

However, as we will show in Section 1.6.2, most oracle attacks rely on extremely powerful fault
models, hence, their applicability in practice is controversial. Although we will not consider this
kind of fault attacks in depth in this thesis, we present in Chapter 7 an oracle attack on RSA
based on a new fault type, which will be developed in Section 4.5.

1.6. Other Attack Scenarios
1.6.1. Code Change Attacks

All fault models presented in the previous sections assume that data is manipulated, such that
variable values used in an algorithm can be pertubated. However, we have described the pos-
sibility that certain physical scenarios might induce faults in the program counter of a CPU
or ALU, e.g., power spikes and clock glitches as presented in Section 1.1. This might cause
certain operations to be skipped, yielding a code skip attack, it might cause certain operations
to be executed multiple times, or it might cause a loop counter to decrease. The latter has been
described theoretically in [BS97] and [PV04], whose authors suggest to induce faults into the
loop counter to reduce the rounds in DES or pairing based cryptosystems to values, which allow
to break the systems.

However, code attacks are not considered by many authors. In this thesis, we will only consider
fault attacks on memory values, therefore, we will not describe code attacks in detail.

1.6.2. Oracle Attacks

As explained above, an oracle attack is a fault attack capable of recovering secret data based
only on the fact whether an error occurred or not. Although such fault attacks are hard to
realize in practice, we will demonstrate their power in this section. First, oracle attacks are
formalized in the following definition.

Definition 1.11 (Oracle Attacks).

Any fault attack, which unveils secret information from a cryptographic device only based on (at
most) a correct result and the information whether an induced fault changed the behaviour of
a device, is called an oracle attack. The induced faults may be defined according to any fault
model.

Typically, oracle attacks require a much stronger fault model than other types of fault attacks. In
this section, we will briefly present the main flavors of such attacks. Oracle attacks usually exploit
conditional statements. Examples for such attacks are attacks using an extremely powerful
fault model (cf. [AK97]), and the more realistic memory-safe errors (cf. [YJ0O], [JQYYO02],
[YKLMO3]), and computational-safe errors (cf. [YKLMOla]). We will briefly introduce these
attacks.
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As a practical scenario to demonstrate the feasibility of oracle attacks, consider the following
variant of the left-to-right repeated squaring algorithm in the context of RSA signatures, which
uses dummy operations. We present this algorithm from [YKLMOla] as Algorithm 1.12. In
Chapter 3, we also present a slightly different version of this algorithm as Algorithm 3.10.

Algorithm 1.12: Left-to-Right Square-And-Multiply-Always, Variant 1

Input: A message m € Zy, a secret RSA key 0 < d, where I(d) denotes the binary length of d,
i.e., the number of bits of d, and an RSA modulus N
Output: m9 mod N
# init
1Sety:=1
# main
2 For k from I(d) — 1 downto 0 do
3 Set yg :=y?> mod N
4 Set y1 :=yg-m mod N
5 If dq = 1 then set y :=y; else set y :=yg
6 Output y

This square-and-multiply-always algorithm always computes the value y; = 3o - m mod N, and
sets y = y1 only if dp = 1. Introducing dummy operations helps to even out the power profile
and to achieve a uniform timing behaviour.

Bit Set Or Reset Oracle Attack. If an adversary is able to induce faults according to the
Chosen Bit Fault Model 1.6, an oracle attack is obviously possible. Assume that Algorithm 1.12
is attacked. If an adversary is able to set the bit dj in Line 5 to an arbitrary but known value,
say di +—#- 1, he can read out the correct value of dj by comparing the actual result with the
correct result. If both match, he changed the bit dj to its correct value, i.e., we have dj, = 1. If
the two results differ, the wrong branch was executed and we have d; = 0. This scheme works
for any variable: the adversary can recover a variable bit by bit, by targeting all bits of the
variable one after the other. If the smartcard does not randomize the variables, an adversary
may induce several faults in subsequent runs using the same input values and recover the exact
value. However, this attack represents an extremely powerful adversary and is therefore not
practical. Modern high-end smartcards do not admit of this fault model.

In the following, we describe two more realistic fault scenarios, memory-safe errors and
computational-safe errors. Memory-safe errors aim at data, which is used or overwritten depend-
ing on secret data, computational-safe errors aim at instructions, whose result is used depending
on secret data. Both require a powerful adversary, yet, not as powerful as represented by the
Chosen Bit Fault Model.

Safe Error Oracle Attacks. In Algorithm 1.12, it can be seen that two values yg and y; are
computed, but only one of them is used for the computation of y in Line 5. Hence, if a fault
is induced into exactly one of the two values, it has no effect if the other one is chosen. The
choice is determined by the secret key bit di. Such faults, which may have no effect on the
computation depending on the secret key, have been named safe errors by Yen and Joye in
[YJOO]. Such faults can be used for oracle attacks, if they can be targeted precisely enough.
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Memory-Safe Errors. The authors of [YJ0O] originally investigate the right-to-left repeated
squaring algorithm in the context of RSA signatures (see Algorithm 2.3). However, the attack
carries over to Algorithm 1.12 seamlessly. The basis for an oracle attack is to induce a fault
during the computation of y; = yo-m mod N in Line 4 of Algorithm 1.12. The authors assume
that the multiplication of yg - m is interleaved with the modular reduction. To compute ¥ -
m mod N, the variable yq is scanned from left to right. If a fault is induced into memory cells
holding upper bits of yg after these bits have been used by the computation, this fault has
no effect on the result y;. Hence, the value gy is correct, while the value yq is faulty. If the
secret key bit dj, is 1, we have y = y; and the faulty intermediate result yg is overwritten, when
yo = y2> mod N is computed in the next round. This implies that the faulty memory cells are
overwritten as well, and no error occurs. However, if d; = 0, the faulty value yq is used in Line
5 and y is faulty. It is assumed that if any intermediate variable y is faulty, the final result
of the algorithm will be faulty as well. This situation allows an oracle attack, since we have
dp = 0 if and only if the final result is faulty and di = 1 otherwise. The attack requires a strong
adversary, who must be able to attack specific bits of yg during a specific line of computation
in a specific loop iteration. The attack becomes easier if the desired bits of y¢ are stored in
register cells, which can be targeted by an adversary without changing the lower bits. Imprecise
control on location can be traded off for an increased number of attacks using statistics. Faults
as described above have been named memory-safe errors, because they occur in memory cells,
which are no longer used in a computation, e.g., as in Line 4 of Algorithm 1.12.

Memory-safe errors have also been described for oracle attacks in [JQYY02] and [YKLMO3].

Computational-Safe Errors. The idea of memory-safe errors can be easily extended to interfere
with the computation itself. While for memory-safe errors, some bits in memory are targeted,
which are no longer used, computational-safe (or c-safe) faults aim at instructions, whose re-
sult is no longer needed, so-called dummy instructions. In [YKLMOla], Yen et.al. describe
computational-safe errors.

The authors assume an attack on Algorithm 1.12. Here, the variable y; is targeted. If a fault
is induced during the computation of gy, the final result of Algorithm 1.12 is faulty if and only
if we have di, = 1 and it is correct if d = 0, since the value 37 is not used in this case. While
still representing a very strong adversary, the fault model assumed for computational-safe errors
is not as strong as for memory-safe errors. C-safe errors can be induced if an adversary is able
to target a specific instruction (during a specific iteration of a loop), however, since the effect
of the induced fault in y; is not important, control on location and timing does not need to be
as precise as for memory-safe errors, where the upper bits have to be targeted after being used.
Basically, an adversary has more time to attack y; than to attack yy without changing .

Contrary to the believe in [YKLMO1a], the original (plain) repeated squaring algorithm can
be attacked by computational-safe errors as well (see Algorithms 2.2 and 2.3). Assume that a
fault is induced into the CPU of a device such that in the conditional statement, the execution
of the then branch or the complete conditional statement is skipped. In this case, the final result
will be wrong if d = 1 and correct if d = 0. Once again, the secret key bit can be recovered
using the correct result, which is compared to the actual result to conclude whether the induced
fault yielded a faulty output or not. This attack requires that an adversary is able to have
instructions skipped by the device, which is a very strong assumption. However, several authors
describe physical attacks, which potentially tamper with branch instructions, e.g., using power
spikes or clock glitches as presented in Section 1.1.

Additionally, any attack, which induces transient faults in intermediate variables used in a
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dummy statement can potentially be a source for an attack using computational-safe faults. In
Algorithm 1.12, the value yg is used in Line 4 and in Line 5. If a transient fault is induced into
9o in Line 4, only the result y; is faulty, the value yq in Line 5 is set back to its original correct
value. This also represents a computational-safe error. This case shows that memory-safe errors
and computational-safe errors are hard to differentiate. They represent two sides of one medal.
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2. New Attacks on Plain RSA

In this chapter, we present new attacks on the classic version of the RSA cryptosystem, which we
refer to as plain RSA. As the classic version, we understand implementations where the modular
exponentiation M¢ mod N is performed using the classical modular exponentiation algorithm,
i.e., repeated squaring. We will state results about a faster exponentiation algorithm, i.e., CRT-
RSA, in Chapter 3.

We start with a brief overview over existing fault attacks on plain RSA in Section 2.1. Here,
we review the first known fault attack on RSA, which was presented by Boneh, DeMillo, and
Lipton in [BDL97]. In [BDL97], the authors propose an attack on the right-to-left version of
the repeated squaring algorithm only. In Section 2.1.1, we will show that this attack contains
minor flaws, which we correct in Section 2.1.2. Afterwards, Section 2.2 is devoted to show that
their attack can be extended to the left-to-right version of repeated squaring as well. For an
attack on the left-to-right version, an adversary may choose to recover the secret key d starting
from the MSBs (Section 2.2.1), or starting from the LSBs (Section 2.2.2). Both versions will be
presented and the success probability will be proven for both cases under the assumption that
—1 is a quadratic non-residue modulo N. To the best of our knowledge, the correction of the
flaw in [BDL97] and the attack on the left-to-right version of repeated squaring have not been
published before.

To agree on notation, let us briefly recall the RSA cryptosystem, proposed by Rivest, Shamir,
and Adleman in 1978 [RSAT7S|.

Protocol 2.1 (The RSA Cryptosystem).
System parameters: o Choose two distinct large primes p and q of the same bit length (in
practice, other variants are possible, cf. [Sha95], and several additional
restrictions on the choice of p and q apply, cf. [MvOV96, § 8])
e Compute N =p-q as the RSA modulus.
e The primes p and q are secret values, N is public.

Key generation: o Let o(N) = (p—1)-(q¢— 1) denote Euler’s totient function of N.
e Choose a public key 3 < e < ¢(N) — 2 coprime to p(N)
e Compute as the secret key the unique integer 1 < d < ¢(N) such that
e-d=1mod ¢(N) (e.g., using the Extended Fuclidean Algorithm).

Encryption o If used for encryption, compute a ciphertext C' := M€ mod N, given a
message M € Zn .
Decryption o If used for decrypting a ciphertext C' € Z, a message is recovered as

M := C%mod N.

Signature o If used to create a signature of a message M € Zy, the signature
Generation: S € Zy is created as S := M® mod N.
Verification: o If used for verification, a signature S € Zy of a message (or hash

value) M € Zy is verified as (M, S) = true < S¢ = M mod N.
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The values M, C, and S are often denoted by small letters in the literature. However, our
main goal in this chapter is to extend an attack presented in [BDL9I7] and [BDLO1], where RSA
messages are denoted by capital letters. Hence, we decided to describe our results in the same
notation.

In practice, RSA is used with additional features, e.g., signing a hash value instead of a message,
or using a secure padding scheme such as OAEP [BR95b] instead of encrypting a plain message.
Details can be found in [MvOV96] or [PKC02]. However, when dealing with smartcards, the
padding scheme and the padded message is usually known to the adversary, since the padding
is performed outside of the card. Hence, for fault attacks on smartcards, it is reasonable to
consider plain RSA as presented in Protocol 2.1.

2.1. The Differential Fault Attack Proposed by Boneh, DeMillo, and
Lipton on Right-To-Left Repeated Squaring

In their seminal paper [BDL97] and in its journal version [BDLO01], Boneh, DeMillo, and Lipton
describe a fault attack on plain RSA signatures. They state that this “was the starting point
of our research on fault based cryptanalysis” ([BDLO1, p. 6]). Boneh, DeMillo, and Lipton
describe the attack on the plain right-to-left version of repeated squaring, presented in this
thesis as Algorithm 2.3. In this section, we will recall the attack of Boneh, DeMillo, and Lipton
and outline and correct two minor flaws.

Algorithm 2.2: Left-To-Right Rep. Squaring Algorithm 2.3: Right-To-Left Rep. Squaring

Input: a message M € Zy, a secret RSA Input: a message M € Zy, a secret RSA
key 1 < d, where I(d) denotes the key 1 < d, where I(d) denotes the
binary length of d, i.e., the number binary length of d, i.e., the number
of bits of d, and an RSA modulus of bits of d, and an RSA modulus
N N

Output: M9 mod N Output: M9 mod N
# init # init
1Sety:=1 1Sety:=1
2Setz:=M
# main # main
2 For k from I(d) — 1 downto 0 do 3 For k from 0 to I(d) — 1 do
3 Set'y :=y? mod N 4 If d¢ =1thensety:=y-zmod N
4 If d¢ =1 then sety :=y-M mod N 5 Set z:=2z> mod N
5 Output y 6 Output y

For attacks on Algorithms 2.2 and 2.3, we assume the BDL Fault Model, i.e, the Single Bit
Fault Model defined in Definition 1.7. This is the fault model used in [BDL97] and [BDLO1]. It
assumes that a specific variable can be targeted, and that the induced fault flips an unknown,
yet uniformly distributed bit of the affected variable. As the targeted variable is used inside a
loop, note that Fault Model 1.7 assumes that every iteration of the loop is hit with the same
probability and that the actual iteration is not known to the adversary. Both transient and
permanent errors are considered if their effects differ.

An adversary is allowed to run an attacked algorithm a polynomial number of times while
inducing faults. We assume that the adversary knows both the input messages and the faulty
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signatures. The messages do not have to be chosen by the adversary and may be arbitrary.
However, the analysis of the attack assumes that the messages are chosen i.i.d. from Z y according
to the uniform distribution. It is assumed that the adversary is provided with a list (M, 5})
of pairs of messages and corresponding faulty signatures. First, we will describe the original
attack presented in [BDLO1], where Algorithm 2.3 is attacked. Here, the adversary targets the
intermediate variable y used on the right hand side of Line 4 of Algorithm 2.3, i.e., he targets
the input value y used in y - z and not the result y. However, if the result y on the left hand
side is affected, we have the same result as if y was affected on the right hand side one iteration
later.

We can now describe a faulty result in detail. Assume that faults are induced into y according
to Fault Model 1.7 during some unknown iteration i. Let M, be an input to Algorithm 2.3, let
S, = M be the correct result, and let e(y) = +2° with 0 < b < I(N), be the error. In this
case, the faulty result S, can be described as

i—1 ) n—1 ) n—1 )
S, = H MZh Lo . H MY = S, +2°. H MZ% mod N
j=i

§=0 j=i
=89,=5,+2". M’ mod N, where w := Z d;2’
j=i
= M, = (8, 2" M;,”)e mod N. (2.1)

Equation (2.1) is evident from Algorithm 2.3. It shows that an adversary does not need to know
the correct signatures S, in order to describe the faulty values.

The main idea in [BDLO1] is to recover all bits of d in blocks of m bits starting from the most
significant bit d,_1. Here, m is a parameter, such that 2" is an acceptable amount of offline
work. The letter m will be used in this sense throughout this thesis frequently. The attack
described in [BDLO1] tries to find values w and £2°, such that Equation (2.1) is satisfied. If a
value S, exists, such that w can be generated using known bits of d and at most m unknown bits
of d, all of the possible 2™ choices for these m bits can be tested to satisfy Equation (2.1). If the
verification step, i.e., Equation (2.1), is satisfied for a given choice of w and £2°, it is concluded
that the bits of w correctly describe the corresponding bits of d, and +2° correctly represents
the error. Although an adversary does not know which faulty signature S, resulted from a fault
induced at a specific interval of iterations, all faulty signatures can be tested. Boneh, DeMillo,
and Lipton show that this approach yields d with probability about 1/2. The proof relies on the
assumption that for each contiguous interval of m iterations, at least one iteration is hit by a
fault affecting the variable y, accounting for a faulty signature S,. This assumption holds with
probability 1/2, as shown by the following fact. It has been proved in [BDLO1, Theorem 2.1].

Fact 2.4 (Number of Necessary Attacks).

Let v = (21,22, ...,2,) € {0,1}" and let C be the set of all contiguous intervals of length m < n
inz. If c = (n/m) -log(2n) bits of © are chosen uniformly independently at random, then the
probability that each interval in C contains at least one chosen bit is at least 1/2.

Fact 2.4 shows that the adversary needs to collect at least ¢ = (n/m) - log(2n) many faulty
signatures to guarantee a success probability of 1/2. This yields a trade-off between m and ¢,
i.e., between the acceptable amount of offline work and the required number of faulty signatures.
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32 2. NEwW ATTACKS ON PLAIN RSA

The idea described above allows for an inductive approach. We present this approach from
[BDLO1] as Algorithm 2.5.

Algorithm 2.5: Attack on Right-To-Left Repeated Squaring, Original Version

Input: Access to Algorithm 2.3, n the length of the secret key d, e the RSA public key, m a
parameter for acceptable amount of offline work.
Output: The secret key d with probability at least 1/2.
# Phase 1: Collect Faulty Outputs
1 Set c:= (n/m) - log(2n)
2 Create c faulty outputs of Algorithm 2.3 on inputs M; by inducing faults according to Fault
Model 1.7 in the intermediate variable y in random iterations.
3 Collect the set S = {(M;,S;)| M; an input to Algorithm 2.3 and S; a faulty output}.
# Phase 2: Inductive Retrieval of Secret Key Bits
4 Set s := n representing the index of the highest known bit of d.
5 While (s > 0) do
# Compute the known MSB part of the exponent d.
6 Set ws := ZF:_SI 2id;
# Try all possible bit pattern with length r < m.
7 For all lengths r =1,2,...m do

8 For all candidate r-bit vectors x = (xs_1,Xs—2, . . - Xs—r) Of length r do
# Compute the test candidate w

9 Set w:= ws + Zf;sl_r 2ix;

# Verification Step: Verify the test candidate using Equation (2.1)

10 for all (M;,5;) € S do

11 For all b from 0 ton — 1 do

12 (5 2ijW>e = M; mod N then

13 conclude that d; = x; forall s —r <j <s—1,

14 set s :=s —r and continue at Line 5

15 Output d

Using Algorithm 2.5, Boneh, DeMillo, and Lipton show that the following theorem holds. The
proof relies on Fact 2.4.

Theorem 2.6 (Fault Attack on Right-To-Left Repeated Squaring).

Let N = p-q be an n-bit RSA modulus. For any 1 < m < n, given (n/m)log(2n) pairs
(M;, 5’1), the secret exponent d can be extracted from Algorithm 2.3 with probability at least 1/2.
The probability is over the location of the induced faults and random messages M; € Zy. The
algorithm’s running time is dominated by the time it takes to perform O((2™n?log?(n))/m?)
full modular exponentiations modulo N.

Algorithm 2.5 assumes that n, the exact length of the secret key d, is given. In practice, this is
usually not the case, however, the assumption is reasonable. This is due to the fact that there
are at most log(/N) many possible values for n, hence, an adversary can always guess n and run
Algorithm 2.5 for all possible guesses. This adds only a polynomial factor to the overall runtime,
which is acceptable. In practice, n will always be large, hence, even in the case where n needs
to be guessed, one may expect few trials if n is tested in decreasing order.

The running time of Algorithm 2.5, stated in Theorem 2.6, has been proved in [BDLO1].

FAuLT ATTACKS AND COUNTERMEASURES



2.1: THE DIFFERENTIAL FAULT ATTACK ON RIGHT-TO-LEFT REPEATED SQUARING 33

Since it can be derived easily by counting the operations, we refer the reader to [BDLO1] for
details. However, in order to prove the success probability claimed in Theorem 2.6, it must be
shown that a wrong candidate bit pattern (as chosen in Line 8 of Algorithm 2.5) will satisfy the
verification step in Line 12 with negligible probability only. The analysis of this case yields the
following lemma in [BDLO1].

Lemma 2.7 (Accepting Wrong Candidates).
Let § > 0 be a fixed constant. For all n-bit RSA moduli N = p - q at least one of the following
claims holds:

1. The probability that a wrong candidate x' passes the test of Line 12 in Algorithm 2.5 is
less than l/n‘;. The probability is over the random choices of messages M; € Zn given to
the attack algorithm and the random choice of the decryption exponent d.

2. A non-trivial factor of N can be computed in expected polynomial time (in n and 2™).

2.1.1. Flaws in the Plain RSA Attack

The original proof of Lemma 2.7 from [BDL01] analyzes the situation, where a faulty signature
S can be described by two different bit patterns and (possibly) two error values. In this case,
the wrong bit pattern and the correct bit pattern cannot be distinguished by the verification
step, and a wrong candidate bit pattern could be accepted. Hence, Algorithm 2.5 would fail.

The analysis of this situation starts by assuming that some faulty signature S is given with
(M, S ) €S. S resulted from a fault being induced during some iteration, say during iteration i.
In this case, we have

n—1
S =542 M" mod N where w; = Z 27d,;. (2.2)
j=i

Here, S = M 4 mod N represents the correct signature. Now assume that a wrong bit pattern
2’ is accepted in Line 12. This implies that S can also be identified as S = S + 2°M*® mod N,
where w is defined as in Step 9 of Algorithm 2.5 using the bits of z’. The pattern x’ is a wrong
bit pattern, if it holds that x; # dj for some 0 < j < n. The authors claim that this implies
that w # w; must hold. However, as we will show below, this is not true in general.

If w # w; was true, then we would have

S 4201 MW = 8 4 2° % mod N.

Rearranging terms we get M%~ %1 = +2"1~0 mod N. In other words, M must be a root of a
polynomial of the form
tY7 =g mod N

for some known constant a = +£2%1~%. This situation allows to compute a non-trivial factor of
N in expected polynomial time if it occurs with a non-negligible probability, as we will show in
detail later.

A Flaw in the Original Proof of Lemma 2.7. We will now show that the reasoning above
contains a subtle flaw, caused by implicit assumptions, which are not ensured by Algorithm 2.5.
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We start by assuming that Algorithm 2.5 already recovered several bits of d, say the n — s

most significant bits d,_1,d,_2,...,ds. At this time, the algorithm enumerates all r-bit patterns
z with 1 < r < m and tries to verify these guesses in Line 12. We assume that one of these
guesses, namely &’ = (al_;,2,_,,...,2’_ ) satisfies the verification step for some error value

+2% and some faulty final signature S, with (M, 5) € S, although 2z’ is a wrong bit pattern.
We assume that the values w; (defined as in Equation (2.2)) and 421 correspond to the actual
location of the fault during the computation of S. In the original proof of Lemma 2.7, it is
implicitly assumed that this implies that the corresponding exponents

n—1
wy =Y 2d; (2.5)
j=i

n—1 s—1
and w = Z 27d; + Z ij;- (2.6)
j=s j=s—r'

are different. However, this is only guaranteed if i = s — r’. Otherwise, we may encounter
a situation, where this does not hold. As a counterexample, consider the following situation,
where we have ¢ = s — r for some r > 0. Let ds_,_1 = 1. This yields

s—r—1 n—1
S = H MZdi 4 ob | . H M forsome 1<s—r<n-—1,
7=0 j=s—r

for some (M, 5) € S. Let Dy := (dy—1,dpn—2,...,ds—) denote an upper part of the bi-
nary expansion of d, and let o denote concatenation of bit sequences. Assume that the bits
dp_1,dp_9,...,ds are known. Now let 2’ = D,_, o0 be a guess for the n — s + r + 1 most
significant bits of d. Let w be defined as in Equation (2.6) for z’, and let w; be defined as
in Equation (2.5) for ¢ = s — r. Obviously, since we assume that ds_,_1 = 1, 2/ is a wrong
candidate. Nevertheless, we have

n—1 _ s—r—1 ' n—1 _ n—1 _
w = Z 2jdj+ Z 2]$;-: Z 2jdj+0: Z 23dj:w1.
j=s—r Jj=s—r—1 j=s—r j=s—r
= S+ v =8=54 2" M mod N,

where S = M%mod N. This observation holds for all z’ which satisfy the condition z’ =
D, 00% where a > 0. It is easy to see that as a zero does not add to w, we still have w = wy.
Yet, this does not yield a non-trivial factor of N. The implicit assumption made incorrectly in
Lemma 2.7 is that different test patterns, which both satisfy the verification step yield different
values for w and w1, i.e., that “S‘v =S, +20 M"* mod N for some by, wy with wy # w” (Lemma
2.2 in [BDLO1]). We will show in the following, that this is not guaranteed by the choices of z’
made in Algorithm 2.5.

A Flaw in Algorithm 2.5. Algorithm 2.5 also contains a minor flaw: it is compelled to create
candidate bit patterns z’, which resemble the counterexample constructed above.

We consider the situation of Algorithm 2.5 at the beginning of round s. Again, we may
assume that Algorithm 2.5 already recovered the m — s most significant bits of d, i.e., D, =
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(dp—1,dn—2,...,ds). According to the verification step, Line 12, this implies that these n — s
bits must have been recovered using the correct guess for the n — s most significant bits and the
correct guess for the error term +2°, together with some pair (M;,85) € S, 1 <j<#S, such
that

- e nol
(Sj + 2b1M;Ul> = M, mod N, where wy := Z 27d,;. (2.8)
j=s
In the next round of Algorithm 2.5, all r-bit vectors x = (x5_1,Zs—2,...,Zs—,) are tested starting

with r = 1. Naturally, one would enumerate all bit vectors starting with the bit vector x = 0,
followed by = 1, z = 00, x = 01, z = 10, z = 11, etc. In [BDLO1], no restriction on the choice
of the bit pattern x is mentioned. Algorithm 2.5 now starts with = = 0, guesses a value 42° for
the error and tests all faulty signatures (M, S'j) € S. In [BDLO1], it is not mentioned that pairs,
which have already been used to recover a fraction of d are removed from the set S, therefore,
we assume that we try all faulty pairs (M;,S;) € S again. At one time, the same (M}, S;) and
the same +2% as in Equation (2.8) are tested. In this case, we have that w is build with the bit
pattern Dy o 0, which represents the counterexample above. If ds_1 = 1, a wrong bit pattern is
accepted, since we have

n—1 s—1
(S'j: 2b1M;-”) = M; mod N, where w := Z2jdj + Z 2g;=w; +0=w. (2.9)

j=s j=s—r

But even worse: if the algorithm continues in the way described, it will now guess that all
successive bits are zero, because Equation (2.9) holds for any sequence z, which consists of zeros
only. This implies that once some leading bits have been recovered, no more non-zero bits will
be recovered correctly. Moreover, whenever a guess z satisfies the test in Equation (2.9), all
other bit strings which are equal to x followed by an arbitrary number of zeros, would also be
accepted as correct guesses.

The algorithm fails due to two problems. First, zero bit strings = may be tested, which lead
to erroneously verified bit patterns. Second, faulty signatures S’j, which have been used before,
stay in the set S and are tested again in the next round. This shows that Algorithm 2.5 is not
correct in the compact form stated in [BDLO1].

We will show now that both, the proof of Lemma 2.7 and Algorithm 2.5 can be fixed easily.

2.1.2. Correcting Algorithm 2.5 and Lemma 2.7.

In order to fix Algorithm 2.5, we need to ensure that no zero postfixes occur. Trivially, this can
be achieved by demanding that only bit patterns x are tested which end with the digit 1. This
choice guarantees that every new candidate x represents a new partial exponent w. Therefore,
it may no longer happen that an old faulty value is redetected in the way described in Equation
(2.9). We will show that this requirement also ensures that Lemma 2.7 holds. Although the
new restriction on x appears as a trivial modification at first sight, a new problem is created.
Assume that from bit position s — 1 through s — m all bits of d are equal to zero. In the case
of such zero blocks, the correct bit pattern = would never be tested under the new requirement
and Algorithm 2.5 would not come up with a valid guess. Fortunately, this is a problem, which
can be solved with some additional considerations: we will show that setting the next bit to 0
if no matching pattern is found will solve this problem. However, this situation requires special
attendance and will be formalized in Definition 2.8.
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Definition 2.8 (Zero Block Failure for Algorithm 2.3).

Let x = (Tp—1,Tn—2,...,%0) be a positive integer with n := l(x), and let z’ = (z;_1,z;_2, ...,
Tj—m), m < j < n, be a block of m bits in x. Assume that faults are induced during the execution
of the right-to-left repeated squaring algorithm, Algorithm 2.3. If all faults, which have been

induced during iterations j — 1,7 —2,...,7 —m, are restricted to iterations j—1,57—2,...,5—r,
1<r <m, where x;_1 = xj_o = ... = xvj_, = 0, the situation is called a Zero Block Failure.
We assume that at least one fault was induced during the iterations j — 1,5 —2,...,j5 — m.

A Zero Block Failure is named after the fact that errors in a block of zeros will not be detected
as errors within that block. Assume that S; and S, are two faulty values returned by Algorithm
2.3 while being under attack. Let i; and io denote the iterations, in which faults were induced
into the intermediate value y. We assume w.l.o.g. that io < ¢1. We further assume that the value
y on the right side of Line 4 is affected by the induced fault, i.e., prior to the multiplication with
z. We denote by ey and es the errors inflicted during the computation of 5’1 and 5’2 respectively.
We have

i1—1 n—1
S, = H m¥% e |- H m2'ds (2.10)
Jj=0 Jj=t1
i9—1 _ n—1 _
and Sy = H m? % ey | - H m?' (2.11)
j=0 J=t2
Equations £2.10) and (2.11) show that if e; = eg and d;, = djy4+1 = ... = d;;—1 = 0, it holds

that S7 = Ss. This is trivial since whenever d; = 0, we have a factor of 1 in any of the products.
Therefore, if two faults are induced within a zero block of bits and the error values e; and ey are
equal, the two results cannot be distinguished. If the bits are recovered starting from the most
significant bit, it is not possible to determine how many zero bits — if any — follow the last
detected 1. Any error induced in iterations j > i where it holds that d; =d;—1 = ... =d;, =0
will be detected as 5'2 if the error eg is the same as e;. Hence, tailing zeros must be neglected,
because their number cannot be determined correctly. However, the fact that tailing zeros do
not change the value of S allows us to write

i—1 n—1
S=[[]m*% +ex] - [[m*% with di=1, (2.12)
7=0 Jj=t

for some unknown 7. Moreover, if it is known that the error happened in a certain iteration k,
we may specify ¢ in greater detail: here, we have ¢ := max{j | d; =1 A j > k}. The case where
S =842 ie., when k = n — 1 and the maximum does not exist, will be neglected, because
it cannot yield any information. Any adversary can deliberately create values S + 2° without
knowing or learning anything about the secret key.

The above considerations about Zero Block Failures show that whenever such a Zero Block
Failure is encountered, our new algorithm would not be able to guess a correct value for the
next block of m bits. However, we may interpret a missing valid guess as an indicator for a Zero
Block Failure. As a Zero Block Failure implies that at least a single zero occurs, we are able to
recover the first following bit, which must be 0. As before, our indicator will be wrong at least
once during Algorithm 2.9 with probability at most 1/2. This happens in the case when none
of the ¢ = (n/m)log(2n) induced faults happened in the block of m bits under investigation.
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The considerations explained above allow us to present the corrected Algorithm to attack the
right-to-left repeated squaring algorithm. The modified parts compared to Algorithm 2.5 have
been highlighted. We will prove the success probability afterwards.

Algorithm 2.9: Attack on Right-To-Left Repeated Squaring, Corrected Version

Input: Access to Algorithm 2.3, n the maximal length of the secret key d, e the RSA public key,
m a parameter for acceptable amount of offline work.
Output: The secret key d with probability at least 1/2.
# Phase 1: Collect Faulty Outputs
1 Set c:= (n/m) - log(2n)
2 Create c faulty outputs of Algorithm 2.3 on inputs M; by inducing faults according to Fault
Model 1.7 in the intermediate variable y in random iterations.
3 Collect the set S = {(M;, Si)| M; an input to Algorithm 2.3 and §; a faulty output}.
# Phase 2: Inductive Retrieval of Secret Key Bits
4 Set s := n representing the index of the highest known bit of d.
5 While (s > 0) do
# Compute the known MSB part of the exponent d.
6 Set wg 1= Zj’z_sl 2id;
# Try all possible bit pattern with length r < m.
7 For all lengths r =1,2,...m do

8 For all candidate r-bit vectors x = (Xs_1,Xs—2,...Xs—r+1, 1) of length r do
# Compute the test candidate w
9 Set w:= ws + Z;;_j_r 2ix;
# Verification Step: Verify the test candidate using Equation (2.1)
10 for all (M;,S5;) € S do
11 For all b from 0 ton — 1 do
12 (5 2ijW)e = M; mod N then
13 conclude that d; = xj forall s —r <j <s—1,
14 delete (M;, S;) from the set S,
15 set s := s —r and continue at Line 5
# Handle a Zero Block Failure
16 If no test candidate satisfied the verification step, then
17 assume that ds_; = 0 and set s :=s — 1.
18 Output d

Remark. Algorithm 2.9 has been abbreviated in a minor detail. We base the success of Al-
gorithm 2.9 on the “lucky case” of Fact 2.4. However, we are not guaranteed that a fault was
induced during the first iteration ¢ = 0 of the repeated squaring algorithm. We can recover bits
of d up to the lowest iteration, in which Algorithm 2.3 ever suffered a fault. This implies that
even in the “lucky case” of Fact 2.4, we may not be able to recover the m — 1 least significant
bits of d in the manner described by Algorithm 2.9. However, since 2™ operations represent an
acceptable amount of offline work, it is possible to recover those m — 1 least significant bits with
exhaustive search. Note that this consideration also applies to the original version, Algorithm
2.5.
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Since including the special case mentioned above would add complexity at a significant loss
in clarity, we decided to state the attack algorithm in the abbreviated form.

Algorithm 2.9 is very similar to the original version, Algorithm 2.5. The difference is the new
choice of the test bit pattern z, which must end with the digit 1 now and, as a consequence,
the handling of Zero Block Failures in Lines 16 and 17. We will now prove that this correction
yields a correct and successful attack on the right-to-left repeated squaring algorithm. First,
we investigate the situation encountered at each round of Algorithm 2.9, i.e., at each time, the
loop counter s is decreased. We will first show that if no valid candidate pattern x is found
which satisfies the verification step in Line 12 of Algorithm 2.9, a Zero Block Failure is correctly
detected. Then we will show that a false pattern will satisfy the verification step with negligible
probability only. We conclude this section with an analysis of the running time of Algorithm
2.9.

Lemma 2.10 (Correct Recovery).
In each round s of Algorithm 2.9, we have one of three cases.

1. For some j, there is a block j — 1,5 — 2,...,5 —m of m contiguous iterations, during which
no fault was induced into the targeted variable.

2. Algorithm 2.9 finds a candidate bit vector x = (£s—1,Ts—2,...,Ts—rt1,1) of length 1 <r <
m which satisfies the verification step in Line 12.

3. A Zero Block Fuailure is detected correctly, revealing the bit ds_1 = 0.

Proof:

The attack algorithm, Algorithm 2.9, relies on the assumption that Part 1 is false. If there
is a block of m iterations, such that no pair (M,, S,) € S resulted from a fault induced into
the intermediate variable y during any of the m iterations, we do not claim that Algorithm
2.9 will be able to recover d. However, as Fact 2.4 shows, this event occurs with probability
at most 1/2. Therefore, we now assume that we have a “lucky case” and Part 1 is not
satisfied.

To show that a “lucky case” implies either Part 2 or Part 3, we now assume that Part 2
is not satisfied. We claim that this implies that Part 3 is satisfied.

We assume that a certain round of Algorithm 2.9 is given, i.e., assume that the n — s most
significant bits d,,_1,d,_2,...,ds of d are already known and Algorithm 2.9 now aims to
recover the next 1 < r < m bits of d. If Part 2 is not satisfied, Algorithm 2.9 did not test
any bit pattern of length 1 < r < m ending in the digit 1 successfully. We define

7 :=max{r | s—1<s—r <s—m and y has been hit by a fault during iteration r}.

Since we assume that Part 1 is not satisfied, we know that at least one of the intermediate
variables y computed during iterations s —1,s—2,...,s—m has been hit by a fault. This
implies that r’ exists and that 1 <7/ < m.

A Zero Block Failure is correctly detected if all bits ds_1,ds_9,...,ds_,s are equal to zero,
and in this case Algorithm 2.9 correctly recovers the next bit ds_1 = 0. If a Zero Block
Failure is detected incorrectly, there is at least one bit dy_; = 1 with 1 < k < r’. We now
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assume that a Zero Block Failure is detected incorrectly and choose k to be maximal, i.e.,
s — k is minimal and closest to s — r’. This implies that

s—k—1 s—k—1
doodiZ= ) 0.27=0
j=s—r' j=s—r'

We consider the pair (M,, S'v) € S, which resulted from a fault induced into the interme-
diate variable y during iteration s — r’. Consider the test bit string x = (ds_1,ds—2, ...,
ds_k+1, 1) of length 1 < k <7’ < m. Obviously, x is one of the test patterns chosen in Line
8. Let es_,» denote the fault which has been induced. Given ez_,, SU, Sy = Mg mod N,
and x, we have

s—r'—1 ) s—k—1 ) n—1 )
So=| I M +espr |- T 8% T 2
Jj=0 j=s—r' j=s—k
s—k—1 ) n—1 ) n—1 )
= ngdj + €5y . H ngdj = Sv +es_pr - H ngdj = Sv + 5y M;)Uy
j=0 j=s—k j=s—k

n—1
where w := Z 2jdj as in Line 9 of Algorithm 2.9.
j=s—k

= <gv — Es5—p! M5)>e = M, mod N. (214)

Equation (2.14) shows that the pattern z satisfies the verification step. However, this
contradicts our assumption that Part 2 was false and Algorithm 2.9 did not find a satisfying
bit pattern. Therefore, if Part 2 is not satisfied, then a Zero Block Failure cannot be
detected incorrectly. This proves the lemma. O

Lemma 2.10 shows that if our basic assumption, the “lucky case” of Fact 2.4, is true, then
Zero Block Failures are always detected correctly. It remains to show that Algorithm 2.9 also
recovers bits of d correctly, if a satisfying bit pattern x is found. Although it is not impossible
that a false bit pattern satisfies the verification step and is mistaken as the the correct pattern,
Lemma 2.7 shows that such a false positive occurs with negligible probability only. Since we
consider the original proof of Lemma 2.7 to be not convincing in several details, we present a
different approach here. It relies on the following two lemmas, which we will use again later in
this chapter.

Lemma 2.11 (Factorization with Polynomials Having Many Roots).

Let N = p-q be an n-bit RSA modulus. Let W be a set of polynomials p(t) = t* — a € Zy|t],
with w < 2N for all w. Furthermore, let #W < n” for some constant T > 0. Let § > 0 be a
positive constant. In this case, at least one of the following cases holds:

1. The probability that a random M € Zy is a root of at least one of the #W many polyno-
mials p(t) is less than 1/n°.

2. A non-trivial factor of N can be computed in expected polynomial time.
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Proof:

We assume that Part 1 of the lemma is false. We will show that this yields a non-trivial
factor of N in expected polynomial time.

We assume that a random M € Zy is a root of at least one of the #W many polynomials
p(t) = t* — a mod N with probability at least 1/n’. Here, M is chosen according to the
uniform distribution, which will also be assumed for all random choices in the remainder
of this proof. Since we have at most n” many different polynomials p(t), we have at least
one designated polynomial p(t) = t* — @ mod N, such that a random M is a root of p(t)
with probability at least 1/n7+9 by the pigeon hole principle.

Now let M; be a root of p(t). For every root Ms of p(t), it holds that

Mo

> =1 mod N.

Since we can write My = M - (My /M), we know that every root of p(t) is the same as M,
multiplied by a @' root of unity modulo N. Hence, we have as many @™ roots of unity
modulo N as we have roots of p(t). This implies that with probability at least 1/n"*?, a

random M € Zy is a @™ root of unity modulo N.

This is a very high probability, which allows to use a well-known algorithm from [MvOV96,
§8.2.2.] to factor N. The algorithm takes w and N as input and factors N with probability
1/2 in polynomial time once a value M € Zy satisfying M = 1 mod N is found. For the
proof of the success probability of this algorithm, we refer the reader to [MvOV96].

In our case, we do not know the value w, however, we know that w is from a set of at most
n” many values. Hence, we can repeat the algorithm described in [MvOV96] n” times with
all possible inputs until the correct one is used. This yields the following algorithm, which
is a modified version of the algorithm from [MvOV96].

Algorithm 2.12: w™ Root of Unity Factorization

Input: A set W of pairs (w,a) with integers w and a composite integer N
Output: A non-trivial factor of N
1 Choose M € Zy uniformly at random
2 If gcd(M,N) & {1,N} then output gcd(M, N).
3 Forall p(t) =t —a e Wdo

4 If MW =1 mod N then

5 Determine (s, r) such that w = 2% - r with r odd

6 Compute M", M2, M2*r_ M2’" .. until M2" = 1 mod N
7 If M27'r 2 +1 mod N then output gcd(M2'r — 1,N)

8 Repeat from Step 1

Algorithm 2.12 selects random M € Zy. With probability at least 1/n™ %, M is a @™
root of unity as described above. Then, M yields a non-trivial factor of N with probability
1/2 (see [MvOV96] for the proof of this property). Hence, we expect 2n" 7% many random
choices in Line 1 until the selected M allows to factor N using w. For all choices, we need
to compute M™ for all w given by polynomials p(t) € W. Since #W < n” and w < 2N,
we need to perform at most O(2n7*!) many modular multiplications to check whether
M"™ =1 mod N for any of the values w. For those choices, where we find that M is indeed
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a w'™ root of unity for some w, we need to compute the values in Line 6 and the ged in

Line 7. This requires at most n multiplications and a gcd, which can be computed using
O(n) multiplications. Therefore, we expect the algorithm to compute a non-trivial factor
of N using at most

O <2nT+5 copTtl 4 2n> —0 (n27'+6+1)

many modular multiplications. This clearly is a polynomial running time. Obviously, the
running time will be better, if not all p(t) € W share the same w. This holds since we are
content with a value M to be a w' root of unity for any of the at most n” values w. [

Lemma 2.13 (Factorization with Polynomials Having Many Roots for Random d).
Let N = p-q be an n-bit RSA modulus. Let d be an RSA decryption exponent, and let W4 be
a set of polynomials p(t) = t* — a € Zy|t], which can be computed in polynomial time (in n).
Furthermore, let w < 2N for all polynomials. Assume that there exists a fized constant T > 0,
such that #Wq < n™ for all d. Let § > 0 be a positive constant. In this case, at least one of the
following cases holds.

1. The probability that a number M € Zy is a root of any polynomial p(t) is less than 1/n°.
The probability is over random choices of of numbers M € Z and random choices of the
decryption exponent d.

2. A non-trivial factor of N can be computed in expected polynomial time.

Proof:

Let A be the event that a number M € Zy is a root of any of the polynomials p(t) mod N.
For a given choice of d, the polynomials p(t) are from the set Wy of magnitude at most n”.
We denote by X (d) = X(A|d) the probability that A occurs given d. We denote by P(d)
the probability that a specific d is chosen. For the whole attack, we assume that the secret
key d is chosen randomly according to the uniform distribution from all possible values,
i.e., from the set of all values smaller than ¢(N) and coprime to ¢(N). According to the
standard total probability theorem, we have

Prob[A] =) " X(A|d) - P(d).
d

We now assume that Part 1 does not hold. In this case, we know that 1/n° < Prob[A].

Now we may divide the set of all possible secret keys d into two disjoint subsets. The first
subset contains all those d, where a message M satisfies any of the modular polynomials
from Wy with high probability, i.e., where X (d) > 1/(2n°). The other subset contains all
other values d, where X (d) < 1/(2n°). We will show that if we have a d from the first
set, then we can factor NV with high probability. Hence, we first intend to show that a
random d is from the first set with high probability. This would allow to factor N with
high probability in polynomial time.

We have

S<PobA= Y XA P@+ Y X(Ald)-P()

d:X (d)>1/(2n9) d:X (d)<1/(2n9)
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1 1
= —5 < Pd)+55 > P (2.18)
d: X (d)>1/(2nd) d:X (d)<1/(2n?)

o~ L > P (2.19)

2nd
d:X(d)>1/(2n?%)

IN

Equation (2.18) holds, since X (d) is a probability, hence, 0 < X (d) < 1. This implies that
we can replace all occurrences of X (d) by 1 in the first sum, which may not decrease the
right hand side. For the second sum, we know that X (d) < 1/(2n%), hence, we do not
decrease the sum, if we replace each occurrence by the upper bound 1/ (2n5). Equation
(2.19) follows from replacing the rightmost sum of probabilities P(d) in Equation (2.18)
by the upper bound 1 and subtracting the resulting value 1/(2n°). Equation (2.19) shows
that with probability at least 1/(2n°), a randomly chosen d has X (A|d) > 1/(2n°) if Part
1 is false.

In order to factor N, we subsequently choose values d and compute the set W,;. Each
polynomial can be computed in polynomial time and since there are at most n”™ polynomials
in each set Wy, the set W, can be computed in polynomial time. We know that w is less
than 2N. Given this data, we can apply Lemma 2.11, which shows that a non-trivial
factor of NV can be computed in expected polynomial time. In Lemma 2.11, Part 2 applies
if the choice of d satisfies X (d) > 1/(2n°). We know from the considerations above that
we expect 2n? random choices of decryption exponents d until X (d) > 1/(2n?) is satisfied.
This proves Part 2 of this lemma. O

We can now state the correct version of Lemma 2.7, which we will present as Lemma 2.14.

Lemma 2.14 (Accepting Wrong Candidates).
Let § > 0 be a fized constant. For all n-bit RSA moduli N = p - q at least one of the following
claims holds:

1. The probability that a wrong candidate x' passes the test of Line 12 in Algorithm 2.9 is
less than l/n‘;. The probability is over the random choices of messages M; € Zyn given to
the attack algorithm and the random choice of the decryption exponent d.

2. A non-trivial factor of N can be computed in expected polynomial time (in n and 2™).

Proof:

We show an algorithm that factors all RSA moduli N for which Part 1 is false. The algo-
rithm works as follows: it picks a random exponent d and random messages M, ..., M. €
Zy. We have ¢ = (n/m)log(2n) as in Fact 2.4. It then computes erroneous signatures S;
of the M; by using the exponentiation algorithm (Algorithm 2.3) to compute M Z-d mod N
and deliberately simulating a bit fault according to Fault Model 1.7 at a random iteration.
Let (M;, Si)le be the resulting set of faulty signatures. We show there is a polynomial
time (in n and 2"") algorithm that given this data succeeds in factoring N with probability
at least 1/n?.
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Computing the Set W,. Suppose the attack algorithm was given (M;, Si)le as input.
By assumption, with probability at least 1/n5 , at some point during the algorithm a
signature S, will incorrectly cause the wrong candidate z’ to be accepted in Step 12. That
is, S, + 28 MY = S, mod N even though S, was generated by a different fault (here w is
defined as in Step 9 using the bits of z’). We know that S, = G, £ 20 M mod N for
some by, wy. The pair by, wy corresponds to the actual location of the fault during the
computation of S,.

Now we claim that we have w # w;. We know that any bit pattern x = (dp—1, dyp—2, ...,
ds, Ts—1, Ts—2,-.., Ts—y), which satisfies the verification step, ends in the digit 1. Since
the leading digit is d,,—1 = 1, no digits on either end vanish by not contributing to the
value w. The value wq is computed as wq = Z;L:_Z-l dj2j. If i > s—r, we know that w # wy,
since the addend 2°7"x,_, with xs_, = 1 is not added to w;. This cannot be corrected by
choosing any different pattern for the bits (xs_1,Zs—2,...,Zs—r+1) due to the nature of the
binary expansion. If i = s — r, we have w = w iff  represents the correct bit pattern of
d, because both are of the same length. If i < s — 7, we may have w = w if all bits d; =0
for ¢ < j < s —r. However, we only claim that x represents the correct bit pattern for the
n — s + r most significant bits, we do not recover any additional bits. Hence, we do not
need to consider other bits as long as our guessed pattern is correct for the corresponding
subpattern of d. If any of the bits d; = 1 for ¢« < j < s —r, we clearly have w # w;. Hence
it is true that if 2’ is a wrong bit pattern, w and w; are bound to be different.

As explained before, w # wy implies that we have
S+ 22 MY = § + 2°M™ mod N.

Rearranging terms we get M~ = 4£201-0 mod N. In other words, M must be a root of
a polynomial of the form

tYT" = g mod N

for some known constant @ = +227°. We now define the set Wy to be the set of
all polynomials of the form p(t) = t*~%t 4+ 21=® mod N, which may occur during an
attack. We ensure positive exponents, hence, if w < wj, we consider the equation
twr—w = 49b=b1 mod N,

We wish to apply Lemma 2.13 to show that Part 2 of this lemma must hold if Part 1 is
false. First, we need to bound the number of polynomials p(t) = t“ — a mod N, where
w=w—w; and a = £2"7% The value of w; is essentially the prefix of d from the most
significant bit to the fault location. We have at most n + 1 prefixes of a bit sequence
of length n, however, at most n apply in our case, since the main loop in the right-to-
left repeated squaring algorithm, Algorithm 2.3, is executed only n times, hence, only n
different intermediate values y can be affected by a fault. The values of w are the ones
tested in Step 12. There are at most n - (271 —2) < 2n - 2™ possible values, since w
comprises of known upper bits of d and at most m guessed bits. Hence, there are 2n22™
possible values for w = w — wq. For the values b and by, there are at most 2n possibilities.
Hence, a can take at most 2n? many values, since the signs of +2° and 4:2°* may either be
the same or not. Hence, there are at most 4n*2™ many different polynomials p(t). Since
every polynomial can be computed in polynomial time, the set Wy can be constructed in
polynomial time.
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Factoring N. By assumption, Part 1 of the lemma is false. Hence, with probability at
least 1/n° (over the choice of d and M) we have that a randomly chosen value M &
Zy satisfies any of the polynomials p(t) = t“ — a mod N. Note that w depends on the
choice of d. We have shown that for any d, there are at most 4n%2™ many polynomials
p(t) = t“ —amod N in Wy, and W, can be computed in polynomial time given d. For
T = m+5, we guarantee #W,; < n”. Clearly, we have w < 2N, since both w and wy satisfy
2n—b <, wqp < 2" — 1, hence, w = w — wy < 2"~ < N. Hence, the condition w < 2N is
satisfied. Since we have shown that acceptance of a wrong candidate implies that at least
one of the polynomials p(t) is satisfied, and we assume that this holds with probability at
least 1/n°, we may use Lemma 2.13 now. Since Part 2 of Lemma 2.13 holds, we can factor
N in expected polynomial time. This proves Part 2 of this lemma. O

The two lemmas 2.10 and 2.14 allow to state the following theorem, proving that the corrected
attack algorithm has a high probability to recover the secret key d. Therefore, the flaw in
[BDLO1] can easily be fixed. The important contribution of [BDLO1], starting off research in
fault attacks, remains valid.

Theorem 2.15 (Corrected Attack on RSA by Boneh, DeMillo, and Lipton).

Let N = p-q be an n-bit RSA modulus. For any 1 < m < n, given (n/m)log(2n) pairs
(M;, gl), the secret exponent d can be extracted from Algorithm 2.3 with probability at least 1/2.
The probability is over the location of the register faults and random messages m; € Zy. The
algorithm’s running time is dominated by the time it takes to perform O((2™n>log(n))/m) full
modular exponentiations mod N.

Proof:

With probability 1/2 guaranteed by Fact 2.4, every contiguous m-bit interval is hit by a
fault at least once. Lemma 2.10 guarantees that in each round of the main loop (Lines
4-17), either a candidate pattern is found or one bit is correctly recovered. Lemma 2.14
guarantees that with a negligible loss in the success probability, any candidate pattern
found represents the correct bit pattern, thus revealing at least one more bit of d. There-
fore, the main loop is executed at most n = [log(N)| 4+ 1 times. In every round, at most
2m+1 _ 9 different bit patterns = are tested together with at most 2n different errors and
at most ¢ = (n/m)log(2n) different pairs (M,, S,) € S. Each test requires two modular
exponentiations, one with the value w and one with the public key e. Hence, we have a
total of n- (2™t — 1) -2n - (n/m)log(2n) -2 = O(2™n3log(n)/m) full modular exponenti-
ations. The generation of the set S requires (n/m)log(2n) modular exponentiations with
the ability to induce a fault, which vanishes in the O-notation. O

Our analysis yields an asymptotic running time of O((2™n3log(n))/m) modular exponentiations,
while the original analysis presented as Theorem 2.6 yields an asymptotic running time of
O((2™n31og?(n))/m?) modular exponentiations. This implies that our analysis yields a better
asymptotic running time than Theorem 2.6 if (log(n)/m)? > log(n)/m, i.e., if log(n) > m,
which is true for all practical choices of parameters. We achieve a better result due to a more
careful analysis: there are ¢ different faulty results S, each of which may be used to reveal a
part of d. However, at most n of them may yield different sub-patterns of d. If two faulty
results are generated by a fault attack during the same iteration, but with a different error, one
of them will never be used to recover a part of d. Obviously, if the first one has been used, the
second one cannot yield additional information about d. Hence, we can replace one factor of
¢ =n-(log(2n)/m) by n. This explains the improved result.
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2.2. An Attack on The Left-To-Right Repeated Squaring Algorithm

The two versions of repeated squaring presented as Algorithms 2.2 and 2.3 look similar, however,
there are important differences. The right-to-left version needs an additional variable z which
computes the appropriate binary powers M2 of the base M. The number of operations is
identical, yet the first squaring in the left-to-right version is a squaring of 1, while the last
squaring in the right-to-left version is a squaring of M‘9~1. Both are not needed to compute
the correct result, and it may be interpreted as a slight advantage in runtime for the left-to-right
version. However, both could be avoided using more lines of code. Nevertheless, the left-to-right
version is usually the method of choice, preferred over its twin.

Surprisingly, there are attacks which do not apply to both versions alike. The most popular
example is [FV03], presenting a differential power attack which searches for collisions in the
power profile of the computations of M? and (M?)?. Note that [FV03] describe the attack in
the context of scalar multiplication for elliptic curves. This so-called doubling attack only applies
to the left-to-right version and not to the right-to-left version, prompting the authors to state
that “upwards is better than downwards”. Contrary to that belief, we will present an attack
with a similar selective applicability in Chapter 7, which indicates the converse of the claim from
[FV03], i.e., where downwards is better than upwards.

The attack from [FV03] shows that it is not self-evident that an attack which applies to one
of the two repeated squaring versions also applies to the other one. Boneh, DeMillo, and Lipton
do not comment on how their attack on the right-to-left version carries over to the left-to-right
version of repeated squaring. We are able to show that the attack from [BDLO1] can also be
mounted on the left-to-right repeated doubling algorithm, and we will present this result in the
following. We will prove the applicability of our attack for the case, when —1 is a quadratic
non-residue modulo N only. We will discuss the details of this choice later. It is possible to
recover all bits of d either starting from the MSBs (Section 2.2.1) or from the LSBs (Section
2.2.2). Since both approaches are different, we present both in the next two sections. To the
best of our knowledge, these results have not been published before.

We first present a slightly modified version of the standard left-to-right repeated squaring
Algorithm 2.2. To avoid ambiguity when referring to intermediate variables, we change the
variable names to indexed variables. This is the only modification we make.

Algorithm 2.16: Left-To-Right Repeated Squaring (indexed version)

Input: a message M € Zy, a secret RSA key 1 < d, where |(d) denotes the number of bits of d,

and an RSA modulus N

Output: M9 mod N

# init

1 Set Yi(d) = 1

# main

2 For i from I(d) — 1 downto 0 do

3 Set y/ :=y2 ; mod N

4 If di =1 then set yj :=y/ - M mod N else set y; :=y/

5 Output S :=yg

For both attacks, starting either from the MSBs or from the LSBs, we will use the same fault
model as the original attack, namely the Single Bit Fault Model 1.7. In both cases, we assume
that we target the intermediate variable v} in Line 4 of Algorithm 2.16. The fault type used in
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the Single Bit Fault Model is that of bit flip faults following Definition 1.3, which implies that we
can write the effect of the fault as y/+#- y! & 2°, for some random 0 < b < [(y/). For simplicity,
we assume that [(y)) = I(N), ie., even if y; is a number with less digits than the modulus,
we assume that leading zeros can be flipped to 1 as well. If this is impossible in practice, our
algorithm tests too many candidates for b, which is a negligible overhead. For the analysis of
our attack, we will use the following definitions.

Definition 2.17 (High and Low Parts of an Integer).

Let d > 0 be an n-bit integer with binary expansion d = (dp—1,dn—2,...,dy). Asd > 1, we have
dn—1 = 1. We define the high part h;(d) and the low part l;(d) of d, build by the n — i most
significant and i + 1 least significant bits of d respectively, as

7 n—1

L(d) =Y "21d;  and  hi(d):=) 27, (2.22)
§j=0 j=i

= d=2"hq(d) +1;(d) VieZ. (2.23)

We will now derive some basic equations to describe the values of the intermediate variables
used in Algorithm 2.16 in greater detail.

Proposition 2.18 (Properties of the Variables Used in Algorithm 2.16).

Let S := M%mod N and let S denote a faulty output of Algorithm 2.16 resulting from a fault
induced into the intermediate variable y, for some 0 < i <n —1. Let n =1(d) be the length of
the secret key d > 1, and let e; denote the error induced into the variable y;. In this case, we
have the following equations for some of the variables computed by Algorithm 2.16:

yh = ((M%¥n=r . ppdn-2)2. ppdn=3)2. L ppdieen)2 = pp2hendd) pmod N (2.24)
(the intermediate value y, from Algorithm 2.16 which is attacked)

yi = (M= pn=2)2 . ppdn=s)2 . pgdin)2 0 ppd = of o M = i) mod N
(the intermediate value y; from Algorithm 2.16 which is the result of round i)

S =y2 . Mi@ = ( M2hi+1(d))2z CME@ = A2 i@+ = ppd od N (2.25)
(the correct final result of Algorithm 2.16)
S= (@ +e)? - M@ mod N (2.26)

(the faulty final result of Algorithm 2.16)

Proof:
The formulas are easily derived from Algorithm 2.16. It is

i = MEi= P
as y; always contains the result M"(9 since hi(d) = (dp_1,dn—2,...,d;), i.e., the high
part of d. This value is squared in the next iteration to yield y! ; = y?. Given y; and y/,
Equations (2.25) and (2.26) follow directly using Equation (2.23). O

In the following, we will show that it is possible to recover all bits of d either starting from the
MSBs or from the LSBs. The MSB approach is very similar to the original attack described in
[BDLO1]. However, the LSB version requires some additional work.
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For both attacks, we assume that the RSA modulus N has been chosen to guarantee that —1
is a quadratic non-residue modulo N. This means that there is no integer a € Z such that
a’> = —1mod N. We will briefly discuss the possibility to generalize our attack to arbitrary
moduli N in Section 2.3. The restriction to these special moduli is practical. For example, the
property that —1 is a quadratic non-residue holds for Blum integers, i.e., integers N = p-q, such
that both primes satisfy p,q = 3 mod 4. If p and ¢ are chosen as strong primes, i.e., primes p
and g with the property that (p — 1)/2 and (¢ — 1)/2 are prime, N is guaranteed to be a Blum
integer. Choosing strong primes offers security against certain factorization algorithms, e.g.,
Pollards p — 1 factoring algorithm [MvOV96, §3.2.3]. We will discuss in Section 3.3.1 that such
strong primes can be found efficiently. Hence, restricting our analysis to this case is reasonable.

Given the fact that —1 is a quadratic non-residue modulo N, we can use the following fact
about 2" congruences to ease our analyses.

Lemma 2.19 (2*" Congruence Factorization).
Let x and y be integers and let N be a composite integer such that —1 is a quadratic non-residue
modulo N. If there is an integer i > 1, such that

2% = y2i mod N,

and x Z +y mod N, then there is a 0 < k < 1 such that gcd(.ryc — y2k, N) yields a non-trivial
factor of N.

Proof:

Assume that  # +y mod N. Since 2?2 = y2i mod NN, there must be a minimal k& > 0,
k k k k . .
such that z2"" = y? " mod N and 22 # y?> mod N. This yields two cases, one where

22 % j:yzlc mod N, and a second where 22 = —y2k mod N.

Case 1. Assume that we have z2° % :|:y2k mod N. Let a := 22" and b := y2k. We have
a # +bmod N but a? = b?> mod N. The latter implies that N | (a — b) - (a +b). By
assumption, both factors are not equal to zero and both factors are not multiples of V.
Therefore, N must contain a non-trivial factor ¢, which divides (a — b) but not (a + b).

This factor can be computed by ged(a — b, N) = gcd(at2k - yzk,N).

Case 2. Assume that we have 22° = —y?" mod N. This implies that (a:/y)zk = —1 mod
N. The power k must be larger than 0, since we assume that x # +y. Therefore, a square
root of —1 is given by (x/ y)zkfl. However, we assume that —1 is a quadratic non-residue
modulo N. Hence, Case 2 is impossible. O

2.2.1. Fault Attack Starting From the MSBs

In order to recover the bits of the secret key d starting from the MSBs, we need to derive a
description of a faulty final result S, which depends only on the most significant bits of d. This
will be the basis for our recovery. We state such an equation in the following lemma. In the
remainder of this section, we will denote errors induced by a fault by e;, where i denotes the
affected iteration, and guessed values for the “correct error” e; by e.
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Lemma 2.20 (Description of Faulty Results in Terms of Most Significant Bits).
Let M € Zy be a message and S a faulty final result, which was returned by Algorithm 2.16,
while a fault affected the intermediate variable y! in Line 3. Let 0 < i < I(d) — 1 denote the
affected iteration. We assume that the attack resulted in y, -yl + e;, where e; denotes the
error. Let hi(d) be defined as in Definition 2.17.

In this case, S can be described in terms of S = M%mod N, M, and the n —i — 1 most
significant bits of d as

2i
S=5. (1 tei- M—thﬂ(d)) mod N. (2.28)

If the RSA public key e is given, S¢ can be described in terms of M, e, and the n — i — 1 most
significant bits of d as

~ 2te
Se=M- (1 tee M‘2hi+1(d)) mod N. (2.29)

Proof:

According to Proposition 2.18, we have

21'
= (1 +e; M_zh”l(d)) mod N.

S (yé 4 ei)? . Mti(d) B M2hiva(d) e; 2
S (y;)y . MLi(d) - M2hitr1(d)

0

Equation (2.29) shows that knowledge of a correct signature is not needed to identify S, however,
if it is given, Equation (2.28) can be used, which allows much more efficient computations.

Both, Equation (2.28) and Equation (2.29), use multiplicative inverses modulo N. If any
of these multiplicative inverses should not exist, N can be factored. In this case, our attack
succeeds right away, and all secrets can be computed. Since we assume that factoring N is a
hard problem, we expect such an event to occur with negligible probability. Therefore, we will
neglect this possibility and assume that all needed multiplicative inverses exist.

Given Equations (2.28) and (2.29), an adversary can guess a bit pattern y = (yp—i—2, - .,
yo) of length n — ¢ — 1 and an error term ¢; in order to describe S. If y correctly represents
the n — i — 1 most significant bits (d,,—1,dp—2,...,d;+1) of d and &; is equal to the correct error
term e;, Equations (2.28) and (2.29) are satisfied using the guessed pair (y, e;). If the adversary
guesses a false pair (y,e;), where y does not represent (d,—1,dp—2,...,d;+1), we will show that
Equations (2.28) and (2.29) are not satisfied with overwhelming probability. Hence, the two
equations offer a way to check whether a guessed bit pattern y and a guessed error ¢; represent
the correct values.

The two equations are the basis for the key recovery algorithm, which works in the same man-
ner as introduced by Boneh, DeMillo, and Lipton in [BDL01]. However, we cannot completely
rule out the possibility that false patterns satisfy Equations (2.28) and (2.29). If this happens,
a false guess would be identified as the correct pattern. However, we will show that such false
positives do not prevent to recover the secret key in expected polynomial time.
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We will now state the complete attack algorithm.

Algorithm 2.21: Attack on Left-To-Right Repeated Squaring, MSB Version

Input: Access to Algorithm 2.16, n the maximal length of the secret key d, e the RSA public key,
m a parameter for acceptable amount of offline work.
Output: d with probability at least 1/2.
# Phase 1: Collect Faulty Outputs
1 Set c:=(n/m) - log(2n)
2 Create c faulty outputs of Algorithm 2.16 on inputs M; by inducing faults according to Fault
Model 1.7 in the intermediate variable y/ in random iterations.
3 Collect the set S = {(M;,5;)| M; an input to Algorithm 2.16 and S; a faulty output}.
# Phase 2: Inductive Retrieval of Secret Key Bits
4 Set s := 0 representing the current candidate bit length between s-m+1 and (s+1)-m
5 Set K := {€} to contain candidates for verified/ “known” MSB-parts of d
6 While (s-m <n—1) do

7 for all patternsy = (yy—1,Yu—2,---,Y0) € K with length u :=I(y) do
# The algorithm ensures that (s —1) - m <u <s-m
8 Set K" =0  # to contain candidates of length between s-m+1 and (s+ 1) -m
9 For all r withs- m <u+4r<(s+1)-mdo
10 For all test bit patterns x = (x,—1,X,—2,...x%g) of length r < 2m do
# Compute the test candidate w using the pattern y o x
u—1 r—1
11 Set w:=2"Y y;2 +> 2,2
j=0 §=0
# Verification Step: Verify the test candidate using Equation (2.29)
12 For all (M,S) € S do
13 For all b from 0 to n — 1 do
~ 2u+7‘71
14 it §e= M- (142" M) " mod N then
15 Add y ox = (Yu—1,Yu—2,---5Y0sXr—1,- - -, Xg) to the set K’
16 Set K := K’ and s := s + 1 and continue at Line 6

# Phase 3: Compute k from all candidates of length u>n—1—-—m
17 For all patterns y = (yy—1,Yu—2,--.,Yo) € K with length u :=I(y) do

18 Setr:=n—1-—u
19 For all test bit patterns x = (Xy—1,X,—2,...Xg) of length r < m do
u—1 r—1
20 Set w:=2" Zyﬂj + Zwﬂj
§=0 §=0
21 If M¥¢ =M mod N then Output (y,—1,Yu—2,---,Y0,Xr—1,---,X0)

22 Output FAILURE

The symbol € used in Line 5 denotes the empty bit string of length 0.

Algorithm 2.21 consists of three phases. In the first phase, we collect up to ¢ = (n/m)-log(2n)
faulty values S. In Phase 2, the algorithm tries to recover the secret key d starting from the most
significant bits. Here, a “known” upper part y = (Yu—1,Yu—2,---,Yo) is assumed to represent
the u most significant bits (d,—1,dp—2,. .., dn—y) of d. These known upper bits will be combined
with all possible r-bit extensions to form test bit patterns. Each test bit pattern is tested using
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all possible faulty results from Phase 1, all possible error terms ¢;, and Equation (2.29). Since we
assume the Single Bit Fault Model 1.7, we can enumerate all possible error values in polynomial
time. If Equation (2.29) is satisfied for any combination, a new “known” upper part of d has
been recovered.

However, a fundamental difference to the attack on right-to-left repeated squaring presented in
the beginning of this chapter is the existence of false positives. Since we will not show that false
positives only occur with negligible probability, we must take the existence of false positives into
account. This implies that a “known” upper part may be a false guess. We solve this problem
by collecting all known upper parts and by trying all of them to derive new longer patterns.
Later, we will show that this strategy is feasible.

Phase 3 captures the special case when no error was induced into the last » < m iterations.
At this time, at most m bits are unknown, hence, they can be recovered by exhaustive search.

Remark. Algorithm 2.21 has been abbreviated for clarity in one minor detail. Since we always
assume that d > 0, we know that d,_; = 1. This implies that the algorithm should only test
candidate patterns, which start with the digit 1. This consideration could be incorporated by
starting the main loop of Lines 6-16 with setting K := {1} in Line 5. However, this feature
requires a more complicated description of the loop invariants, e.g., of (s — 1) - m < u < s-m.
Hence, omitting this consideration adds clarity. Nevertheless, the fact that d,,_1 = yy_1 = 1
will be used in the analysis later.

Algorithm 2.21 shows the same basic pattern as Algorithm 2.9, which was used for an attack
on the right-to-left repeated squaring algorithm. The main difference is the use of a set K
to contain verified upper parts of d, allowing the occurrence of multiple verified candidate bit
patterns.

Another difference to Algorithm 2.9 is the absence of any Zero Block Failure handling. Algo-
rithm 2.21 has no problem equivalent to the Zero Block Problem as defined in Definition 2.8,
because the value

u—1 r—1
w=2" Zyj2j + Z:Eij
7=0 7=0

used in Line 10 of Algorithm 2.21 is build from the left to the right with the most significant
bit y,—1 = 1. A tailing zero bit ¢ = 0 does not vanish like in the case of Zero Block Failures, it
shifts the leading bits by 1 to the left, thus changing the value of w. Hence, the pattern y o x is
a unique bit pattern, which uniquely encodes a positive integer w. Therefore, it is not possible
that two different bit patterns yield the same integer w. This would only be possible if a pattern
y o x was allowed to contain leading, i.e., leftmost, zeros. Therefore, no problem similar to the
Zero Block Failure introduced in Definition 2.8 may occur.

In the following, we will first investigate the occurrence of false positives in detail. This analysis
will allow us to state results about the success probability and the running time of Algorithm
2.21. We start with defining valid guesses and formalizing the notion of false positives.
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Definition 2.22 (Valid Guesses and False Positives in Algorithm 2.21).

Let S = M®mod N be an RSA signature and let S be a faulty result as defined in Proposition
2.18. Let y = (Yu—1,Yu—2,---,Yo) be a bit pattern of length u with y,—1 = 1. This pattern yields
a value w as used in Algorithm 2.21 according to the following formula:

u—1
w = Zyﬂ].
§=0

Let e = £2°, 0 < b < n, be a guessed value for the error e(y!,_,_1). If the verification step of
Algorithm 2.21 yields

Se n—u—1
ME(1+€-M_2w)2 ‘,
then (y,¢) is called a valid guess for the bit pattern (dy—1,dp—2,...,dn—y) and the correct error

e(y),_y_1)- If for at least one n —2 > j > n —u it holds that dj # yj—n+tu, the valid guess (y,¢)
1s called a false positive.

A false positive satisfies the verification step in Line 14 of Algorithm 2.21, yet it represents a
false bit pattern. A false positive only requires the bit pattern y to be wrong. We do not consider
the correctness of the error value . This is due to the fact that we do not need to learn the
correct error value e; for € in order to recover the bit pattern of the secret RSA key d.

We will now show that during the execution of Algorithm 2.21, the number of all bit patterns,
which ever occur in the round sets K’, does not exceed a certain bound with overwhelming
probability.

Lemma 2.23 (Bounding the Number of Special Valid Guesses).
Let K, be the round set K computed in Line 16 at iteration s of the main loop of Algorithm
2.21 (Lines 6-16). Let —1 be a quadratic non-residue modulo N, ¢ = (n/m)log(2n), and let

K=Y #Kj.
J

If k > 2nc, then at least one of the following cases holds:
1. There are two valid guesses (x,e,) and (y,ey) with x # y such that

(I+e, - M) = (14+e, M ) mod N
I(z)—1 - I(y)—1 -
where Wy 1= Z x;2 and  wy = Z y;27.
§=0 j=0

2. There are two valid guesses (x,e5) and (y,e,) with x # y such that
—2w, 2" —2w,\ 2"
gcd((l—kax-M T = (L4ey - M) ,N)E{p,q},

for a0 <k <n—u—1withu=1I(z)=I(y), and w, and w, as defined in Case 1.
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Proof:

We assume that x > 2nc + 1. This implies that there are at least 2nc + 1 different bit
patterns y in the union of all K. This is true since elements from different round sets K
have a different bit length, hence, there cannot be one pattern in multiple round sets. For
every such y, there exists an €, such that (y,¢,) is a valid guess, which has been generated
and tested by Algorithm 2.21 in Line 14. In this case, we can use the pigeon hole principle
to show that there must be at least one pair (M, S) € S such that 2n + 1 of these valid
guesses were verified using (M, S). We now fix this pair (M, S).

Since we have at least 2n + 1 many valid guesses, but only n possible values for the
bit lengths of the bit patterns y, we have at least three valid guesses with the same bit
length u. We denote these three valid guesses by (z,e;), (y,ey), and (2z,e,). We have
l(x) =1l(y) = l(z) = u, and we denote the bits of all three patterns starting with the index
u — 1 through 0. In this case, Definition 2.22 shows that we have

2n7ufle

(1 4o M72)

S

2n7u716

(14, M)
on—u—1

E(1+52'M_2wz) “ mod N.

Since ged(e, p(IN)) = 1, exponentiation with e is a bijection, hence, we have

2n7u71 -1

(L4eg M2 " = (14 e, M%) =(14e-M2:)" " (232
Equation (2.32) allows to factor N unless we have
(Ides - M) =% (14, M) =+ (1+e, M%), (2.33)

according to Lemma 2.19. Note that we assume that —1 is a quadratic non-residue modulo
N, hence, Lemma 2.19 can be applied. This shows that either Equation (2.33) or Case 2
of Lemma 2.23 holds, i.e., N can be factored with the claimed gcd computation. Hence,
we now assume that Equation (2.33) holds. In this case, at least two of the three valid
guesses share the same sign. Hence, without loss of generality, we have

(14e; - M) = (1+e, - M) mod N.
O

The bound on k established by Lemma 2.23 allows us to bound the overall running time of
Algorithm 2.21. The proof follows substantially the proof of Lemma 2.14, based on [BDLO1].

Theorem 2.24 (Probability of False Positives).

Let § > 0 be a fized constant. Let N be an n-bit RSA modulus N = p-q, and let ¢ = (n/m) -
log(2n), where 22™ is an acceptable amount of offfine work. In this case, at least one of the
following claims holds:

1. The probability that Algorithm 2.21 encounters two valid guesses (x,e5) and (y,ey) with
x # y defined as in Definition 2.22, which satisfy

(1 + &g M‘2“’””) = (1 +ey-M_2“’y) mod N
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l(z)—-1 l(y)—1
where Wy 1= Z :Ej2j and  wy = Z yj2j
j=0 j=0

is less than 1/n’. The probability is over the random choices of messages M; € Ly given
to the attack algorithm and the random choice of the decryption exponent d.

2. A non-trivial factor of N can be computed in expected polynomial time (in n and 2*™).

Proof:

The proof of this theorem is very similar to the proof of Lemma 2.14. As before, we
prove the existence of an algorithm that factors all RSA moduli N for which Part 1 is
false. The algorithm works as follows: it picks a random exponent d and random messages
M,...,M, € Zy. We have ¢ = (n/m)log(2n) as in Fact 2.4. It then computes erroneous
signatures S; of the M; by using Algorithm 2.16 to compute Mid mod N and deliberately
simulating a bit fault according to Fault Model 1.7 at a random iteration. Let (M;, gi)le
be the resulting set of faulty signatures. We show there is a polynomial time (in n and
22m) algorithm that given this data succeeds in factoring N with high probability.

Computing the Set W;. We assume that Case 1 is false. In this case, Algorithm 2.21
encounters two valid guesses (z,e,) and (y,ey) with  # y, and w, and w, as defined
above with probability at least 1/n°, such that

(L4e, - M) = (1+e, - M) mod N (2.34)
= MZwws — i—y mod N. (2.35)

Obviously, Equation (2.35) resembles the case already analyzed for the original attack,
presented in Lemma 2.14. Similar to the proof of Lemma 2.14, we want to use Lemma
2.13 to show that N can be factored. Therefore, we construct all polynomials p(t) =t —
a mod NN, which occur for a given secret exponent d. Each polynomial has w = 2(w, —w,)
and a = €,/e,. Hence, each polynomial can be constructed in polynomial time. Let W, be
the set of all possible polynomials p(t) constructed as described above. We ensure positive
exponents, hence, if w, < w;, we consider p(t) = 2 we—wy) _ £2/€y mod N.

We bound the number of such polynomials p(¢) by the following consideration. We have
a = +2%b and there are 2n values for e, and 2n values for gy. Since the signs may
either match or be different, this yields at most 2n? possible combinations for a. For
w = 2w, — 2w,, we need to bound the number of possible different values w, and w,.
We assume that at some point, we get the desired pair of valid guesses (x,e,) and (y,&y)
satisfying Equation (2.34). We know from Lemma 2.23, that there are at most 2nc many
valid guesses which do not ensure that at least one polynomial p(t) is satisfied. Hence,
there are at most 2nc many bit patterns y in any K. Therefore, we may have to test at
most 2nc-2%™ many test patterns in each round, with a maximum of n/m rounds. Hence,
there are at most 2n2¢22™ /m < 2n2c2%™ many different values for both w, and wy, hence,
we get at most 4n*c?2¥™ many values for w. Therefore, we have at most 8n°c22*" many
different polynomials in W;. This can be bounded from above by n”™ with 7 = 9 for
n > m large enough, and especially for practical bit lengths of N. Since we know that
wy — wy < N, we have w < 2N.
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Factoring N. The above considerations show that we may use Lemma 2.13. Since we
know that the probability that a random message M satisfies any of the polynomials p(t)
is at least 1/n%, we know that Part 2 of Lemma 2.13 applies. Hence, a non-trivial factor
of N can be found in polynomial time, proving this theorem. O

Theorem 2.24 allows to conclude that Algorithm 2.21 will recover d in expected polynomial time.

Theorem 2.25 (Success and Running Time of Algorithm 2.21).
Algorithm 2.21 succeeds to recover the secret key d of bit length n in the time it takes to perform

o <<n2 loi(ln)2m>2>

full modular exponentiations or full modular exponentiations with the ability to induce a fault
with probability at least 1/2.

Proof:
We will investigate the costs of all of the three phases of Algorithm 2.21 separately.

Phase 1. In the first phase, the total costs are fixed. Here, ¢ = (n/m)log(2n) full
modular exponentiations must be performed, each of which suffers a fault induced by the
adversary.

Phase 2. For the second phase, we will count the maximal number of operations starting
from the innermost loop.

In the verification step, i.e., in Line 14, Algorithm 2.21 has to perform one comparison of
two precomputed values S¢ and M - (14 2° - M—zw)w*r*le. Since the values S¢ are used
in every iteration of the main loop (Lines 6-16), these values should be computed once in
Phase 1, and they should not be computed repeatedly. Here, ¢ full modular exponentiations
are required, which may be counted towards Phase 1. Given w, b, the sign of 2%, and the
values e and u —r — 1, the value M - (142°. M‘2“’)2u4716 can be computed by 2 modular
exponentiations for 2° and M~2*_ 1 multiplication and 1 addition or subtraction, the
computation of 2 "le, the final exponentiation with 247" "le, and a last multiplication
with M. The computation of —2w from w is negligible. All these operations can surely be
done in the time required to perform 6 full modular exponentiations. Compared to this,
the cost of the comparison in Line 14 is negligible and will not be counted.

The verification step has to be performed for all choices of S¢ and all choices of £2°, hence,
Lines 12-15 require at most 6 - 2n - ¢ full modular exponentiations.

For a given pattern y o x, the computation of w requires (u+ ) additions and 2(u+7r)+ 1
multiplications, i.e., it can be computed in the time required to compute one full modular
exponentiation. Note that w is computed over the integers. The loop from Line 9 to Line
15 has to be computed for all choices of y € K. We will first derive the costs for an
arbitrary but fixed choice of y € K with u := [(y). It is clear from Algorithm 2.21 and a
trivial application of induction that all y € K satisfy (s — 1) -m < u < s-m. Algorithm
2.21 starts with K = {€}, i.e., u = 0. For any y, all bit patterns y o z, with r := [(x), are
tested, such that s-m < u+r < (s+ 1) -m. Hence, all y have a number of bits from a
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certain interval of length m. This implies that the longest x, which might be tested, has
length 2m — 1. This happens if w = (s —1) -m + 1 and u +r = (s + 1) - m. Since we
test all bit patterns of all sizes less or equal to 2m — 1, we need to test at most 227 — 2
different bit patterns for each choice of y. Therefore, the loop of Lines 9-15 requires at
most (22™ —2) - (14 12 -n - ¢) full modular exponentiations.

The total number of times the loop of Lines 9-15 has to be executed depends on the overall
number of ¢ in all round sets K. Following the results of Lemma 2.23 and Theorem 2.24,
we expect to have at most 2nc many bit patterns y with overwhelming probability, since
N can be factored otherwise. Hence, Phase 2 requires at most

mA 2
onc- (22 —2)- (1+12-n-¢) = O(n?c?2*™) =0 <<M> >

m

full modular exponentiations.

Phase 3. Phase 3 requires to test at most 2™ different bit patterns x for all y € K. Every
pattern y o x requires to compute w and M ¢. Then, the value M™¢ must be compared
to M. All three tasks can be computed in the time it takes to perform two full modular
exponentiations. Since the last K contains at most 2nc candidates for y, we have total

costs of
n2
0 <2m C— log(n)>
m

times the cost to perform a full modular exponentiation.

This implies that all 3 phases together can be performed in the time required to compute

o ( <n2 1oi(Ln)2m>2>

full modular exponentiations. Here, we assume that a modular exponentiation requires
the same time as a modular exponentiation, where a fault is induced.

Correctness. With probability 1/2, each block of m contiguous bits has been targeted by
a fault attack according to Fact 2.4. Hence, one of the candidate patterns y o x represents
the correct bit pattern for at least one choice of S and +2°. Hence, the correct bit pattern
will always be a member of the round set K. Therefore, it will also be in the final round set
K at the beginning of Phase 3. Since it correctly represents d, it will satisfy the verification
step of Phase 3 in Line 20. Moreover, any bit pattern y o x, which yields a value w such
that M™¢ = M mod N yields the correct value for d, if it holds for random M.

Faster Recovery. Lemma 2.23 and Theorem 2.24 have shown that the attack algorithm
can recover d much faster than normal if two bit patterns x and y as defined in Theorem
2.24, Case 1, occur. In this case, IV can be factored efficiently, which allows to compute
d easily. However, since the results from Lemma 2.23 and Theorem 2.24 indicate that the
probability of this event is negligible, Algorithm 2.21 does not feature any mechanism to
detect such a case. In the unlikely event that such a case occurs, we assume that Algorithm
2.21 fails. Hence, the success probability is negligibly below 1/2. O

Martin Otto, Dissertation, December 2004



56 2. NEwW ATTACKS ON PLAIN RSA

Theorem 2.25 shows that the recovery of d can be done in expected polynomial time for an
attack on the left-to-right repeated squaring algorithm. However, the asymptotic running time
is almost the square of the running time for the attack on the right-to-left repeated squaring
algorithm (see Theorem 2.15).

In practice, Algorithm 2.21 behaves much better than anticipated by the result of Theorem
2.24. Numerous experiments never witnessed the occurrence of a false positive. Therefore, the
result of Theorem 2.24 might not be tight. For practical purposes, we propose a simplified
algorithm presented as Algorithm 2.26, which proved sufficient in practice.

Algorithm 2.26: Attack on Left-To-Right Repeated Squaring, simplified MSB version

Input: Access to Algorithm 2.16, n the maximal length of the secret key d, e the RSA public key,
m a parameter for acceptable amount of offline work.
Output: d with probability at least 1/2.
# Phase 1: Collect Faulty Outputs
1 Set ¢ := (n/m) - log(2n)
2 Create c faulty outputs of Algorithm 2.16 on inputs M; by inducing faults according to Fault
Model 1.7 in the intermediate variable y/ in random iterations.
3 Collect the set S = {(M;,5;)| M; an input to Algorithm 2.16 and S; a faulty output}.
# Phase 2: Inductive Retrieval of Secret Key Bits
4 Set s :=n — 1 representing the index of the highest known bit of d, where d,,_; = 1.
5 While (s > 0) do
# Compute the known MSB part of the exponent d.
6 Set wg := hg(d)
# Try all possible bit patterns with length r < m.
7 For all lengths r=1,2,...m do

8 For all possible test bit patterns x = (Xs—1,Xs—2, - .. Xs—r) Of length r do
# Compute the test candidate w
9 Set w :=2"wg + Zj:sl_rxﬂj_s“
# Verification Step: Verify the test candidate using Equation (2.29)
10 for all (M,S) € S do
11 For all b from 0 ton — 1 do
s—r—1
12 it §e= M (1420 M) * mod N then
13 conclude that d; = xj forall s —r < j <s—1,
14 set s :=s —r and continue at Line 5
15 Output k

2.2.2. Fault Attack Starting From the LSBs

In this section, we also assume that an adversary attacks Algorithm 2.16, the left-to-right re-
peated squaring algorithm. However, this time we assume that contrary to the last section, the
adversary wants to recover the bits of the secret key d starting from the least significant bit d.
This direction of recovering the bits requires a more careful analysis than the MSB version pre-
sented in the last section. However, since the approach is very different from the MSB approach,
and its asymptotic running time is faster than the running time of the MSB approach, it is of
independent interest. As before, we base our analysis on the assumption that —1 is a quadratic
non-residue modulo N.
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As a basis for our attack, we assume that the adversary targets the intermediate variable y/!
after it has been computed in Line 3 of Algorithm 2.16 and before it is used in Line 4. This is
the same setting as for the attack presented in the last section. We also assume the same fault
model as before, namely the Single Bit Fault Model 1.7. According to Proposition 2.18, we have

(2.24) _
yg_l =Y pg2hi(d) mod N ’ (2§2) M2(2hi+1(d)+di)
/

= =y M 2.37
(2§4) M2hi+1(d) mod N Yi—1 Y ( )

)

Equation (2.37) will be the basis for the recovery of the bits of d. This will be done by not only
recovering all bits of d one after the other, but also by recovering all intermediate values of the
variable y.. Equation (2.25), stating that

S =y M4D = Mémod N, (2.25)

and Equation (2.37) allow to recover these values inductively. The first value y(, can be computed
very easily. It is y) = S/M% mod N. In the RSA system, we have dy = 1, since ged(d, p(N)) = 1
must hold and ¢(NN) is even. Therefore, the first secret bit of d is dyi, and we know that
Yo = S/M mod N by Equation (2.25). We denote by n the maximal binary length I(d) of d as
in the previous sections. Since we assume that d,—; = 1, we also know the values y/, ; = 1
and y/,_o = M? mod N. This follows directly from Algorithm 2.16. Hence, we do not have to
compute these values during our attack. For other values of i, Equation (2.37) yields

Y2 =yl /M*¥ mod N. (2.38)

In order to compute any of the remaining y., it is necessary to compute the square roots of
yi_ /M 2di mod N. Since N is a composite number with unknown factorization, this is a hard
problem. However, given the faulty results S, collected by the adversary, these roots can be
computed with high probability. Although we use divisions, which are not guaranteed to be
applicable modulo N, we will assume that every multiplicative inverse modulo N exists. This is
justified by the fact that N can be factored otherwise, which allows to compute d much faster.

Given a faulty signature S = (y; + ¢;)% - M%(9) mod N according to Equation (2.26), the
following lemma shows that y; can be computed in polynomial time if M4 i, the error value
e;, and the value y,_, are known.

Lemma 2.27 (Computation of y, From a Faulty Signature).

Let S = (yi + ei)2i - MY mod N, for some 0 < i <n—1, e € Zy an error term, and l;(d)
defined as in Definition 2.17. We have

yi = (% - B)/A mod N (2.39)

2i-1-1 ;
_ 2" ok 20— (2k+1)
where A= Z ( o 41 > ()" e (2.40)
k=0
21'71

2! i
and B = kz_o < ok ) ()t e, (2.41)

Equation (2.39) can be computed in the time required to perform 7 full modular exponentiations,
if all the values S, M, l;_1(d), d;, i, e;, and y;_, are known.
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Proof:

The values A and B are derived from the binomial coefficients of (y; + ei)2i, where A
contains all odd powers and B contains all even powers. In A, one y/} has been divided off,
leaving only even powers of y/.

Equation (2.39) follows directly from Equation (2.25), which states that

S =(y +e)?  M“D = (Ay! + B) - M¥?D mod N.

If y/_, and d; are known, we can compute y? =y /M 2di mod N according to Equation
(2.37). In this case, A and B can be computed using the following variant of repeated
squaring.

Algorithm 2.28: Computation of A and B

Input: The values y/?, e;, and the number i
Output: The values A and B
1 Set Ag:=1 and By := ¢
2 For k from 1 to i do
3 Ak =2 Ak_]_ . Bk_]_
4 B == ALy v + B,
5 Output A;, B;

Algorithm 2.28 uses the fact that

(Ap—1 -y + Bk—1)2 = (2451 Br—1-yi + (A3 -y + Bi 1))

and both A := 2A4,_1Br_1 and By := A%_l -yf +B,§_1 are known values. Algorithm 2.28
requires 3 modular multiplications, 1 modular addition and 2 modular squarings (y/ is
known in advance) in each loop iteration. As i is bounded by n = |log(N)|+1, Algorithm
2.28 needs at most 6n modular multiplications, if the cost of a modular addition and of
a modular squaring are assumed to be bounded by the cost of a modular multiplication.
Since we assume that a full modular exponentiation requires up to 2n multiplications and
squarings, the computation of A and B can be bounded by the cost to compute 3 full

modular exponentiations.

Additionally, the value M li(d) gccounts for another full modular exponentiation, while we
may count the two divisions and the subtraction in (2.39) as an additional two exponentia-
tions. The computation of y? =yl /M 2di can be done in the time it takes to perform one

full modular exponentiation. This yields a total of at most 7 full modular exponentiations.
O

Getting All Parameters. Lemma 2.27 shows how y} can be computed if all the values S, M,
li—1(d), d;, i, e;, and y}_; are known. Since we do not know any of these values if i > 0, we
will recover them using an inductive approach similar to the approaches presented in the last
sections. For the recovery, we will compute the values y!, d;, and e; given the values S, M,
li—1(d), and y;_,. We will recover the parameters for all values of 0 < ¢ < n starting with ¢ = 0.
As explained above, we know that y, = S/M d and dy = 1 in the RSA scheme. Therefore, we
can start seeking for the tuple (y},ds,e1), which we need to identify in order to proceed to the
next round ¢ = 2.
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Similar to the attacks in the previous sections, we will start by choosing a random message
M and we will collect a set S of faulty signatures S. However, we assume that all faulty
signatures have been created using the same input message M. We also assume that the faulty
signatures have been created by a fault induced into y, at random iterations 0 < i < n. Here,
we assume that subsequent faults are i.i.d. according to the uniform distribution. We collect
¢ = (n/m) - log(2n) many faulty results. However, we will restrict our analysis to the choice
m = 1. This guarantees that with probability at least 1/2, every iteration 0 < ¢ < n has been hit
by a fault at least once (see Fact 2.4). We will always assume this “lucky case” in the following.

For the approach to recover all bits of d starting from the least significant bits, our inductive
approach allows us to assume that at a specific step i all the values y;_,, [;_1(d) and i are
known. Unfortunately, the value [;(d) = l;—1(d) + 2id; requires knowledge about d;, which
is the value, we try to recover in the first place. Additionally, given a faulty signature S =
(Y +e)* - M L) mod N, the error term e; is not known either. This implies that Lemma 2.27
cannot be used to compute a unique value y; without further considerations.

However, there are at most 4n possible pairs (d;,e; = i2b), since 0 < b < n — 1. Hence, we
may try all possible pairs in the same manner as demonstrated for the attacks described in the
previous sections. Differently from before, the verification step, which eliminates false guesses,
is more complicated than, e.g., for the MSB approach described in the last section. We start
with defining some notation.

Definition 2.29 (Solution Candidates and the Set of Guesses).
Let S = (yi +e:)* MY mod N be a faulty signature. Given i, M, yi_q1, and l;_1(d), we define
the set of guesses

r€{0,1} ande ==+2*0<b<n—1, and~
2y is the value y; computed in Lemma 2.27 on
g[i,M,yéfplia(d)}(S) =1 (nee) inputs S, i, M, Yi_y, lic1(d), and the guessed
values (x,€) replacing (d;, €;)

(2.43)

If the input values i, M, y;_,, and l;_1(d) are not important or clear from the context, we will
abbreviate g[i,Myyi-,lyli—l(d)](g) as Gi(S). Any tuple (v, x,¢) € Gi(S) is called a solution candidate
for the correct tuple (y.,d;,e;). Let

S:{S ‘S (y;-—l—ej)zj-Mlj(d)modeorsomeOﬁjgn—l, ej::l:Qb, Ogbgn—l}

be a set of faulty signatures. We define

Gi(S) = | 6i(9). (2.44)

Ses

Since there are 4n possible values for (z,e), the set G;(S) contains up to 4n tuples for any S.
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The Verification Step

The idea for the verification step is quite obvious. If we compute a candidate for y, using the
faulty result S = (v +e)* - M Li(d) with the correct value for i according to Equation (2.39), we
may use the correct and known value y;_; to check if the computed value is a possible solution.
We know from Equation (2.38), that the correct guess for y; and d; must satisfy

y? =yl /M* mod N. (2.45)

Therefore, we may sort out all those guesses (v, x,¢) € Q,-(S’), which do not satisfy Equation
(2.45). This idea is formalized in the following definition.

Definition 2.30 (Test 1 and the Set of Guesses Surviving Test 1).

Let S = (yi+e)* MY mod N be a faulty signature. Let G;(S) be the set of guesses computed
according to Lemma 2.27, given the known values S, M, i, li—1(d), and y,_,, and all choices of
r€{0,1} ande =42, 0<b<n.

Let (v,z,¢) € Gi(S). We define the set of guesses surviving Test 1, denoted by Q[(Z.lgw Y i) (S),
sV Y q5bi—
as the set of all tuples from the set G aryr 1., (a)(S) satisfying

Test 1: v? =yl /M** mod N, (2.46)

1.e.,

g[(il,g\/[,yg,l,lifl(d)}(g) = {('y,x,g) €Gi(S) | ¥ =vyi_1/M** mod N} . (2.47)

If the input values i, M, y._,, and l;_1(d) are not important or clear from the context, we will
abbreviate g[(il,g\/l,yg,l,liq(d)} (5’) as Qi(l)(g). For a set S of faulty signatures as defined in Definition
2.29, we define

6M(s) = g™M(S). (2.48)

We will show that the 4n values given by the set QZ(S’) can be reduced to a single solution
candidate, at least with high probability. Once we can achieve this, an inductive approach
similar to the attacks described in the previous sections, can be used for an attack. We will
first show that Test 1 effectively reduces the number of remaining solution candidates. The
properties of the set gfl)(S ) are stated by the following lemma.

Lemma 2.31 (Eliminating False Solution Candidates: Test 1).

Let g}l)(S) be the set defined in Definition 2.30 for some faulty signature S = (vl + ei)zi .
M (D) mod N and the variable choices required by Definition 2.30. Then the set gi(l)(S*) satisfies
the following claims:

1. If (y,z,¢) € QZ-(l)(S’), then (—v,x,—¢) € Qi(l)(g) as well.

2. For (v,d;,e;) € Qi(l)(g), it holds that v = y.. For tuples (v, z,e) & QZ-(l)(S’), it holds that
(’77$75) 7& (y7/,>dlyez)
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3. We have #gi(l)(ﬁ) > 2.

4. For any two tuples (y1,21,€1), (Y2, %2,€2) € QZ-(l)(S'), one of the following cases holds:

a) We have v - M™ = £, - M®2 mod N.
For any tuple (v, x,¢) € g§1)(§), it holds that vy = +y! - M4~ mod N.
b) The value ged(yy - M®r — 7o - M*2 N) is a non-trivial factor of N.

Proof:

Part 1. We first show that (v, z,¢) € gf”(ﬁ) implies that (—v,z, —¢) € Qi(l)(g) as well.
Suppose that (v, z,¢) € QZ-(l)(S’). Since all possible combinations of z € {0,1} and & = £2°,
0 <b<mn-—1,are used to compute tuples, there is also a tuple (7', x,—¢) in the set of
guesses QZ(S' ). The value v has been computed using x and ¢ according to Lemma 2.27 as

S
v = <7Mli1(d)+:c2i — B)/A mod N

2711 ; / k
_ 2" (Y1) _2i-(2k+1)
where A= kz_o < ok + 1 ) <M2x> € (2.49)

27171 22 y, k .
_ (Y1 2ok
and B= ,;_0 < ok ) <M2x> 5 . (2.50)

Let A’ and B’ be the values computed using the same prerequisite values S, i, li—1(d),
yi_y, M, and z, but the negated error value —e. The error term ¢ is only used to compute
the two values A and B. Since all occurrences of ¢ in Equation (2.49) are factors with odd
powers, it is A’ = —A. For B, as defined in Equation (2.50), all occurrences of ¢ are factors
with even powers, hence, B’ = B. This implies that 7/ = —v, hence, (—v,z, —¢) € Gi(S)
as well.

If the tuple (v, z,¢) satisfies Test 1, then (—v,z, —¢) satisfies the test as well, since the
right hand side of Equation (2.46) uses the same values in both cases, and the left hand
side is squared, thus eliminating the sign of —y. Therefore, both tuples satisfy Test 1.

Part 2. According to Lemma 2.27, y, can be computed given the correct parameters.
Hence, (y.,d;,e;) is in the set Q,-(S’), if € = e; is among the possible choices for €. From
Equation (2.37), we know that the correct tuple (y;, d;, e;) satisfies Equation (2.46), there-
fore, pairs not satisfying this equation cannot yield the correct values.

Part 3: Lower Bound. For the lower bound on the number of tuples satisfying Test 1,
consider the correct tuple (y/,d;, e;). Since we know that Lemma 2.27 holds for the correct
values, we know that (y},d;,e;) € Gi(S). We also know that the correct guess satisfies
Test 1, hence, (y},d;,e;) € g§1)(§). With the considerations in Part 1, we know that
(—yl,d;i,—e;) € g}l)(S) as well. Moreover, since e; # 0, we have (y.,d;, e;) # (—y., di, —e;).
This establishes the lower bound of 2.
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Part 4. Let (v1,21,21), (72,22,82) € QZ-(l)(S’). Since both tuples satisfy Test 1, we have
(11 - M™)? =y = (y2- M*?)* mod N.

If 1 - M™% £, - M*2, a non-trivial factor of N can be computed as ged(vy; - M*1 — 7y -
M™2 N) (see the proof of Lemma 2.19 for details).

We know that every tuple (v, z,¢) € gfl)(S) and the correct tuple (v}, d;,e;) satisfy the
equation

(v-M®? =y, = (y,- M%)? mod N = 4% = (y; - M%) mod N.

Since (y},d;, e;) € g}”(é), we must have v = +y/- M%~% mod N. Otherwise, a non-trivial
factor of N can be found as explained above. O

Lemma 2.31 has provided some insight into the set of solution candidates surviving Test 1.
Basically, the value y! is known up to the sign and the dependency on the secret bit d;. The
results still allow for multiple tuples in gf”(ﬁ ) with the same values v and z, but with various
values for e. Since our goal is to compute y; and d;, we do not need to consider tuples, which
only differ in the guess for the error value. We can simply choose one of these tuples as a
representative for the others and delete all others. Hence, such a situation is not a problem for
our recovery strategy.

However, intuitively, due to the special structure of the error e;, the occurrence of several
tuples (v,z,¢;) € gf”(S*) for several i should be improbable. This is indeed the case, as the
following lemma shows.

Lemma 2.32 (Multiple Possible Error Values Are Improbable).
Let 6 > 0 be a fixed constant. Let QZ-(l)(S') be defined as in Definition 2.30. Then at least one of
the following claims holds for the set gf”(é‘).

1. The probability that gfl)(S) contains two solution candidates (v, xz,e1) and (vy,x,e2) with
€1 # &9 1s less than 1/n5. The probability is over the random choice of the message M € Z
given to the attack algorithm and the random choice of the decryption exponent d.

2. A non-trivial factor of N can be computed in expected polynomial time (in n).

Proof:

The proof of this theorem is very similar to the proof of Lemma 2.14. As before, we
prove the existence of an algorithm that factors all RSA moduli N for which Part 1 is
false. The algorithm works as follows: it picks a random exponent d and random messages
Mi,...,M, € Zn. We have ¢ = nlog(2n) as in Fact 2.4. It then computes erroneous
signatures S; of the M; by using Algorithm 2.16 to compute Ml-d mod N and deliberately
simulating a bit fault according to Fault Model 1.7 at a random iteration. Let (M,, S,)°_,
be the resulting set of faulty signatures. Then, it computes the set gf” (S‘v) for all S, until
two solution candidates satisfying Part 1 are found. We show there is a polynomial time
(in n) algorithm that given this data succeeds in factoring N with high probability.
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Computing the Set W4. Let (v,2,¢1) and (v, x,e2) be two tuples in the set QZ-(l)(S') with
€1 # 9. In this case, we know that they satisfy

(,y+81)2i . M2im . Mlifl(d) = 5‘ = (’Y+€2)2i . MQix . Mlifl(d) mOd N
= (y+¢1)? = (7 +e2)? mod N. (2.53)

Equation (2.53) implies that we can either compute a non-trivial factor of N using the
approach of Lemma 2.19, or we must have y+¢; = +(y+e2) mod N. This holds according
to Lemma 2.19 if —1 is a quadratic non-residue modulo N. As explained at the beginning
of this section, we assume this as a property of the modulus V.

However, v + &1 = v 4 €2 mod N implies €; = €2 mod N. Since €1,e9 < N, this implies
that the two tuples are equal contrary to our assumption. Hence, unless N can be factored
right away, we must have

Y+ =—v—egmod N

=9 = —% mod N. (2.54)

From Lemma 2.31, Part 4, we know that v = + M 2hiva(dtdi—e — 4 prhi(d)=z pod N,
Hence, the situation presented by Equation (2.54) may only occur if the chosen message
M is a root of the polynomial

p(t)=t“—amod N  with w="hi(d)—2z and a=+(e1 +¢2)/2. (2.55)

This yields the desired result with the same considerations as explained in detail in the
proof of Theorem 2.24: We determine all possible polynomials p(¢) and collect these poly-
nomials in the set Wj.

We know that w can take at most two fixed values for a given set g}l)(S ), however, there
are up to 2log (V) possible choices for w for all possible values of 7. This is due to the fact
that w is build from prefixes of the secret key d. The value a = +(g1 + £2)/2 can take
less than 4log(NN)? values. Hence, an adversary must construct at most 8log(N)3 = 8n?
polynomials p(t) to compute Wy,. Hence, we have #W; < n” with 7 = 4. Each polynomial
can be constructed in polynomial time. We obviously have w < N for all w.

Factoring N. The above considerations show that the prerequisites for using Lemma 2.13
are satisfied. We now assume that Part 1 of Lemma 2.32 is false, i.e., the probability that
gf”(S*) contains two candidates of the desired form is at least 1/n°. Since this implies
that Part 1 of Lemma 2.13 is false as well, we can prove the existence of an algorithm,
which computes a non-trivial factor of NV in expected polynomial time. This concludes the
proof. O

Lemma 2.31 and Lemma 2.32 show that with overwhelming probability, we have

Q ( 9 17 )7 ( - M ) 07 )7
I R I ¥ (2:56)

for v = +y! - M%~1 mod N and some £1 = £2" and ep = +2°2, with 0 < by, by < 7.
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Although the solution candidates have been narrowed down to only 4 possibilities, this is
not enough to guarantee a polynomial running time. Therefore, we need a second test, which
effectively reduces the set QZ-(l)(S' ) to size 1.

However, first, we will investigate another problem. If an adversary attacks the left-to-right
repeated squaring algorithm, Algorithm 2.16, he has no control over the attacked iteration. This
holds since we assume that the errors are induced according to Fault Model 1.7. Therefore, an
adversary will collect a set S of at most ¢ faulty signatures. Although he can compute the
sets gfl)(S ) for all S € S, he still does not know which resulting set contains the correct tuple
(yi,d;,e;). Hence, we need a result about the set gfl)(S), containing all solution candidates
computed for any S, which survive Test 1. Fortunately, as we will see in the next lemma, the
set gfl)(S ) for the right S can be replaced by the set gf”(s ) without many problems.

Lemma 2.33 (Multiple Faulty Signatures).
Let S be a set of faulty signatures. Let i, M, yi_,, and l;_1(d) be given and let QZ-(I)(S) be defined
as in Definition 2.30. For any two tuples (vy1,x1,€1), (2, %2,€2) € g§1)(5), one of the following
cases holds.

1. We have vy - M™ = +y! - M% = 4, - M2 mod N.

2. A non-trivial factor of N is given by ged(yy - M — 74 - M®2, N).

Proof:

Let (vy1,21,€1), (72, %2,€2) € gi(l)(S) with (y1,21,€1) # (72, 22,€2). We know from Defini-
tion 2.30 that both tuples from QZ-(l)(S ) must satisfy the equation

2
(- M7 =yl = (v M*)" = (2 M™)” mod N,

since every tuple is from a set gfl)(S ) for some choice of S € S, and all such tuples must
satisfy Test 1, which is independent of € and S. We know that the correct tuple (y;,d;, e;) €

gl-(l)(S) as well. This implies that unless v; - M®1 = £79 - M2 = ¢/ - M% mod N, a non-
trivial factor of N can be computed as
ged(yr - M™ — 42 M™2,N).
O
Now we will show how to reduce the number of solution candidates to 1. In order to do so, we

proceed to the next bit position ¢+ 1. At this time, we know that we have at most four different

combinations of the values v = £y} and = € {0,1} in QZ-(l)(S). We now consider all four pairs
as valid guesses for y} and d; and compute the set of guesses surviving Test 1 for the next step,

i.e., the set g[(il—l)-l,M,%li,l(d)—i-?m] (8). If this set is non-empty, then there is a tuple

(V2" € Gl atm @2 ()
such that
(v - M*)? = . (2.60)
Equation (2.60) implies that 7 is a quadratic residue modulo N. Hence, by computing the set
S), we can learn a root of v. We will therefore define Test 2 as the test of

g(l) o
[’i-i-l,M,’y,lz‘,l(d)-f—le]
checking whether v is a quadratic residue modulo V.
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Definition 2.34 (Set of Guesses Surviving Test 2).

Let S = (yg—i—e,-)? MY mod N be a faulty signature. Let QZ-(l)( ~) be the set of quesses computed
according to Lemma 2.27, given the known values S, M, i, l;_1(d), and y,_,, and all choices of
z€{0,1} and e =42, 0 < b < n.

Let (v,x,¢e) € QZ-(l)(S'). We define the set of guesses surviving Test 2, which we denote by

g[(i%b,yg,l,lifl(d)](g)’ as the set of pairs (v,z) given by tuples from the set gfé{&,y;,l,lifl(d)](g)

satisfying

Test 2: 3 a€Zy:a®=~vymodN, (2.61)

i.e.,

v 1s a quadratic residue modulo N

g[(‘sz Lt () = {(’y zy| (nz:e) € G(S) for some e, }
4VLY _q5ti—1 ) .

If the input values i, M, y;_,, and l;_1(d) are not important or clear from the context, we will

abbreviate g[(f}myz,l,zi,l(d>](§) as gi(Z)(S’). For a given tuple (vy,z,¢) € Gi(S), we refer to the

tuple (—7,x,—¢) as the twin tuple. For a set S of faulty signatures as defined in Definition
2.29, we define
62(8) = J a7 (9. (2.62)

Ses

We define the set g§2) (S) as the set of pairs (v, z) rather than the set of tuples (v, z,e). This
is reasonable, since we do not need to know the exact error value to continue recovering more
significant bits. We are only interested to recover y. and d; exactly. We would like to emphasize
the fact that we may not know the exact value for e;. This is due to the fact that S may contain
more than one faulty signature S with a fault induced into yi. Hence, there may be several
correct tuples (y;,d;, e;) for several values of e; and different values S.

We will now show that we can determine whether « is a quadratic residue modulo N or not

by computing the set g[(l.ljl M }(S ). If this set is non-empty, v is a quadratic residue

Aodio1(d)+2ix
modulo N as explained aboveiY Holv(ve);rer, we will use two assumptions to prove that this reduces
the number of solution candidates to 1. First, we assume that —1 is a quadratic non-residue.
This is the overall assumption in this section. It will be used to show that either a given tuple
or its twin tuple will survive Test 2. Second, we will assume that both M and —M are also
quadratic non-residues modulo N. This assumption will show that of the remaining two tuples
(assuming twin tuples have been sorted out already) only one may survive Test 2. Since we
may choose M uniformly at random, we expect both M and —M to be quadratic non-residues
modulo N with probability 1/2. Hence, this assumption is practical, since an adversary may
start over if M is not of the desired type.

Lemma 2.35 (Eliminating False Solution Candidates: Test 2).

Let S be a set of faulty signatures, containing S = (y, + ei)2i - MY mod N. Let g§1)(5) be
defined as in Definition 2.30, and let gi@) (S) be defined as in Definition 2.34. If —1, M, and
—M are quadratic non-residues modulo N, then we have QZ-(2) (S) = {(yi,di)}, unless N can be
factored according to Lemma 2.31, Part 4, Lemma 2.32, or Lemma 2.35.
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Proof:

Let (v,z,¢) € Qi(l)(S). According to Lemma 2.33, we know that - M® = +y;- M% mod N.
Hence, there are only four possible values for (v, x), namely (fy; - M%7 z) for x € {0, 1}.
Otherwise, N can be factored right away.

We now treat the solution candidate (v, z,¢) as the correct solution, i.e., we assume that
Y; =7, d; = x and ¢; = €. This allows us to compute solution candidates for y;_ ; and d;1.

We compute the set g[(illl Myl 1(d

the computation of solution candidates for all single faulty signatures S € S according to
Lemma 2.27. We will write gi(i)l (S) short for Q[(Z.l_gl M S).

(1)
i+1
of v and x, we have for every (v, 2/,¢’) € gﬁ)l (S) that

) +2i2] (S) according to Definition 2.30. This is based on

iz (d)+20a] (

Since all solution candidates from the set G, .’ (S) must satisfy Test 1 for the given choice

(7/ : Mm,>2 =~ mod N. (2.63)

Equation (2.63) implies that v must be a quadratic residue modulo N. If ~ is the correct
value for y} = M?"i+1(@) | this is obviously satisfied. Therefore, we have (y},d;) € g}z) (S).

However, we have seen that the initial set QZ-(l)(S ) contains twin pairs of values, i.e., pairs
of tuples of the form (v, z,e) and (—v,x, —¢). If both choices of v and —~ yield non-empty
solution sets Q}i)l(S), both values are quadratic residues modulo N. This implies that
there are values p, 0 € Zy such that p?> = ymod N and 02 = —y mod N. In this case,
we know that (p/0)?2 = —1 mod N. Since we assume that —1 is a quadratic non-residue
modulo N, this is impossible. Therefore, at most one of the two tuples of a twin pair may
yield a non-zero solution set Qg_)l (S). Since the correct tuple (y.,d;,e;) yields a non-zero

solution set, we can detect and eliminate at least half of all elements from QZ-(l) (S) as false
guesses.

Now assume that two tuples (£7v-M,0,e1) and (7, 1,e2) both yield non-zero solution sets
Qg_)l (S). We know that every tuple from QZ-(l)(S ) satisfies one of these two patterns with
v =ty,-M %=1 mod N according to Lemma 2.33. Since both tuples yield non-zero solution
sets, we know that both +v- M and v are quadratic residues modulo N. Therefore, we
have two values p, o € Zy such that p?> = ++-M mod N and 02 = v mod N. This implies
that

(p/o)? = +M mod N, (2.64)

i.e., p/o is a square root of M. Only one of the two values v - M and —v - M may
be present, otherwise —1 would be a quadratic residue as well, contradicting the overall
assumption in this section.

For a randomly chosen message M, the probability that both M and —M are quadratic
non-residues modulo N is approximately 1/2: For a random M € Zy, the probability that
M is a square modulo p is 1/2, the same holds for the probability that M € Zy is a square
modulo ¢. Since 0 is always a square modulo both p and ¢, the probability that a randomly
chosen message M € Zy is a square modulo p is 1/2 4+ 1/(2¢) and a similar consideration
holds modulo ¢q. Hence, the probability that a given M is a square modulo both p and g,
and hence modulo N, is negligibly higher than 1/4. More precisely, there are about N/4
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many messages M € Zy, which are squares modulo N. Therefore, there are also about
N/4 many messages M’, such that M := —M’ is a square modulo N. Consequently, the
probability that for a randomly chosen message M, both M itself and its additive inverse
—M are both quadratic non-residues is about 1/2.

Hence, with probability negligibly lower than 1/2, a message M chosen uniformly at ran-
dom from Zy cannot yield Equation (2.64). In this case, the set Qi@) (S) contains at most
one pair (v, z) from g ( ). This identifies the correct pair (y.,d;). O

The result from Lemma 2.35 shows that the correct pair (y, d;) can be recovered with probability
negligibly far from 1/2, if M is chosen uniformly at random and the values y}_,, i, and l;_; are
known. The results gathered so far allow for the following inductive algorithm.

Algorithm 2.36: Attack on Left-To-Right Repeated Squaring, LSB Version

Input: Access to Algorithm 2.16, n the maximal length of the secret key d, e the RSA public key

Output: d with probability at least 1/4.

# Phase 1: Collect Faulty Outputs

1 Set c:=n-log(2n)

2 Choose M € Zy uniformly at random.

3 Create c faulty outputs of Algorithm 2.16 on input M by inducing faults according to Fault
Model 1.7 into the intermediate variable y/ at random iterations.

4 Collect the set S = { S | M the input to Algorithm 2.16 and S a faulty output}.

5 Compute the correct signature S = M9 mod N by not inducing a fault into Algorithm 2.16

# Phase 2: Inductive Retrieval of Secret Key Bits

6 Set Y = {(S/M mod N, 1)} holding the element (yg,lo(d))

7 For s from 1 to n-2 do

8 Set Y':={}

9 For all verified/ “known” candidates (y._;,ls—1(d)) in' Y do
10 For all x € {0,1} do
11 For all e = 42 with 0 < b < n do
12 For all S € S do
# Compute a solution candidate ~y for y,’ using A and B according to Lemma 2.27
2
. Yeo1 —(2k+1
13 Set A := 2 <2k+1> > - ) mod N.

S
£2 2 mod N.

(W
14 Set B ::2;) <2k> (T\E)

15 Set v := (W—B>/AmodN

# Verify the solution candidate using Test 1 according to Definition 2.30

16 If (y-M)2 =y, | mod N then add (v,ls_1(d) + 2° - x) to the set Y’
17 Set Y :=Y’

# Phase 3: Inductive Retrieval of the Most Significant Key Bit

18 For all verified/ “known” candidates (y/,_,,In—2(d)) in Y do

19 Set d :=l,_o(d) +2"1

20 If M9¢ =M mod N then output d

21 Output FAILURE
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Algorithm 2.36 is similar to the attack algorithms presented in previous sections. It tries to
recover the bits of d one by one starting from the least significant bit.

As previous algorithms stated before, Algorithm 2.36 has been abbreviated in one minor detail.
We base the success probability and, more importantly, the expected running time of Algorithm
2.36 on the fact that the occurrence of special solution candidates allow the adversary to factor
N easily, thus rendering the remainder of our attack algorithm needless (see Lemma 2.31, Part
4, Lemma 2.32, and Lemma 2.33). However, we have omitted any checking procedures, which
might detect the occurrence of such a special case when stating Algorithm 2.36 above. First, we
do not expect such special cases to occur with non-negligible probability, hence, an adversary
may rely on the fact that these cases do not occur. Second, we are confident that omitting these
details add to clarity at negligible loss of completeness.

The following theorem summarizes the results of this section, showing that Algorithm 2.36
successfully recovers the secret key d in expected polynomial time.

Theorem 2.37 (Success and Running Time of Algorithm 2.36).

Let N = p-q be an n-bit RSA modulus. Given n -log(2n) faulty signatures S for some message
M, chosen uniformly at random from Zy, the secret exponent d can be extracted from Algorithm
2.2 with probability at least 1/4. The probability is over the location of the register faults and
the random message M € Zy. The algorithm’s running time is dominated by the time it takes
to perform O(n?log(n)) full modular exponentiations modN.

Proof:
We will investigate the costs of all of the three phases of Algorithm 2.36 separately.

Phase 1. In the first phase, the total costs are fixed. Here, ¢ = n -log(2n) full modular
exponentiations must be performed, each of which is subject to a fault induced by the
adversary. This is followed by one full modular exponentiation, where no fault is induced,
which is used to derive the correct signature S.

Phase 2. In Phase 2, we first count the number of operations required for each iteration of
Lines 10-16. Here, we have 3 nested loops, which loop through all possible tuples (z, ¢, S ).
Therefore, the computations in Lines 1316 have to be performed at most 2 - 2n - ¢ times.
The computation of A, B, and = can be performed using Algorithm 2.28 in the time
required to perform 7 full modular exponentiations. This has been shown in Lemma 2.27.

The computations in Line 16 require one multiplication, one squaring, one comparison, and
one set operation. For the set operation, the insertion into a set may be assumed to require
logarithmic time in the number of elements already present in the set (using a standard
binary search tree structure). However, Lemma 2.33 combined with Lemma 2.35 show that
Y’ may contain at most 4 elements. This holds since there are at most 2 possible values
for x, and also for [;_; 4+ 2°x, and at most 4 possible values for v = +y! - M% =% mod N,
which may satisfy Test 1 and only one choice of (y}_,,l;_1(d)), which satisfies Test 2. If
more values are present, N can be factored according to Lemma 2.33, which instantly
terminates our algorithm. Therefore, the cost of the set operation can be neglected. The
remaining costs can easily be bounded by the cost of one full modular exponentiation.

Therefore, for each pair (y,_,,l;—1(d)) € Y, the Loop of Lines 10-16 accounts for at most
32-n-c= 0O(nc) full modular exponentiations.
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The computation for one given pair (y,_,l;—1(d)) € Y, which is done in Lines 10-16,

computes the set QZ-(l) (S) defined in Definition 2.30. We know by Lemma 2.33, that QZ-(l) (S)
contains at most 4 different combinations (v, ), unless N can be factored. Hence, the set
Y’ contains at most 4 elements. However, we have seen in Lemma 2.35 that if Y contains
4 elements, only 1 of them can yield a non-empty set Y’. This depends on the choice of
M, which has to be a quadratic non-residue modulo N, as well as —M. Since M is chosen
uniformly at random in Line 2, this happens with probability 1/2. We only claim that our
algorithm is successful in this case. Hence, the set Y may be at most of size 4 in any round.
This implies that in each iteration of the loop of Lines 7-16, at most 4-32-nc = O(nc) full
modular exponentiations have to be performed. Since we have n — 2 rounds of the main
loop, Lines 7-16, we have a total of at most

128 - nc - (n —2) = O(en?) = O(n®log(n))

full modular exponentiations.

Phase 3. In Phase 3, there are at most 4 pairs in the set Y, all of which are being tested.
For each of these 4 pairs, one exponentiation (of 2%), one multiplication, and one addition
has to be performed in order to compute d. Then, a multiplication and a full modular
exponentiation tests the derived value for d. This requires at most 4-2 = O(1) full modular
exponentiations.

Summary. Adding up the results for the three phases, we can conclude that Algorithm
2.36 runs in the time required to compute at most O(n?log(n)) full modular exponentia-
tions or full modular exponentiations with the ability to induce faults.

Correctness. We have seen in Lemma 2.27 that the correct value y/ is computed in Line
15, if the correct values i, M, S, Yi_q, li—1, d;, and e; are used to compute A, B, and 7. We
assume by induction that eventually, one of the values from Y represents (y!_,li—1(d)).
We test all possible values for  and ¢, i.e., at one time, we also test d; and e;. The correct
values for ¢ and M are obviously given at all times. However, in order to guarantee that
the correct value y, is ever computed, we rely on the fact that there is a faulty signature
S e S, such that S = (yi+e)* - M'%(4) mod N. We know that this assumption is justified
with probability 1/2 according to Fact 2.4. We do not claim that our algorithm succeeds
otherwise. Since the correct values for v =y, and = = d; satisfy Test 1 performed in Line
16, we know that (y/,l;(d)) € Y'. This ensures that the correct values (y,,_o,ln—2(d)) are
tested in Phase 3. Here, we exploit the fact that d,, 1 = 1. Hence, d = 2"~ ! +1,,_o(d).
Therefore, the algorithm will output d with probability 1/2 given the fact that both M
and —M are quadratic non-residues modulo N.

Since the polynomial running time depends on the message M, which satisfies the condition
that both M and —M are quadratic non-residues modulo N with probability 1/2, we
may conclude that Algorithm 2.36 recovers d in the time required to perform O(cn?) =
O(n3log(n)) full modular exponentiations or full modular exponentiations with the ability
to induce faults with probability 1/4. O
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In practice, Algorithm 2.36 can be enhanced in several ways, e.g., exchanging Lines 13-14 with
Line 12 increases the speed. However, this enhancement is only of practical interest, since it only
lowers the constants hidden in the O-notation. Compared to the original attack due to Boneh,
DeMillo, and Lipton on the right-to-left repeated squaring algorithm (see Theorem 2.15), our
algorithm requires the same number of modular exponentiations (assuming m = 1). Therefore,
the susceptibility of both variants of repeated squaring to fault attacks is the same. We have
only presented an attack with the same running time for m = 1, for m > 1, the attack has to
be adapted, or the slower attack starting from the most significant bits presented as Algorithm
2.21 has to be used.

Remark. In this section, we have assumed that m = 1, hence, that ¢ = n - log(2n) and every
iteration ¢ in Algorithm 2.16 has suffered a fault with probability 1/2. However, it should be
clear that a similar analysis would also show that our algorithm can be modified to work with
larger values of m. This is desirable, if an adversary can only induce a limited number of faults
into Algorithm 2.16.

2.3. Concluding Remarks and Open Problems

In this chapter, we have presented the important algorithm of Boneh, DeMillo, and Lipton,
starting off research in the area of fault attacks. We have identified two minor flaws in the
original attack presented in [BDLO1], which could easily be fixed. Afterwards, we have solved
the open problem of transferring the attack on the right-to-left repeated squaring algorithm to its
twin, the left-to-right repeated squaring algorithm. We have presented two different approaches,
one starting from the most significant bits (in Section 2.2.1), and one starting from the least
significant bits (in Section 2.2.2). Both attacks show that the left-to-right repeated squaring
algorithm is susceptible to fault attacks in the same manner and at the same computational
costs as the right-to-left repeated squaring algorithm. Here, we have seen that for our analyses,
the LSB recovery strategy presented in Section 2.2.2 is asymptotically faster than the MSB
recovery strategy.

However, our attacks have only been analyzed for the special case of RSA moduli N, which
ensure that —1 is a quadratic non-residue modulo N. Since strong primes, which ensure that
(p —1)/2 and (¢ — 1)/2 are primes, are often recommended for use for RSA, and this choice
ensures the assumed property of N = p - ¢, our constraints are reasonable. However, we would
like to emphasize that our attack algorithms also worked for randomly chosen primes p and ¢
in numerous experiments. However, proving the success probability for general RSA moduli
N still is an open problem. Our analyses heavily depend on Lemma 2.19, which ensures that
congruences of the form z? = y? mod N allow to factor N unless z = 4y mod N. Certain
results from Schnorr [Sch96] indicate that this property can be generalized to allow to state
more general proofs. However, our goal to show that the attacks from [BDLO1] can be applied
to the left-to-right repeated squaring algorithm does not require this generalization.

Remark. Similar to the original attack on right-to-left repeated squaring as presented in
[BDLO1], we have assumed in our attacks that both the message M and the decryption ex-
ponent d were chosen at random. However, we agree with the remark of Boneh, DeMillo, and
Lipton [BDLO1, p.110], that it should be clear that heuristically, our algorithms will work for

FAuLT ATTACKS AND COUNTERMEASURES



2.3: CONCLUDING REMARKS AND OPEN PROBLEMS 71

almost any set of chosen messages and any secret key d. Especially, this holds for secret keys d
corresponding to low public exponents, such as e = 216 + 1.

Martin Otto, Dissertation, December 2004



72 2. NEwW ATTACKS ON PLAIN RSA

FAuLT ATTACKS AND COUNTERMEASURES



3. A New Countermeasure Against Attacks on
CRT-RSA

In the last section, we have presented attacks on RSA with a standard variant of repeated squar-
ing, which is the classic method to perform modular exponentiations. It has been shown that
these variants are susceptible to fault attacks. In this section, we will investigate another method
for modular exponentiation in RSA, CRT-RSA. On small mobile devices such as smartcards,
time is of much greater importance than on desktop computers. Here, even small speedups may
result in an advantage over the products of other vendors, which is of great importance in prac-
tice. For such environments, CRT-RSA offers a faster version of modular exponentiation than
ordinary repeated squaring. Here, the computations are sped up using the Chinese Remainder
Theorem. However, this fast method has been proven to be highly susceptible to fault attacks.
In this section, we will first introduce CRT-RSA and the attack from [BDLO1]. As this attack
is a serious threat to many modern implementations of RSA, one major goal of this thesis has
been to develop a countermeasure, which protects such implementations from fault attacks. In
Section 3.3, we present a modified algorithm for CRT-RSA, which secures CRT-RSA against
fault attacks in the most realistic fault model at the expense of few additional operations.

3.1. CRT-RSA and the Bellcore Attack

In RSA, the modulus IV is the product of two large primes p and q. The main operation, the
modular exponentiation with either the secret or the public key, can be computed modulo N
using repeated squaring in either variant presented in Chapter 2. For an exponent d, this requires
I(d)+v(d) —2 = O(log(d)) = O(log(N)) multiplications, where I(d) = |log(d)] +1 is the binary
length of the exponent d, and v(d) is the binary Hamming-weight of d. The complexity of the
multiplication is usually assumed to be quadratic in the size of the modulus, although faster
multiplication methods exist (for details confer [GG99]). There are several faster methods than
repeated squaring, e.g., using optimal addition chains (cf. [Ott01]), but they are hardly used in
practice. This is mainly due to the fact that computing the optimal addition chain is a hard
problem, considered to be NP-hard (cf. [DLS81]). Moreover, repeated squaring is extremely easy
to implement, and even the optimal addition chain has a runtime of O(l(d)). For an overview
of fast exponentiation methods, confer [Gor98].

Although repeated squaring is not a slow operation in general, its computation time is still
the bottleneck for mobile devices such as smartcards. A user does not tolerate a card with
a noticeable time delay. The solution to this problem given increasing RSA key lengths is to
both incorporate RSA accelerators in hardware (see Figure 1.2 on page 13) as well as to use
the Chinese Remainder Theorem (CRT) to speed up RSA [CQ82]. All speedups are negligible
from the view of computational complexity, i.e., in big O-notation, non of them manages to be
asymptotically faster than log(d) — yet in practice, constants matter much. We present the
CRT-RSA algorithm in the context of RSA signatures, i.e., with the secret RSA key d as the
exponent.
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Algorithm 3.1: CRT-RSA Algorithm

Input: m € Zy the message
Output: s =m9 mod N
In Memory: the secret RSA key d with dy =d mod (p —1) and dq =d mod (q — 1), the RSA
modulus N = p - q, and both primes p and q
15,:= m% mod p
2 Sq:= m% mod q
3 s:= CRT(Sp,Sq)

The CRT combination in Line 3 of Algorithm 3.1 is usually done using Garner’s Scheme [Gar59],
which computes s as

s=5,4+X (5 —Sp) mod N, where X = p- (p~! mod ¢). (3.1)

Note that the value X can be precomputed. As an alternative method to Garner’s Scheme, a
method usually referred to as Gaufi’s Scheme could be used [MvOV96, p. 68]. However, GauB’s
Scheme is computationally inferior and allows the same attacks as Garner’s Scheme.

CRT-RSA is on average four times faster than a single modular exponentiation using repeated
squaring [CQ82]. The reason for the speedup is the decreased length of the modulus, which is
now p or ¢ instead of N, yielding intermediate results which are only half as long as usual.
With classical arithmetic, a speedup of factor four follows directly, but we need to compute two
results S, and §;. Moreover, the exponent d can be reduced modulo p —1 or ¢ — 1, which gives
an additional speedup of 2 on average for random d. The secret key d must be a large number
in order to be secure against a variety of lattice attacks (cf. [BD0O0]). Hence, this yields a total
speed-up factor of 4 on average. Additionally, if the architecture supports parallelism, the two
values S, and S; may be computed in parallel, which adds an additional speedup of factor 2,
yielding a total factor of 8 in this case.

CRT-RSA proved to be highly susceptible to fault attacks. In [BDL97], Boneh, DeMillo, and
Lipton describe an extremely simple fault attack on CRT-RSA. Named the Bellcore attack, this
attack reveals the secret factorization of the RSA modulus N by introducing a single fault. It
requires a signature that is correct modulo one of the secret prime factors of N, but faulty
modulo the other prime factor. This attack is particularly devastating because the type of fault
induced is irrelevant.

The Bellcore Attack. We now describe this attack in greater detail. Assume that “some error”
happens during the computation of S, such that S, - Sp = S, +e(Sp) with e(S,) # 0 mod p.
Here, the fault model for e(S)) is irrelevant as long as Sp # Sp mod p. We have captured this
notion in Fault Model 1.10. While the correct value S, is used, the CRT combination yields a
faulty final signature 5. For § it holds that

Consequently, given a correct signature s, it is obvious that

(s—5)=0modq & qg | (s=3) but
(s—5)Z0mod p = p [ (s—3).
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This fact allows to derive one of the secret prime factors. We have
g=ged(s —§,N).

A.K. Lenstra observed that the attack also works even if no correct signature s is given (cf.
[BDLO01]), using the public key e. We have

q = ged(m — §° N).

The attack described above also works if it is applied at different locations. Due to symmetry, it is
clear that if a faulty value for S, is computed in Line 2 of Algorithm 3.1, we get p = ged(s—3, N).

In the remainder of this chapter, we will refer to Bellcore-like attacks as attacks, which recover
the secret key by inducing just a single fault into some intermediate variable.

Other Bellcore-like Attacks. Attacks during the CRT combination may also yield a non-trivial
factor of N. As a Bellcore-like attack, we consider attacks, which yield a final result, that is correct
modulo exactly one of the two secret prime factors of N and faulty modulo the other. In the
following, we present the results for faults induced into all parameters used in Garner’s Scheme
(3.1). To the best of our knowledge, this summary has not been presented in the literature
before. However, the main ideas have already been described in [ABF02] and [YMHO03]. We
will state success probabilities for all reasonable fault models, i.e., the Single Bit Fault Model 1.7,
the Byte Fault Model 1.8, and the Random Fault Model 1.9. We do not consider the Arbitrary
Fault Model 1.10, since this model does not allow to bound the probability that any desired
value will be created. We also do not consider the Chosen Bit Fault Model 1.6 either, since this
model is too strong. An adversary capable of mounting a fault attack according to this fault
model does not need to create special values, he can always mount an oracle attack. We base
our analysis on the following observations.

Proposition 3.2 (Probability of Special Error Values).
Let x be a faulty variable of mazimal length n = l(x), and let e(x) be the error induced into x.
Let p,q > 28 be two distinct large primes, and let N =p - q.
If e(z) is an error according to the Single Bit Fault Model 1.7, or to the Byte Fault Model 1.8,
then we have
Prob[p divides e(x) and q does not divide e(z)] = 0.

If e(x) results from a fault according to the Random Fault Model 1.9, then

2
Probp divides e(x) and q does not divide e(x)] < .

Proof:

If e(z) results from a bit error, we have e(x) = £2* mod N according to Definition 1.7. As
p | N, we have e(x) = +2% mod p as well. If e(z) = 0 mod p, p must divide 2*. However,
as p is a prime larger than 2, dividing any power of 2 is impossible. If e(z) results from a
byte error, we have e(x) = #b-2¥ mod N according to Definition 1.8. Again, since b < 28,
p cannot divide e(z) mod N. If b = 0, we have e(x) = 0, hence, p divides e(z). However,
in this case, ¢ divides e(x) as well.

Let e(z) be a random fault according to the Random Fault Model 1.9, which takes any
value from {—z,—x +1,...,—x + 2" — 1} with uniform probability. In this case, e(x) can
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take at most 2" /p+1 many values which are multiples of p. By not subtracting the number
of those values, which are also multiples of ¢, we may at most increase the probability.
This yields a probability of at most (2"/p 4+ 1)/2"™ = 1/p + 1/2™. If 2™ > p, this yields
a probability at most 2/p. Clearly, it is less than 2/p, since the value e(z) = 0 does not
yield a desired result. If 2" is smaller than p, then there is at most one multiple of p in
the interval {—z,—z +1,..., —z + 2" — 1}, which is always e(x) = 0. As this is explicitly
excluded, the probability is 0, i.e., less than 2/p. d

Proposition 3.3 (About the Value S, — Sp).
Let N = p-q be an RSA modulus with p < q and l(p) = l(q). Additionally, let d be a secret RSA
key, and let m € Zy be a random message. For S, = m¢ mod p and Sq = m? mod ¢, we have

Prob[(S; — Sp) = 0 mod p and (S; — Sp) #Z 0 mod ¢] <

D=

and  Prob[(S; —Sp) = 0mod ¢ and (S, — Sp) # 0 mod p] = 0.

Proof:

To compute the desired probabilities, we use the fact that S, and S, may be seen as
independent random values. This is justified by the fact that m is random and it is
reasonable to assume that p and ¢ are independent. To be exact, p # ¢ is required for
RSA, hence, p and ¢ are not completely independent, however, this may be neglected. We
have

-1

Q

Prob[(S, — Sp) = k] = Prob[(S; — Sp) =k | Sy = ¢] - Prob[S,; = |
c=0
q—1
= » Prob[(c—Sp) = k|- Prob[S, = (]
c=0
11 1
<g----==
p qg p

We know that (S, —Sp) € {—p+1,—p+2,...,q— 1}, hence, the case where S, — S, # 0
but S, — S, = 0 mod p or S; —S, =0 mod ¢ may only occur at all if |S; —S,| = min(p, q).
If we assume that p < ¢, we may have |S, — S,| = p, and we get Prob[(S, — S,) =
0 mod p and (S; — Sp) # 0 mod ¢] < 1/p and Prob[(S,; — Sp) = 0 mod g and (S; — Sp) #

0 mod p| = 0. O

Now, we investigate attacks on every variable used in Garner’s Scheme (3.1). Some variables
can be attacked successfully with a Bellcore attack.

1. Attack targeting the leftmost S,: Bellcore-like attack is possible. If the leftmost use
of the variable S}, is affected by an induced fault, we differentiate between transient and
permanent errors.

In case of a permanent error, the second use of S, would be faulty as well. This case
represents the same situation as if S;, would have been affected in Line 1 of Algorithm 3.1.
Hence, any nonzero error value allows the Bellcore attack. The probability of inducing a
nonzero error term is 1 in the Single Bit Fault Model, it is 1 — 1/256 in the Byte Fault
Model and 1 — 1/2!() in the Random Fault Model (where we assume that 1(S,) = I(p)).
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In case of a transient error, the final result will be § = s + e(S,). For the Single Bit Fault
Model and the Byte Fault Model, an adversary can easily construct all possible values
even without access to a smartcard. This is possible if he knows the correct signature s.
Moreover, according to Proposition 3.2, there is no bit flip or byte value, which may yield a
value e(S)), which is zero modulo one prime and non-zero modulo the other. Consequently,
we have a zero success probability for a Bellcore-like attack for the Single Bit Fault Model
and the Byte Fault Model. For the Random Fault Model, we have a success probability
of less than 4/ min(p,q) according to Proposition 3.2. This success probability basically
resembles exhaustive trying of divisors of N.

. Attack targeting the precomputed value X: Bellcore-like attack is infeasible. If X is
affected by a fault, the final result is § = s + e(X) - (Sq — Sp). In order to apply the
Bellcore attack, we need that either e(X) is zero modulo exactly one of p and ¢, or that
the difference (S, — S;) is zero modulo either p or g.

In the first case, which states that e(X) must be divided by exactly one of the two secret
primes, we know that the success probability is zero for the Single Bit Fault Model and
the Byte Fault Model. For the Random Fault Model, we have a success probability of less
than 4/ max(p, q). All these results follow immediately from Proposition 3.2.

In the second case, which requires that (S, —S,) = 0 modulo exactly one of the two
primes, every non-zero error term e(X ) allows a Bellcore-like attack. This depends on the
message m. For randomly chosen messages m, the probability is 1/ min(p, ¢) according to
Proposition 3.3.

. Attacks targeting the term (S, — Sp): Bellcore-like attack is possible. If an adversary
targets (S; — Sp), he might either induced a fault into any of the two values S, and S, or
the result. In any case, such a fault yields § = s+ X - ¢, for € € {e(S)p),e(Sg),e(Sq — Sp)},
depending on which of the three values has been hit. In Garner’s Scheme (3.1), we have
X =p-(p~! mod q), hence, X = 0 mod p and X = 1 mod q. Therefore, we always have
§ = s mod p, as any fault is multiplied with zero modulo p. Modulo ¢ however, any nonzero
error will yield a faulty result § £ s mod ¢ unless € = 0 mod ¢. Proposition 3.2 shows that
the condition € = 0 mod ¢ holds with probability 0 for the Single Bit Fault Model and for
the Byte Fault Model, and with probability less than 2/ min(p, q) for the Random Fault
Model. In all other cases, the adversary can recover the factors of N using

p =ged(m — §°, N).

. Attack targeting the computation of X: Bellcore-like attack is possible. As noted
before, X can be precomputed in advance, because it does not depend on the message m.
However, long term memory needs to be specially secured to ensure that the values used
are correct at all times. If one wants to save long term memory and compute X each time
Algorithm 3.1 is invoked, an adversary can try to induce faults into another computation.
In Garner’s Scheme (3.1), the variable p or the computation of p~! mod ¢ can be targeted.
If the final product is affected by a fault, we have the same situation as described above
for a fault induced into X.

If p is faulty, the result is § = s +e(p) - (p~! mod q) - (S; — Sp) in case of a transient fault.
In order to apply the Bellcore attack, an adversary needs to ensure that this term is zero
modulo exactly one of the two primes p and ¢ with a sufficiently high probability. For bit
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faults and byte faults, this is impossible according to Proposition 3.2, for random faults, the
probability is less than 4/p. However, any nonzero e(p) allows a Bellcore attack if (S;—.5p)
is zero modulo either p or ¢. This depends on the message m and it occurs with probability
at most 1/ min(p, q) according to Proposition 3.3. For a permanent error, we get the same
result with § = s+e- (S, —S,), where e = (p+e(p)) - ((p+e(p)) ™ mod ¢) —p- (p~! mod q).

It is more successful to induce faults into p~! mod q. Here, the effect of any nonzero fault

will be eliminated modulo p, as it is multiplied by p. Modulo g, however, p- (p~'modgq + ¢)
will no longer yield 1. Hence, p can be recovered by ged(s® —m, N).

A fault induced into p~! mod ¢ is also successful. If (p~! mod q) is attacked, the final

faulty result is § = s + e(p~* mod q) - p- (Sq — Sp). Therefore, we have § = s mod p and
§ # smod g unless e(p~! mod q) - (S; — S,) = 0mod ¢q. For a random message m, the
probability that (S, — S,) = 0mod ¢ is less than 2/q. This follows from the proof of
Proposition 3.3. Hence, p can be recovered by ged(s® —m, N).

If an adversary cannot target any of the variables precisely, which allow a successful Bellcore
attack, he can run the algorithm multiple times. This approach is successful, as long as any of
the variables, e.g., (S, — Sp) or (p~! mod g), is hit with a sufficiently high probability.

3.2. Countermeasures

All attacks presented in the last section only need a single faulty output § to break the given
instance of RSA. Hence, they are a very dangerous threat to devices using the CRT-RSA scheme.
Because of the speed enhancement of CRT-RSA compared to plain RSA, the scheme has been
widely deployed. Therefore, countermeasures are needed. In the following, we will give a brief
overview over previously proposed countermeasures. We do not consider hardware countermea-
sures, since we aim at algorithmic protection mechanisms.

Full Verification. The most trivial countermeasure is to use full verification of the final result
on the card. Given the public key e, the card could just check whether a computed signature
s satisfies s = m mod N. As long as no correlated faults can be induced, every fault attack
is thwarted by this approach. However, it is only an efficient option if the the public key e is
small. Otherwise, the computation time is doubled and the speed advantage of CRT-RSA is
significantly reduced.

Doubled Computation. Another approach may be to compute a result twice, say s; and s
using the same data. If the two results are equal, s; is returned, otherwise, an error is detected.
However, this approach has two drawbacks. First, the secret key d is usually very large, therefore,
doubled computations suffer at least the same speed slowdown as full verification. Second, if an
adversary manages to induce permanent faults into variables, both computations may use the
same faulty variable and would not detect an error. Such a scenario might occur in the case
of a naive implementation, which computes the message-independent value X used in Garner’s
scheme (3.1) beforehand. If the value p~! mod q is affected by a fault, a faulty value X would
be used twice, yielding the same faulty result. The same considerations apply to schemes, where
a result is computed three or more times to get a majority vote on a correct result.
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Redundant Information. All system parameters are stored in ROM, where physical attacks are
extremely difficult, as only destructive faults may change bits in ROM. However, such faults are
possible and values stored in ROM must be loaded into the CPU before they are used. Hence, it
is always possible that such values are being tampered with. Since all checking procedures must
rely on system parameters, it is crucial to check the integrity of the used parameters during the
computation. If error-correcting codes or CRC sums are used, permanent errors induced into
system parameters can be easily detected. However, this does not prevent transient faults.

Shamir’s Countermeasure. A more sophisticated countermeasure has been described by Sha-
mir at the Rump session of EuroCrypt '97 (cf. [BDLO01]) and in a patent [Sha99]. Shamir suggests
to choose a small random integer r of about 32 bits, which can then be used to verify interme-
diate results with a high probability of detecting all faults. Shamir’s algorithm is presented as
Algorithm 3.4.

Algorithm 3.4: CRT-RSA Algorithm with Shamir's Countermeasure

Input: m € Zy the message
Output: s =m? mod N
In Memory: the secret RSA key d, a random 32-bit integer r, the RSA modulus N =p-q, and
both primes p and q

1 Set dp, :=d mod ¢(pr)
2 Set dgr :=d mod ¢(qr)
35, := m% mod pr
4 S, := mdr mod qr
5 If Sp # Sq mod r then return FAILURE
6 s:= CRT(Sp,Sq)

The additional costs of Shamir’s countermeasure are negligible and the number of undetectable
faults depends on the number r, which acts as a security parameter. An obvious choice for r
is to use a 32-bit prime, which allows to compute ¢(pr) and ¢(gr) very fast. Moreover, d,,
and dg can be precomputed and stored on the card as in Algorithm 3.1. The major drawback
of Shamir’s method is, as already noted in [BDLO01] and [ABF*02], that faults induced during
the CRT step are not checked. This shows that any countermeasure must aim at checking the
final result, it is not sufficient to check intermediate results only. Moreover, an explicit check
yields a single point of failure, where attacks might easily circumvent countermeasures. We
will elaborate more on this subject in Section 3.2.1. In [ABF*02], the authors try to enhance
Shamir’s countermeasure, mainly by adding a large number of explicit checking procedures. In
[YMHO3], however, it was shown that the resulting scheme is still not secure. As a consequence,
a better countermeasure is needed, which protects the CRT step as well. We will present such
a countermeasure in Section 3.3. But before, we introduce “infective errors”.

3.2.1. Infective Errors

The main problem of the CRT-RSA algorithm is the extremely high susceptibility of the algo-
rithm for faults. Any fault, which is induced into either S, or S, allows a complete break of the
given instance of RSA. Hence, it is crucial for the security of the system, that such a situation is
prevented. The aforementioned countermeasures aim at checking intermediate results explicitly
and discarding them in favor of an error message if the check is not satisfied.
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In [YKLMO1b], later published in an extended version as [YKLMO03], Yen, Kim, Lim, and
Moon suggest a different approach. They promote the idea that a computation could ensure
that the CRT computation will only result in values, which are either correct modulo both p
and ¢, or which are wrong modulo both p and ¢, but never wrong modulo only one of the two
primes. Therefore, any error in either S, or S, must “spread” into the other value and “infect”
it with its fault. This is a concept of implicit checking procedures, which was named “fault
infective CRT computation” in [YKLMO03].

Trying to output faulty values seems counterintuitive at first. However, such an approach
might overcome several drawbacks of explicit checking procedures. After all, if every error is
guaranteed to result in an output, which does not leak secret information, such errors, if any,
are good errors.

The main disadvantage of an explicit checking procedure is the fact, that it is usually relied
on to be error-free. However, this assumption is questionable. In Shamir’s countermeasure
presented in Algorithm 3.4, the check in Line 5 usually depends on the zero flag of the CPU.
Hence, an attack must change just a single bit to render this check useless. Although we assume
in this thesis, that an adversary cannot mount two attacks during one run of an algorithm,
the extreme susceptibility of the CRT-RSA scheme suggests to consider attacks, which are
improbable, but may be possible by chance. Moreover, other explicit checking procedures may
be susceptible to timing or power analyses. Infective computations do not raise any of these
doubts. Therefore, they may serve as an excellent replacement for explicit checking procedures.

However, infective computations also have their limitations. They try to randomize the final
result such that the adversary cannot derive any helpful values. However, since infective compu-
tations rely only on the induced error, the “amount of randomness” given by the induced fault
must suffice to randomize the output. If the adversary uses a fault model, which induces errors
from an efficiently sampleable set, e.g., the Single Bit Fault Model 1.7 or the Byte Fault Model
1.8, an adversary may do an exhaustive search for the correct error value. Details about such
an approach will be presented in Section 3.6.

The authors of [YKLMO3] propose two schemes, claimed to be secure against Bellcore attacks.
However, this claim does not hold for either scheme. We will show this for their first proposed
scheme only, since the results carry over to the second scheme as well.

The schemes in [YKLMO3] use two dependent RSA keys, which we will refer to as a “main
key” and a “small key”. The keys are generated as follows:

Protocol 3.5 (CRT-1 Protocol from [YKLMO03]: Key Generation).
System parameters: e Choose two large primes p and q and generate an RSA modulus N =
p-q.
e Fix a bound B < N.
Key generation: e Choose a small RSA key:
e Choose a random r < B and a random e, < B coprime to ¢(N), such
that ged(e, p(N)) = 1.
e Choose d, such that e, - d, = 1 mod (V).
e Choose a main RSA key:
o Letd=d, +r. If gcd(d, p(IN)) # 1 then choose a new small key.
e Otherwise, compute e such that e -d =1 mod p(N).

Public Key: e(e,N)
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The desired advantage of having two RSA key pairs from Protocol 3.5 is that a modular expo-
nentiation can be computed with the small key, where a small public key allows to verify the
computed result very efficiently. Since the main key is related to the small key, the equation
m? = m®*" allows to compute m? from m? quickly as well. Since the verification should not be
carried out as an explicit checking procedure, the authors of [YKLMO03| use these verifications
implicitly to offer infective computations. They propose the following algorithm.

Algorithm 3.6: Infective CRT-RSA Computation, Proposal CRT-1 from [YKLMO03]

Input: A message m € Zy
Output: A signature s = m9 mod N
In Memory: The RSA modulus N, its factors p and q, the small RSA key ((e[,N),d,) and the
integer r
# Preliminaries
1 Set kp := |[m/p] and kq := |m/q]
# Computation of the two signature parts
2 Set Sp = m% mod p
3 Set f := ((Sg mod p) + kp - p) mod g
4 Set Sq := % mod q
# Combination of the signature
5 Set m := (S5 mod q) +kq - q
6 Set s := CRT(S;,Sq) - (M") mod N
7 Return s

It can be easily seen that in a correct computation, we have m = m mod ¢ and m = m in
Algorithm 3.6. Hence, the correct result is returned. If a fault occurs, the idea is that the
final result will be sufficiently randomized, such that an attacker does not learn anything from
a faulty output. To achieve this, the authors claim that an error induced into S, in Line 2 will
spread into S, via 7 and that an error induced into S, in Line 4 will spread into s via m.

However, the concept of infective computations has not been implemented to its full effective-
ness. In particular, the presented scheme does not make all parameters infective. This leaves
Algorithm 3.6 susceptible to an attack that resembles the classic Bellcore attack.

We will now show that both the key generation scheme presented as Protocol 3.5 and the actual
signature scheme presented as Algorithm 3.6 have flaws, which show that both are insecure.

Flaw 1: Publishing Too Many Parameters

In [YKLMO3, p.466], the authors claim that the security of their schemes “does not require
the integers e, and r to be secret parameters.” Unfortunately, this is not true as the following
lemma from [BM04] shows.

Lemma 3.7 (The Parameters e,, And » Must Not Be Public).
Let (e,N) be a public RSA key generated by Protocol 3.5. If e, and r, as defined by Protocol
3.5, are known, the modulus N can be factored in expected polynomial time.
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Proof:

Consider the following set of equations:

d-e=1mod ¢(N)
)

= (dy +7)-e=1mod p(N
= (1+e--7)-e=e mod p(N)
= e-(14+e-1)—e =k -p(N) for some k € N (3.2)

The complete left side of Equation (3.2) is public knowledge, therefore an unknown multiple
of ¢p(N) is known. Once a multiple of () is known, ¢(N) can be computed in expected
polynomial time using a well known probabilistic algorithm, which is briefly described
in [MvOV96, §8.2.2] and in Algorithm 2.12. Given N and ¢(N), the factorization of N
follows immediately since p(N) =N —p— N/p + 1. O

Flaw 2: Generating Insecure Keys

Since publishing the parameters r and e, compromises the security of the proposed system, we
may assume that these parameters are secret. Unfortunately, even keeping these parameters
secret will not secure the proposed schemes. This is due to an inappropriate choice of the two
key pairs. In Protocol 3.5, the “small” RSA key pair is chosen in order to be able to implicitly
check intermediate variables very efficiently. This efficiency is the reason for the insecurity of
the complete key generation scheme.

Clearly, the number of possible keys is extremely limited. Since e, is a small integer and r is
a small integer, there are less than B? many pairs (e,,r) and consequently at most B small key
pairs (e,,d,). The main RSA key (e,d) depends on e, and 7, hence, there are less than B? many
key pairs (e,d). The bound B is assumed to be very small, since it is intended for very efficient
implicit checking of the intermediate parameters. If B is too small, an adversary may be able
to guess the two values r and e, with non-negligible probability. Intuitively, if a cryptosystem
only offers a very small number of key pairs, this property might be susceptible to attacks. In
the case of Protocol 3.5, the system can be broken by lattice attacks. This has been described
by Blémer and May in [BM04]. It follows that given an RSA key (e, N) generated according to
Protocol 3.5, the modulus N can be factored in expected polynomial time if 1+e,. -7 < 1/3- N1/4
and e, < 1/2-¢-N'*. Hence, the keys proposed in [YKLMO3] are insecure. [YKLMO3] proposes
two different schemes, however, both use the same key generation protocol.

Flaw 3: Failure to Protect all Intermediate Variables

We have demonstrated that the key generation process is insecure. However, even if this issue
could be fixed, and two secure pairs of RSA keys would be used, Algorithm 3.6 is not secure.
The algorithm itself is still susceptible to fault attacks. While the computations of S}, and S, are
infective, other values, i.e., k, and ky, are not infective. This fact allows a successful Bellcore-like
attack.

Let us consider the Arbitrary Fault Model presented in Definition 1.10. This assumes a very
weak adversary and it can be replaced by any other fault model. Here, an adversary is assumed
to be able to induce an unknown error into a specific line of code. Let us assume that the attacker
targets the computation of &, in Line 1 of Algorithm 3.6. The only time this variable is used is in
Line 5, hence, we do not need to differentiate between transient and permanent faults in k,. In
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Line 5, k4 is multiplied with ¢, therefore, this term vanishes modulo g. This implies that if & is
faulty, we have m = m mod ¢, but m % m mod p. The final result s = CRT(S), S;) - m" mod N
is therefore equal to m® 1" = m% mod ¢, but not equal to m% mod p. Consequently, we have
q = ged(s® —m, N), which represents the Bellcore attack. The attack also applies to the second
algorithm proposed in [YKLMO03]. This attack does not yield the same result if the value k,, is
attacked, since m is computed modulo q.

Flaw 4: Failure to Protect Against Oracle Attacks

Let us assume again that an adversary is able to induce faults according to the Arbitrary Fault
Model 1.10. Since the values of k, and k; depend on m and a secret factor of IV, this setting
can be used for an oracle attack as defined in Section 1.6.1 together with chosen messages. If
m < p, we have k, = 0. Therefore, an adversary may try to induce a fault affecting the variable
p used in Line 3 of Algorithm 3.6. In this case, any error will be eliminated by the multiplication
with k, = 0. However, we need to ensure that p is attacked after the computation of Sy~ mod p,
which must still be correct. After that computation, p is used last in the second summand in
Line 3, hence, transient errors as well as permanent errors have the same effect. Since a fault
affecting p only yields a faulty value m if m < p, this allows for a binary search yielding p. An
adversary will choose increasing values for m < p until he knows p. For every choice of m, the
adversary induces faults into p in Line 3. If this leads to any faulty behaviour — a faulty result
or an error message — the adversary knows that m > p, otherwise, he knows that m < p. This
allows to recover p using O(log(p)) many runs of Algorithm 3.6 while inducing faults. The same
result also applies to attacks, which try to induce faults affecting ¢ in Line 5.

The proposed attack assumes a weak adversary, since any fault will yield the desired result.
However, an adversary needs to be able to induce O(log(p)) faults in subsequent runs of the
algorithm. He must also be able to choose the input m, which is different from other attacks,
where he is just assumed to know m. Hence, this setting is stronger.

It might be argued that since p is a variable stored in long term memory, it is harder to target
than inputs or intermediate variables. However, since p must be loaded into the CPU at least
once, faults induced into bus lines and cache memory are possible for p and ¢ as well. If the
fault is permanent, however, the smartcard could detect the attack by checking p and g after
their use in Lines 3 and 5.

The proposed oracle attack is also possible if an adversary uses a fault model based on the
random fault type with an asymmetric distribution. Assume that an adversary can induce single
bit faults, such that an affected bit is reset to 0 with a significantly higher probability than set
to 1. In this case, an adversary can target the variable k, at any time prior to its use in Line
3. If m < p, we have k, = 0 and attacks with the asymmetric random fault type will be more
likely to leave k, unchanged than inducing a fault. Several faulty final results collected with the
same setting will allow the adversary to conclude whether a chosen input message m is smaller
than p or not. With an increased number of runs per input, this attack also works if a bounded
number of bits is attacked with an asymmetric random fault type. This result also applies to
k4, and the second scheme proposed in [YKLMO3] is also susceptible to an oracle attack in the
described way.

The proposed binary search approach has been imagined by the authors of [YKLMO03] them-
selves for timing attacks. However, we have shown that this approach is also possible for fault
attacks. A blinding technique suggested in [YKLMO3] as a countermeasure against a binary
search approach for timing attacks does not thwart our fault attack, since the blinding is done
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with a multiple of p or g respectively.

Flaw 5: Failure to Protect the CRT Combination

In [YKLMO03], the authors do not explicitly require m to be computed prior to the CRT combi-
nation. The order of the operations as presented in Algorithm 3.6 is intruding. However, this
leaves the CRT step unprotected. If any attack on the CRT combination yields a value, which
is correct modulo exactly one of the two primes p and ¢, the final multiplication by m" in Line
6 will not prevent an adversary to mount a successful Bellcore-like attack.

In [YKLMO03], the authors promote the use of Garner’s Scheme (3.1) and insist that X =
D - (p_1 mod q) be precomputed and stored on the card. Otherwise, any fault induced into
p~! mod ¢ would allow a successful Bellcore attack. Unfortunately, an adversary may also try
to attack the value S, used in Garner’s Scheme. In this case, a Bellcore-like attack is possible
as well.

Summary. The five flaws presented above show that developers of cryptosystems must be care-
ful not to trade security for efficiency. For fault attacks, one must not rely on any computation
to be immune against fault attacks. In general, any line of code and any variable used may be
affected by a fault. Although Algorithm 3.6 proved insecure against fault attacks, the concept
of infective computations is very promising. Therefore, we will use this concept to develop a
new, secure countermeasure for CRT-RSA modular exponentiations in the following section.

3.3. A New Countermeasure Against Random Faults

The drawbacks of Shamir’s small prime verification countermeasure explained in Section 3.2
and the insecure infective computation approach presented in Section 3.2.1 show that better
methods are needed. As Shamir’s basic idea is very promising, we extend this countermeasure
to the whole CRT-RSA computation. We also use infective computations as introduced in
Section 3.2.1 to eliminate the single point of failure of a checking step. We propose the following
new algorithm, which is secure against the Bellcore attack for the most realistic fault model.
We will prove this claim in the remainder of this section. The results of this section have been
published as a joint work together with Johannes Blomer and Jean-Pierre Seifert as [BOS03].

Algorithm 3.8: Infective CRT-RSA

Input: A message m € Zy
Output: Sig := m9 mod N or a random number in Zy

In Memory: p-ti,q-to,N,N-t;-to,dp,dg,t1,t2, €, and e,
1 Let Sp:= m% mod p - t;
2 Let Sq := m% mod q - tp
3 Let S:= CRT(Sp,Sq) mod N -t - tp
4 Let c; := (m—S% + 1) mod t;
5 Let cp := (m —S®2 4+ 1) mod t»
6 Let Sig:=S"“2 mod N
7 Output Sig
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The basic algorithm for CRT-RSA consists of three steps, the computation of the two parts .S),
and S, and their combination to the signature S using the CRT. We modify the computation
of all three values implementing a variant of Shamir’s idea. Then we introduce a detection
mechanism that is not required to be error free in order to prevent a fault attack on the whole
smartcard. If an error was induced at any step of the algorithm, this countermeasure will
change the final result in a way unpredictable to an adversary. The resulting algorithm looks
extremely simple, but it proves to be very effective in the most practical attack model assuming
the strongest adversary.

Selecting The Parameters. As a precomputation step that can be performed for any smartcard
at production time, generate a valid RSA key with (N,e), N = p- ¢, as the public key and d as
the corresponding private key satisfying e - d = 1 mod (V).

Additionally, select two integers t1 and to of sufficiently large bitlength to withstand exhaustive
search (see Section 3.4.3 for concrete suggestions) which must satisfy several conditions in order
to allow a secure scheme:

t1 and to must be coprime

ged(d, o(t1)) = 1 and ged(d, o(t2)) =1
t1 and t9 are squarefree

t; =3 mod 4 for i € {1,2}

to f X = pt1- ((pt1)~" mod gta)

U L

Note that the use of two small moduli instead of a single one has already been described in
[Sha99] and in [YKLMO3], but for a different use. Let d}, :== d mod ¢(p-t1), dy := d mod ¢(q-t2).
Afterwards, compute two corresponding public keys e;, and e, such that d - e;; = 1 mod ¢(¢;).
Store p-t1, q-t2, N, N -ty -to, dp, dg, t1, t2, €;, and e, on the smartcard. It is easy to see that
the algorithm computes the correct signature if no error occurs. In this case, the two infective
variables ¢; and ¢o computed in Lines 4 and 5 are both equal to 1, hence, Sig = S = m? mod N.

Selecting The Small Primes t; and t5. Let us comment on the five conditions for the small
primes t;:

1. Condition 1 is needed to ensure that the CRT combination of S, and S, works, because it
requires the two moduli to be coprime. There is also a variant of the Chinese Remainder
Theorem, where this condition is not required (cf. [FS02]), however, choosing primes is
practical as we will show later and if both moduli are coprime, the standard CRT can be
used. This is the better choice as it requires a smaller number of modifications of the plain
CRT-RSA algorithm, Algorithm 3.1.

2. Condition 2 is required to ensure that the small keys e;, (i = 1,2) can be generated.

3. Condition 3 must hold, because otherwise the equation m®®: = m mod t; may not hold.
This condition can be further relaxed: we have m®¢: = m already if

ti
ng (m,gcd(tl,m)> =1.

However, we suggest choosing primes for both ¢;.
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4. Condition 4 ensures a good resistance against attacks on the exponents d, and d,. The
security analysis will further explain this condition.

5. Finally, Condition 5 provides security against attacks on the CRT combination (see the
analysis of attacks on Line 3 below).

Summarizing the five conditions, it is an obvious idea to choose both #; and ¢y to be strong
primes. Not all primes satisfy Condition 4. Section 3.3.1 will show that choosing both ¢; to be
strong primes is indeed a useful recommendation.

3.3.1. Efficiency Of The New Algorithm

We will first show that the new algorithm is indeed an efficient algorithm to compute RSA
signatures. The efficiency depends on the keys ¢;. The additional costs compared to the plain
CRT-RSA method are mainly an increased number of operations in Lines 1 and 2 due to the
larger moduli. This increases the size of the exponent and of the intermediate results. They
have to be computed in a larger group now. The additional costs of the CRT (due to a larger
modulus) and the costs of the two modular exponentiations modulo ¢; and t5 (in Lines 4 and
5) do not contribute to the overall costs significantly. If we choose an RSA modulus N of 1024
bits, ¢1 and 9 such that [(¢;) € {60,80}, and assume quadratic time complexity for the modular
exponentiations in Zp;, and Zg,, the savings compared to the plain RSA scheme is lowered
to 1/3 instead of 1/4 for the unsecured CRT-RSA scheme, Algorithm 3.1. In our Algorithm
3.8, the intermediate values are of length about 1/1.7 instead of 1/2 compared to N. For the
next generation of RSA key recommendations, i.e., using a 2048 bit modulus to compare to a
112-bit exhaustive search security level [Kal03], the small primes have to have at least a bit
length of 112 bits, which cause intermediate results to be of length 1/1.8 compared to a 2048-
bit V. This represents a speedup of 3.25 compared to plain repeated squaring. Increasing
bit sizes narrow the gap between the original performance advantage of CRT-RSA and the
performance advantage of the secure CRT-RSA algorithm, Algorithm 3.8. Summarizing the
above considerations, Algorithm 3.8 still offers a significant speedup compared to plain repeated
squaring.

Efficiently Computing t; and t2. For the key generation process, which is usually performed
on the card at production time, we can efficiently find suitable candidates for 1 and ¢5. First, a
valid RSA key pair ((e, N),d) is chosen, with N = p-q. Then the two small moduli ¢; and t, are
generated. We would like to emphasize the fact that neither the algorithm nor the small moduli
impose any restrictions on the choice of the main RSA key, no special structure or generation
process is required. Hence, any valid RSA key pair can be used for ((e, V), d).

We suggest choosing both ¢; as different strong primes, i.e., (t; — 1)/2 are also primes. As
t; < p, q this obviously satisfies Conditions 1, 3, and 4. Condition 2 is not satisfied for a fixed ¢; in
a fraction of about 1/t; cases. Therefore given [(t;) large enough, this probability is negligible.
For randomly chosen t;, the values pt; and gty are independent, therefore (pt;)~! mod gto is
almost uniformly distributed in Zg,. As ty [ pti, this means that the probability that a chosen
ty does not satisfy Condition 5, i.e., to J X = pt1 - ((pt1)~! mod gts), is at most 1/t5. Hence,
we expect very few strong prime choices. Since the density of strong primes is conjectured
to be asymptotically D - z/log?(x) in [HL22], the task of finding suitable t; is easy. Here,
D =~ 0.6601618 is the twin prime constant.
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Moreover, it is also possible to use a modified CRT combination that can handle the case
t1 = to [FS02]. Hence, it suffices to choose a single t. However, as explained above, we choose
two in order to use the standard CRT.

3.4. Security Analysis of the Proposed Countermeasure

All parts of our analysis can be rigorously proved. Only the analysis for one single variable relies
on the following heuristically justified assumption.

Assumption 3.9 (Distribution of Certain Div Operations).
For an RSA modulus N =p-q, d a secret key, m € Zn a given message, t < p a prime, e(-) a
random error as defined above, the value

= (md div (pt + e(pt))) mod ¢

can be seen as a random variable uniformly distributed in Fy.

Clearly, o only has a chance to fulfill the assumption correctly if 2! is a multiple of t. However,
the assumption is justified for other cases as well, because the distance to the uniform distribution
is negligibly small as t < 2!®1).

3.4.1. Undetectable Errors.

For the security analysis, we need to investigate the probability of any induced error to circum-
vent our countermeasure and result in an undetectable error. We are only concerned with errors
that cause the final signature to be correct modulo p but false modulo ¢ (or vice versa), in which
case the classic Bellcore attack can be applied. Otherwise, no exploits of specific errors in a
faulty CRT-RSA signature are known yet. In our analysis, we do not look at combinations with
other side channel attacks like timing or power attacks.

As a consequence, we do not offer a general security proof or security reduction. We do not
claim that the proposed algorithm is secure against any type of fault attack. Research in fault
attacks has not yet been able to establish a mathematical framework to offer complete security
proofs. Therefore, we concentrate on proving that for a given fault model, certain exploits
are no longer possible. We have discussed the current situation concerning the search for a
mathematical framework for fault security proofs in the introduction.

The checking mechanism in Lines 4 and 5 of Algorithm 3.8 is done via a small modulus, hence,
undetectable errors are introduced into the system. However, we will show that the number of
these errors is negligibly small. Therefore, they pose no threat to the security of the system.

An error will slip by Lines 4 and 5 undetected if it is eliminated by the modular reduction. If
S is a faulty value for S, then if S = S + k - ¢1 - t9, k € Z, both modular reductions in Lines 4
and 5 will fail to detect this error and set ¢; = ¢3 = 1. For other values of S, it is S’ % S mod t;
for i = 1 or i = 2. Hence S % m mod ¢;, which in turn forces m — S¢ > 0 mod ¢;. Therefore,
it is ¢; # 1. This observation is independent of the type of error.

We will first determine the probability that an error induced into a specific variable used
in Algorithm 3.8 yields an undetectable fault (Section 3.4.1). This probability depends on the
fault model used, which we will describe in the following. However, this is not enough to provide
security. In Section 3.4.3, we will show that the values ¢; and ¢y must be secret values as well
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to guarantee security. This implies that an adversary must not be able to guess these values
efficiently. For our fault model, we will show that this condition holds.

As the fault model, we assume the Random Fault Model 1.9. Here, the strongest possible
adversary capable of using the bit set or reset fault type stands against the best protected card.
It is therefore the most realistic scenario. We will show the security against Bellcore attacks
using this fault model in the following. For stronger fault models, given by less protected cards,
we can also achieve security. However, such a fault model requires a small modification of
Algorithm 3.8 (see Section 3.6). The Random Fault Model 1.9 assumes that an affected value
x is replaced by a random bit string & = = + e(x) as defined in Section 1.4.3. For simplicity,
we only assume a single fault. However, as long as multiple errors are uncorrelated, the results
are the same. It is virtually impossible to correlate the effects of faults on smartcards that use
hardware countermeasures.

The two special inputs m = 0 and m = 1 will prove dangerous to the algorithm in the presence
of some faults. Later, we will describe several enhancements to our scheme such that also these
two messages cannot be exploited in a fault attack.

In the following analysis of attacks targeting each variable, the term success probability always
refers to the success probability for a random fault induced into the affected variable to result
in an undetectable error such that the Bellcore attack can be applied.

Faults Induced into Line 1 And 2

e Attack targeting the stored variable d,
The success probability for a fault induced into d, is at most 3/t; for messages m #
+1mod ty. This probability is taken over the errors. A fraction of at most 3/t1 of all
messages satisfies m = +1mod t1. The message m = 1 is secure. For other messages
m = £1mod t1, m # 1, the success probability is at least 1/2.

Comment. Although this analysis seems to prove the algorithm insecure, this is not
the case. Any adversary capable of constructing malicious instances of messages, i.e., an
m = £1 mod t1, needs to know ¢;. But this parameter is secret. Hence, the adversary
has no information on how to construct m. Therefore, the best he can do is to randomize
the inputs. And since the number of malicious messages is less than 3/t;, this is a secure
situation.

Proof:

Let m # £1 mod ¢;. Given m, an error e(d,) leads to an undetectable error if
me%) =1 mod ;. (3.4)

We need to analyze how many e(d,) exist at most with (3.4). Consider ged(e(dp),t; —
1). Since t; is a strong prime, we get ged(e(dp),t1 — 1) € {1,2, (t1 —1)/2,¢ — 1}.

Any e(d,) with ged(e(d,),t1 — 1) € {1,2} can be written as e(d,) = 2! - b, b odd and
ged(b,t; — 1) = 1. For these e(d)), (3.4) implies m? =1 mod t;. Next, since ¢; is a
strong prime, the equation 22 =1 mod t; has only the solutions z = +1 mod ¢t;. We
conclude that for m # +1 and ged(e(dp), t1—1) € {1,2}, no error will be undetectable.

Hence it remains to bound the number of e(d,) with ged(e(dp),t1 — 1) € {(t1 —
1)/2,t; — 1} and m®@) = 1 mod t;. The worst case for m is if m(1=1/2 = 1 mod t,,
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in which case any e(d,) with the property that e(d,) is a multiple of (t; —1)/2 leads
to an undetectable fault. Since e(d,) € {—d,,...,2@%)+1 — 1} the number of e(d,)
with ged(e(dp),t1 — 1) € {(t1 —1)/2,t; — 1} is a fraction of at most 2/(¢; — 1) < 3/t;
of all possible e(d,).

Let us now determine the number of messages m = +1 mod ¢;. As the messages are in
Zy, there are at most 2- | N/t; | +2 messages satisfying the condition m = +1 mod ¢;.
This is a fraction of less than 3/t; of all possible messages.

Now let m = 1 mod ¢;. If m = 1, then m®@) = 1 and Sp = 1. Hence, the error has
no effect. Otherwise, every fault will cause an undetectable error, because m®(d) =
1 mod ¢; independent of the error e(d)).

Let m = —1 mod t;. The probability that a random fault causes an undetectable
error is at least 1/2, since every even e(d,) yields m®%) = 1 mod t;. In addition,
if e(dy) is invertible modulo (¢; — 1), the same considerations as above apply. This
increases the success probability further. O

e Attack targeting the stored variable pt;
The success probability for a fault induced into pty is at most 2/t1. This result is based on
Assumption 3.9. The probability is taken over random choices of the error.

Proof:

If the modulus is randomly changed to pti = pt1 + e(pt1), write m? = aq - (pt1 +

e(pt1)) + oy with a1 < pt1 + e(ptq). The correct result S, is now S, = «y - e(pt1) +
a1 mod pty, while the faulty result S}, is @;. An undetectable error happens, if .S,
Sqy mod tq, hence if o - e(pt1) + @1 = a3 mod t;. This is equivalent to « - e(pt1)
0 mod ¢;.

As t1 is a prime, t; has to divide at least one of the two factors. Hence, we need
to compute the probability of 0 = e(pt;) mod ¢; and of 0 = ag = m? div (pt; +
e(pt1)) mod t1. As e(pt1) is a uniformly distributed integer in a contiguous interval
and «g is uniformly distributed by Assumption 3.9, the success probability is at most
1/t; for each factor, and altogether at most 2/t;. This probability is taken over
random choices of the error. O

e Attack targeting m or the exponentiation’s intermediate variable
The success probability for a fault induced during the exponentiation is at most 2/ty for
messages m % 0mod t1. This probability is taken over the errors. For messages m =
0 mod t1, all faults yield an undetectable error. A fraction of at most 1/t1 of all messages
m satisfies m = 0 mod ty.

Comment. There are many possible ways to compute m% mod pt;. Algorithm 3.10
presents a timing and simple power attack secure version of the well-known square-and-
multiply algorithm (cf. [Cor99], [CKNO00]). The result holds for other exponentiation
algorithms as well.
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Algorithm 3.10: Left-to-Right Square-And-Multiply-Always, Variant 2

Input: A message m € Zy, a secret key 3 < d, where I(d) denotes the binary length of d,
i.e., the number of bits of d, and a modulus pt;

Output: m? mod pt;
# init

1 Set y := m? mod pt;
# main

2 For i from I(d) — 2 downto 1 do
3 Setyg:=vy

4 Set y; :=y-m mod pt;

5 Sety:= ygi mod pty

6 Set yg :=vy

7 Set y1 :=y-m mod pt;

8 Set y := yqg, mod pt;

9 Output y

Again, some messages are malicious, but similar to the reasoning before, the adversary can
gain no advantage from this fact as he cannot choose m accordingly. Faults induced into
1o and y; resemble the same situation — if they get incorporated into the computation
at all. If the modulus pt; is affected by a fault during the exponentiation, the resulting
scenario is equivalent to that analyzed above for a fault targeting pt; directly.

Proof:

If Algorithm 3.10 suffers a fault at the time when i = [, and the intermediate value y
is altered, we have S}, = (y + e(y)? " -m¥ for w = Zi;} d; -2'. Hence messages m =
0 mod ¢ lead to S;, = S, mod ¢; and to an undetectable error in Line 4 of Algorithm
3.8. There are at most 1/¢; of all possible messages satisfying this condition.

For messages m # 0 mod t1, we analyze the probability of (y+e(y))2171 = (y)2l71 mod
t. First consider the case (y + e(y)) = 0 mod ¢;. This implies (y)'~! = 0 mod t; as
well. Since y is of the form m?® for some x, this in turn implies m = 0 mod ¢, which
is impossible.

From now on we assume y + e(y) # 0 mod t1. Then (y + e(y))? ' = (y)2 ' mod ¢,
implies 1 = (y/(y + e(y)))? " mod t;. Since ¢; = 3 mod 4, this is equivalent to
1= (y/(y + e(y)))?, which in turn implies £1 = (y/(y + e(y))). For any fixed y, there
are exactly two choices of e(y) that satisfy this equality. Hence, in case m # 0 mod t;
we can bound the success probability by 2/t;. O

e Attack targeting the result S,
The success probability for a fault induced into S, is at most 1/ty for messages m # 0, 1.
Again, the probability is taken over the error.

This case will be analyzed while considering attacks on the CRT combination in line 3.

Faults Induced into Line 3

Line 3, the CRT combination, may also be successfully targeted in an attack. We assume that
S =8,+X(S;—Sp) mod N -t; -t with X = pt1-((pt1)~* mod gt2). Here X is a precomputed
value stored on the smartcard.
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e Attack targeting the result S, or the two addends S, and X - (Sq — Sp)
The success probability for a fault induced into S, Sp,, or X - (Sq — Sp) is at most 1/(t; -
ta). The probability is taken over random errors only, it is independent from the chosen
message.

Proof:

If the result S is faulty, then S’ = S+e(.S). This would circumvent the countermeasure
iff €(S) = 0 mod t; for both i. Because both ¢; are different primes, this means that
e(S) = 0 mod ¢; - to must hold. As the error e(S) comes from a contiguous interval,
this probability is at most 1/(¢1 - t2). The same result holds for faults induced into
the two summands S, and X - (S, — Sp). O

e Attack targeting X
The success probability for a fault induced into X is at most 1/(t1 -t2) for all but a fraction
of 2/ min(ty,ta) messages. This probability is taken over random choices of the error.

Proof:

The proof is very similar to Proposition 3.3. Assume that an adversary induced a
fault into the value X in the CRT combination S = S, + X - (S, — Sp) mod Nt to
with X = pt1 - ((pt1) ™! mod gt3). X is assumed to be precomputed and stored on the
card. A random fault induced into X will result in a faulty value S instead of S:

S = S,+X-(S;,—8,) +e(X)- (S, — Sp) mod Ntyty
= S+e(X)-(Sy—Sp) mod Ntita,

with e(X) € {-X,...,2%¥) —1 — X}. The additional term is the induced error.
The countermeasure of Algorithm 3.8 will fail to detect this fault iff the addend is a
multiple of both ¢; and to, i.e. if ¢ - ta]e(X) - (S; — Sp) mod Nt ta because both t;
and to are different primes. The latter property also implies that at least one of the
factors must be a multiple of ¢; and one (possibly the same) a multiple of ts.

As we consider the security independent from the adversary’s choices for m, we first
assume that neither ¢; nor ty divides (S, — Sp). As e(X) is an equally distributed
value from a consecutive interval, and t; and ¢, may be seen as independent values,
the probability for t1]e(X) and t2|e(X) is at most 1/(t; - t2).

For the message dependent question whether any of the primes ¢; divides (S, —S,),
let S, := ¢ be fixed first (with 0 < ¢ < gt2). In this case, there are pt; integers in
[c—pt1+1,¢c]. Of these numbers, only multiples of ¢; are counted. Hence, there are at
most |(pt1)/t1] = |p] many such integers. Therefore, the probability of getting such
an integer is less or equal to p- 1/(pt1) = 1/t;. If we now count the overall number
of possible integers for all choices of ¢, we determine

Pr[(Sq — Sp) =k - 1]
qta—1

= Z Pr[(S; —Sp) =k -t1]S; = ] - Pr[S, = (]
c=0

qta—1

= Z Pri(c — Sp) = k - t; for some k] - 1
= qt2
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As the same consideration holds for ¢5, we have a maximum of 2/ min(¢1, t2) messages
where the probability that a random error is not detected is significantly higher than
1/(t1 - t2). Moreover, the error e(X) also needs to be a multiple of either p or ¢ in
order to apply the Bellcore attack. O

Comment. As with attacks on d), the adversary has no information on how to construct
a message that yields S, — 5, to be a multiple of ¢1, 5 or both. His best choice is to choose
random messages, which only gives him a negligible success probability. Hence, this attack
is not promising to an adversary.

e Attack targeting S, or Sq or (Sq — S;)
The success probability for a fault induced into Sy, or Sy is less than 1/ty. This probability
1s taken over random choices of the error only.

Proof:

If an adversary targets either S, or S, in the second summand, the output of the
CRT combination is S = S + ¢(S,) - X (or e(S,) respectively). This results in an
undetectable error if t1 - ta]e(Sp) - X. As t; and tp are primes, this means that both
t; have to divide at least one factor. As t; always divides X = pty - ((pt1)~! mod gts)
and ¢y never divides X by Condition 5, this may only happen if ¢5|e(S,). Because
e(Sp) is uniformly distributed over an interval of consecutive numbers, the success
probability is at most 1/t3. The same reasoning holds for (S, —S,). O

Comment. If ¢5 is not chosen carefully to prevent ¢5]|X, the success probability is in-
creased with the probability to meet t2|X. This is independent from the error, therefore
any error e(Sy) # 0 would be harmful. This explains Condition 5 of the condition list for
selecting t1 and to.

Faults Induced into Lines 4 — 6

We also need to investigate the possibility to induce faults into the detection mechanism, Lines
4 — 6. But faults occurring during the computation of ¢; are in vain unless another fault has
been induced already. If a random fault is induced into a correct ¢;, we have ¢; # 1 and the final
signature will look like a random value, i.e., be unpredictable. The same consideration applies
to Line 6.

3.4.2. Excluding the Two Messages m = 0 and m = 1.

The analysis shows that choosing m € {0,1} leads to a malicious message as m = 0,1 mod t; in
these cases as well. The choice m = 0 or m = 1 is useful for an adversary in attacks targeting
m, the values S, or Sy, or the intermediate results of the exponentiation. Therefore, these
two messages must be treated separately. For all other cases, the adversary’s ability to create
malicious messages implies knowledge about t;. As we assume these parameters to be secret,
the adversary has no better choice than to choose m at random. This leaves him with a success
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probability of at most 1/¢;. Hence, t; is a security parameter and can be chosen large enough
to effectively prevent efficient attacks.

Now let us explain several methods dealing with the case m € {0,1}. The first method is to
use padding schemes. In fact, almost any padding scheme, deterministic or randomized, will
ensure that m = 0 and m = 1 will either not be signed at all or will only be signed with
negligible probability. The same effect can be achieved if hashing of the original message is done
on the card and not prior to submitting the hash value to be signed to the card. However, as
explained in the introduction to Chapter 2, most smartcard certification authorities require that
a smartcard implements a pure RSA signature algorithm that is secure without using OAEP or
similar padding schemes.

To avoid padding schemes, one can modify the message used in Lines 1 and 2 in the following
way: In Line 1 one uses the message m, := m +ry-p and in Line 2 the message m, :== m+1r2-q.
Here, 1 < r; < t;, ¢ = 1,2 are fixed numbers. Obviously, it should hold that r; - p mod t; ¢
{—2,—1,...,2}, and for Line 2 equivalently. In this way, the algorithm actually computes
m? mod N. This blinding technique is also useful against other side channel attacks.

3.4.3. Further Security Considerations

Disclosure of most intermediate variables can be used to break the system. Attacks on most
intermediate variables, e.g., d;, or m, have a negligible success probability for almost all messages.
However, there are messages, where an adversary can mount a successful Bellcore-like attack with
extremely high success probability. These messages depend on tq or to, e.g., m = £1 mod t; for
an attack targeting d,, or m = 0 mod t; for an attack targeting m or the intermediate values of
the exponentiation. Therefore, it is crucial to the security of Algorithm 3.8 that no intermediate
variables are disclosed. This does not only hold for the secret randomization parameters ¢; and
t2. As an example, assume that our countermeasure prevents a Bellcore attack on a faulty S,
using ¢; # 1 and ¢o = 1. If ¢ is revealed, we have

ged (mf — Sig®, N) = p.

This also implies that an adversary must not be able to guess the value ¢ - ¢o efficiently. This
requires two conditions. First, the bitlength of the parameters t; must be large enough to defend
against a brute force search on ¢; from Lines 4 and 5 of Algorithm 3.8. Second, the number of
possible values for ¢; must be large enough. Since Algorithm 3.8 is deterministic, every possible
error value for a specific affected variable will yield exactly one value for ¢; and (possibly) co.
Since we assume the Random Fault Model 1.9, we assume random errors. Since no variable
has less than | := min(I(t;),(t2)) bits, this guarantees that at least 2! different error values
occur. Since no operation maps large quantities of different values to single values, the number
of possible values ¢; is also about 2! or more. Hence, an adversary cannot guess any value ¢; - ¢
with a non-negligible probability. However, we will show in Section 3.6 that this no longer holds
for bit or byte errors.

The length of the two parameters t; should be as small as possible to ease the cost of com-
putation, but it must be large enough to guarantee security. Section 3.4.1 shows that the most
promising attacks succeed with a probability of at most 3/ min(¢1,t2). Hence, both t; and ¢ must
be large enough to ensure that attacking the scheme succeeds only with negligible probability.
The definition of “small” and “negligible” will have to be adapted to the actual implementation
of a system using our algorithm. If we assume a very high level of security, we will demand a
security of 289 i.e., I(t;) > 80. Less conservative security considerations may allow to reduce
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this bound. Practical applications may only need to guarantee the security of the signature key
for a small time like 2 years — today’s credit cards incorporate the same security feature. In
cases like these, [(t;) = 60 seems to be secure (the SETI@home project as one of the largest open
attacks achieved about 2%1 operations until 2002 [SET02]). If less powerful attacks are assumed,
this level might be lowered even further.

3.4.4. Summarizing the Results.

‘ Fault Attack on ‘ Probability of the Attack ‘

Line 1 3/ min(t1,t2)
Line 2 3/ min(tq, o)
Line 3 2/ min(tq,t2)
Line 4 0 in our fault model
Line 5 0 in our fault model
Line 6 0 in our fault model

Table 3.6.: Summarizing the success probabilities of a fault attack adversary

Table 3.6 shows the most successful attack scenarios on each line of Algorithm 3.8. Summarizing
the results of this section, the probability to induce an error that can fool our countermeasure
and still break the system by the Bellcore attack is negligibly small if the bitlength of t1 and ¢ is
large enough. Additionally, in the real world various randomization strategies are applied on the
card to counteract other side-channel attacks. These measures show that malicious messages,
which have been shown to exist for some attacks, are virtually impossible to create.

3.5. Adapting to Other Fault Models

In this section, we will investigate the security of Algorithm 3.8 against stronger fault models,
namely the Single Bit Fault Model 1.7 and the Byte Fault Model 1.8. First, we will analyze
the probability of inducing undetectable faults into any intermediate variable, similar to Section
3.4.1. We will show that our algorithm actually detects almost all bit and byte faults. After
this, we will investigate a major weakness of the original Algorithm 3.8 in the presence of bit
or byte faults. We will fix this problem, and show that Algorithm 3.8 can also be used against
these stronger fault models with minor modifications in Section 3.6.

3.5.1. Undetectable Faults in the Single Bit Fault Model

Similar to the analysis in Section 3.4.1, we present in this section the results for induced bit
errors according to the Single Bit Fault Model 1.7. In this model, the effect of a fault induced
into a variable x is modeled as # = x 4 2% with 0 < k < I(x). All probabilities stated in the
following will be over random choices of k£ and the sign of k. The term success probability always
refers to the success probability for a bit fault induced into the targeted variable to result in an
undetectable error such that the Bellcore attack can be applied.
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Faults Induced into Line 1:

e Attack targeting the stored variable d,
The success probability for a fault induced into d, is 0 for messages m # £1 mod t1. This
probability is taken over the errors. A fraction of at most 3/t1 of all messages satisfies
m = £1mod t;. The message m = 1 is secure. For other messages m = +1 mod tq,
m # 1, the success probability is at least 1/2.

Comment. Once again, the adversary has no better choice to choose his inputs than to
use random messages. Otherwise he would have to know ¢, which we assume he does not.

Proof:
The analysis of this error scenario is completely analogous to the random error fault
presented in Section 3.4.1, but the case ged(e(dp), p(t1)) = ged(£2F, ¢, — 1) € {(t; —
1)/2,t; — 1} is impossible since (¢; — 1)/2 is assumed to be a prime larger than 2.
The case ged(e(dy), ¢(t1)) € {1,2} yields a non-negligible success probability for at
most 3/t; of all possible messages m. O

e Attack targeting the stored variable pt,
If a random bit fault is induced into pty, such that pty is changed to pt1 2%, an undetectable
error requires that m® div (pt; +2%) =0 mod 1.

Comment. Although this case cannot be reduced to Assumption 3.9, the adversary has
no prospective chance to construct any message that might be malicious as he neither
knows p, t or d nor has he any control on the location of the induced bit. Therefore,
his best chance is to use random messages. This leaves him with a negligible success
probability.

Proof:
If the modulus is randomly changed to pt] = pt; £ 2k 0 <k < l(pt1), consider
writing m? = ag - (pt; £ 2F) + a1 with aq < (pt; + 2¥). The correct result S, is
now S, = o - (iZk) + a1 mod pty, while the faulty result SI’, is ;. An undetectable
error happens, if S, = S, mod t;. This is the case if oy - (i2k) + a1 = ap mod tq,
ie. if ag- (£2F) = Omod t;. As ged(ty,+2F) = 1, this happens only if oy =
m? div (pt; +2%) = 0 mod ;. O

e Attack targeting m or the exponentiation’s intermediate variable
Any random bit fault induced during the exponentiation that causes an intermediate value
y of Algorithm 3.10 to be changed to y+2F must satisfy the equation £2% = —2y mod t; to
induce an undetectable error. For messages m = 0 mod t1, all faults yield an undetectable
error.

Comment. The probability that a given message creates an intermediate value y such
that the above equation has a solution for k is extremely small. The fraction of messages
of the form m = 0 mod t; is at most 1/¢; of all possible messages. In addition, the
adversary cannot construct malicious messages, because he has no information about ¢1.
His best choice is to choose random m for input. Therefore, his probability to induce an
undetectable error is negligible.
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Proof:
If Algorithm 3.10 is attacked at the time when ¢ = [, and the intermediate value y is
altered, we have S, = (y £ 2’“3)2lil -m¥ for w = Y"'"1d; - 2" and 0 < k < I(y). Hence
messages m = 0 mod ¢; lead to S, = S, mod ¢; and to an undetectable error. There
are at most 1/t of all possible messages satisfying this condition.
For messages m # 0 mod 1, the condition (y & 2¥) = 0 mod t; is impossible (see the
analysis of random faults).

From now on we assume y & 2% % 0 mod ¢;. Then (y +25)27" = ()2 mod t;
-1
implies 1 = (y/(y + Zk))2 mod ¢;. Since t; = 3 mod 4, this is equivalent to 1 =

(y/(y:t Qk))2. This implies +1 = (y/(y + Zk)) For any fixed y, +£2F = 0 mod t;
implies that 2¥ = 0, which is impossible. Therefore, an undetectable error only
happens if £2F = —2y mod t;. O

e Attack targeting the result S,
The success probability for a fault induced into Sy, is 0 for messages m # 0,1.

This case will be analyzed while considering attacks on the CRT combination in Line 3.

Faults Induced into Line 3:

e Attack targeting the result S, or the two addends S, and X - (S, — S))
The success probability for a fault induced into S, S, or X - (Sq — Sp) is 0.

Proof:

If the result S is faulty, then S’ = S 4+ 2%, 0 < k < I(S). This would pass by the
detection iff £2¥ = 0 mod ¢; for both i. The analysis of a fault induced into m in
Line 1 has shown that this is impossible. With the same argument, faults induced
into the two summands S, and X - (S; — Sp) will always be detected. O

e Attack targeting X
The success probability for a fault induced into X is O for all but a fraction of at most
1/(t1 - t2) messages. This probability is taken over random choices of the error.

Comment. An attack on X will result in § = S +2%. (S, — S,), 0 < k < I(X). This
may only be an undetectable error if ¢; - t2|(S; — Sp). The number of possible messages
satisfying this requirement is smaller than 1/(¢; - t2). A more detailed analysis has been
presented in Proposition 3.3. For this case both t; and ty have to divide (S; — S,). In
addition, the added error also needs to be a multiple of either p or ¢ in order to allow a
Bellcore attack.

As with faults induced into dj,, the adversary has no information on how to construct a
message that yields S, — S, to be a multiple of ¢1, t3 or both. His best choice is to choose
random messages, which only gives him a negligible success probability. Hence, this attack
is not promising to an adversary.

e Attack targeting S, or S, or (Sq — Sp)
The success probability for a fault induced into S, or Sy is 0.
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Proof:

If an adversary hits either S, or S; in the second summand, we have S =5+
2k . X. This causes an undetectable error iff to| X, since t; always divides X =
pt1 - ((pt1)~! mod qt3). The case to|X is prevented by Condition 5 on the choice of
to. 0

Faults Induced into Lines 4 — 6:

We also need to investigate the possibility to induce faults into the detection mechanism, Lines
4 — 6. But attacks targeting the computation of ¢; are in vain unless another fault has been
induced already. If an error into a correct ¢; is induced, it is ¢; # 1 and the final signature will
look like a random value. The same consideration applies to Line 6.

The two special messages m = 0 and m = 1 need to be excluded from the set of possible
inputs. Here, the same considerations as in Section 3.4.2 apply.

Summary.

The analysis of bit errors is completely analogous to the analysis in Section 3.4. The results
are summarized in Table 3.7. They show that an adversary’s chance of successfully choosing
a random m that satisfies any of these conditions is negligible. The overall success probability
is less than the success probability for random faults. Since faults have to satisfy very special
conditions, bit faults are not the best choice for an adversary, although the Single Bit Fault
Model is a stronger model than the Random Fault Model. In this sense, our countermeasure
protects better against the stronger fault models. However, as we will discuss in detail in Section
3.6, being undetectable is not equivalent to being no threat to Algorithm 3.8.

‘ Fault Attack on ‘ Probability of the Attack ‘

Line 1 3/t
Line 2 3/t2
Line 3 1/(t1 . tg)
Lines 4 — 6 0 in the chosen fault model

Table 3.7.: Summarizing the success probabilities of a fault attack adversary for bit faults

3.5.2. Undetectable Faults in the Byte Fault Model

If an adversary is able to induce faults according to the Byte Fault Model 1.8, he can target any
variable x and change it to a faulty value & = x + b - 2%, where |b| € Zys, 0 < k < I(x) — 7.

‘ Fault Attack on ‘ Probability of the Attack ‘

Line 1 3/t1
Line 2 3/to
Line 3 1/(t1 . tg)
Lines 4 — 6 0 in the chosen fault model

Table 3.8.: Summarizing the success probabilities of a fault attack adversary for byte faults
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The success probabilities for such attacks are completely the same as for bit faults. All
proofs presented in Section 3.5.1 hold for byte faults as well, just replace every e(z) = 2% by
e(z) = b-2F. Therefore, we do not repeat the analysis and simply state the final result in Table
3.8.

3.6. Attacks Against our Proposed Algorithm

Section 3.4 showed that the proposed countermeasure secures the CRT-RSA algorithm against
faults based on the Random Fault Model 1.9. Unfortunately, it does not provide sufficient
security against faults based on the stronger fault models, namely the Single Bit Fault Model
1.7 or the Byte Fault Model 1.8. This has been described in detail by Wagner in [Wag04].
Moreover, another attack has been described in [Wag04]. Although the latter is flawed and uses
a controversial fault model, it offers some insight into the security of our scheme.

3.6.1. Bit and Byte Faults

We have shown in Section 3.4.3 that if ¢; # 1 or ¢co # 1 and the infective value is disclosed, an
attacker can mount a Bellcore-like attack by computing ged(m® — Sig®, N). This yields a factor
of N. For bit faults and byte faults, the number of possible errors is rather small, hence, an
adversary can guess a possible error value e(x), resulting from a fault induced into some variable
x and try to verify his assumption.

As a concrete example, consider a transient fault induced into m according to the Single Bit
Fault Model in Line 1 of Algorithm 3.8. In this case, S, is faulty and S, is correct, hence,
the variable S is faulty. As usual, we denote a faulty S by S. Since S = S mod gto, we
have ¢ = 1. However, a faulty m yields the value S, = m% mod pt;, hence, we have ¢; =
(m —mm + 1) mod t; = 1 — e(m) mod ¢;. This is not equal to 1 mod t1, since t; J e(m) = +2F
for any choice of k£ > 0.

In order to recover cq, consider that for a large fraction of possible bit faults or byte faults,
we have —t; + 1 < e(m) < 0. For bit faults, we may have e(m) = —2% for 0 < k < I(t;) — 1,
for byte faults, we have e(m) =b- 2k for —28 +1<bhb< —-1and 0< k< [(t1) — 8. In this case,
c1 can be recovered by testing all possible values for e(m) according to the chosen fault model.
The probability of inducing such a usable fault is approximately 1/2 - 1(¢1)/l(N) according to
[Wag04], assuming a variant of the Byte Fault Model. The crucial fact exploited by this attack
is that the set of usable errors is efficiently sampleable and highly probable. Hence, an adversary
can perform computations for all possible guesses in polynomial time and he can hope to induce
a usable error after polynomially many attempts. This is fundamentally different from random
faults, where the number of possible faults is too large to be sampled in polynomial time.

Infective computations aim at randomizing the output, but they do not use an own source of
randomness. Instead, they use the random source provided by the error. Consequently, their
effectiveness depends on the quality of the random error source. If the error is truly random,
i.e., uniformly distributed in a large set, a randomization of the final output is possible. Hence,
an adversary using the Random Fault Model, as assumed in Section 3.4, faces a randomized
faulty output, where the infective randomization strategy provides a good randomization. For
all other attacks, which assume errors, that do not represent a good source of randomness,
infective computations will always be insecure. This is what happens for the Bit Fault Model
and the Byte Fault Model, where most of the values e(m) € Z,;, occur with probability 0 and

FAuLT ATTACKS AND COUNTERMEASURES



3.6: ATTACKS AGAINST OUR PROPOSED ALGORITHM 99

only a small fraction occurs with non-zero probability. Any distribution of the error, which is
strongly biased or asymmetric, can be susceptible to the attack described above.

Simple Solution for Attacks with Efficiently Sampleable Errors. A simple solution to this
problem is straightforward. If the adversary can always recover S if a strong fault model is
used, the algorithm must not output a result. Hence, we present with Algorithm 3.11 a simple
countermeasure suitable for bit and byte faults.

Algorithm 3.11: Secure CRT-RSA Algorithm with Explicit Checking Procedures

Input: A message m € Zy
Output: Sig := m9 mod N or a random number in Zy

In Memory: p-t1,q-ta, N,N-t1-tp,dp,dg,t1,t2, €, and ey,
1 Let Sp := m% mod p - t;
2 Let Sq := m9 mod q - tp
3 Let S := CRT(Sp,Sq) mod N - tg - to
4 Let c; := (m —S%1 4+ 1) mod t;
5 Let cp := (m —S%2 + 1) mod t;
6 If (c1 # 1) or (c2 # 1) then output FAILURE
7 Output Smod N

Infective computations have the advantage of replacing explicit checking procedures, which al-
ways pose a single point of failure. However, a weak source of randomness suggests to dispose
of infective computations and return to the explicit checks. Explicit checking procedures are
dangerous only if an adversary can induce two faults during the same run of the algorithm.
Moreover, as explained in Section 1.4, modern high-end smartcards are equipped with a variety
of countermeasures, which allow users to be confident that the strong power of an adversary is
reduced to the Random Fault Model. Algorithm 3.8 is secure in this model.

More Sophisticated Solutions for Attacks with Efficiently Sampleable Errors. However, with
a little additional work, it might also be possible to protect Algorithm 3.8 against bit or byte
faults while still using infective computations. This is a new direction of research, hence, we
will only briefly sketch the ideas here. Since the error does not provide enough randomness to
sufficiently randomize the two infective values ¢y and co, the algorithm needs to acquire another
source of randomness. To show how this can rise the level of security, assume that we have two
random values R{ and Rs.

The attack described above, using the Single Bit Fault Model 1.7 or the Byte Fault Model 1.8
to break Algorithm 3.8, exploits the fact that it can enumerate all possible values of the term
S¢1 mod t; efficiently, if m has been attacked in Line 1. This helps if the resulting value for ¢y is
smaller than ¢, thus, a reduction does not take place. The crucial fact is that an adversary has
a good chance to induce faults, where no modular reduction modulo ¢; occurs. In this case, ¢
can be recovered by testing all possible error values. The same considerations apply for a fault
induced into m in Line 2, however, due to symmetry, we will only describe attacks targeting the
first line.

If the resulting value ¢; > 1 is randomized by a sufficiently large random integer R1, the value
c1 will be a random value as well. In this case, the advantage of the strong fault models 1.7
and 1.8, which provide an efficiently sampleable set of error values, can no longer be used. We
present the modified algorithm as Algorithm 3.12.
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Algorithm 3.12: Secure CRT-RSA Algorithm with Additional Randomization

Input: A message m € Zy

Output: Sig := m9 mod N or a random number in Zy
In Memory: p-ti,q-to,N,N -ty -to,dp,dg,t1,t2, €, €, and two random variables Ry and R»
1 Let Sp:= m mod p - t;
2 Let Sq := m9 mod q - tp
3 Let S := CRT(Sp,Sq) mod N - tg - to
4 Letc; :=(m—S%1)-R; + 1 mod t;
5 Let cp ;== (m —S%2)-Ry 4+ 1 mod ta
6 Let Sig:= S"“2 mod N
7 Output S

It is obvious from Algorithm 3.12, that ¢; = ¢o = 1 if no error occurs. In this case, we have
m—S° =0 mod¢; for i € {1,2}. If both Ry and Ry are random integers with [(t1) = [(t2) bits,
then there are 2(t1)=1) many possible values for Ry and Ry. Consequently, there are 2((t1)=1)
many values for ¢; and co unless m — 5% = 0 mod t. Hence, the values ¢; and ¢y cannot be
recovered using only information about the induced error. In this case, ¢; and co will not be
disclosed unless an adversary has some knowledge about Ri and Ry. Therefore, the attack
described in [Wag04] cannot be applied any longer.

However, randomness is extremely expensive on smartcards. Hence, it is preferable to protect
the CRT-RSA algorithm without requiring random values Ry and Rs, generated freshly for each
run of the algorithm. Consequently, a new idea is to replace the notion of randomness by the
notion of unpredictability. The attack described above requires than an adversary is able to
enumerate all possible values for ¢;. However, if the two factors Ry and Ry are large unknown
values, the adversary loses the information about the set of possible values for faulty ¢ and cs.
This might already be enough to defend against the attack described above. In this case, there
are several possible choices for R; and Rs, e.g.,

e two different fixed random values computed and stored on the card at production time,
o R =Ry =d,
e Ry =p, Ry = ¢ (or any combination of p and ¢),

e Ry =5, Ry =95, (or any combination of S, and S;), or

Ry = H(r1), Ra = H(r2), where H is a cryptographically strong hash function and r; and
ro are any of the values d, S, or Sj.

Since the adversary has no better choice to unveil ¢ and ¢s than to check all possible values from
Zy, or Zi, (depending on which line has been attacked), it should be sufficient to choose R1 = Ra.
Of the above suggested choices for R; and Ro, it is preferable to have Ry and R depend on S,
Sp, and/or S, rather than on other values, because these ensure that the random factors depend
on the chosen message and on the induced fault, for a lot of possible fault locations. However,
the security of Algorithm 3.12 has not yet been proved. It is still an open problem.

3.6.2. Wagner’'s Attack

Another attack has been described in [Wag04]. Although the attack is flawed, we describe the
idea, because it is an interesting approach. This attack relies on a controversial fault model,
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however, if this attack was successful, it would render the use of Algorithm 3.8 useless as a
countermeasure. The fault model proposed in [Wag04] uses an extremely asymmetric error
distribution, where all faults only affect the lower [(z) — 160 bits of an affected variable z,
whereas the highest 160 bits are unchanged. Therefore, it is "somewhere between” the Byte
Fault Model and the Random Fault Model. We will refer to this fault model as Wagner’s Fault
Model.

Wagner’s Fault Model is controversial, because it has never been considered before, and it has
not been justified by practical considerations either. It cannot be achieved using the Random
Fault Model 1.9, since an adversary can only hope to induce a random fault with an effect of the
required kind with probability 1/21%°, which is negligible. For bit faults and byte faults, however,
this is possible with high probability. Moreover, if a smartcard only uses block-wise encryption
of the data in memory, an attack can easily target the [(x) — 160 least significant bits of a
variable x. Modern smartcards, however, implement a variety of countermeasures, which allows
to put great confidence in the assumption that Wagner’s Fault Model is unrealistic. Moreover,
Wagner’s attack requires several faulty results.

In the attack described in [Wag04], the modulus N in Line 6 of Algorithm 3.8 is targeted
with Wagner’s Fault Model. This attack aims at disclosing ¢; and t5. Such a disclosure allows
to break the system as explained in Section 3.4.3. A correct “large” signature S as computed in
Line 3 can be written as S = (S mod N) + k- N, for some 0 < k < 26! (since I(t - t5) < 2160).
A fault induced into N according to this new fault model yields N. Given the correct result
Sig = S mod N and a faulty final result Sig = S mod N, we have

Sig — Sig= S — Sig=(Smod N)+k-N — (Smod N) = k- (N — N) mod N.

Since we know that [N — N| < 2{0M)=161 e have |k- (N — N| < 2/™). With probability at least
1/2, we have [(N) = I[(N), hence, when computing Sig — Sig mod N, there will be no overflow
or modular reduction with sufficiently high probability. In this case, an integer multiple of k is
known to the adversary and several attacks on N will allow him to compute k. This can be done
by computing many pair-wise gcd’s and taking the majority vote. Once an adversary has k, he
can compute S = Sig + k- N. Wagner claims that this allows to derive ¢; - to = (S — Sig)/N.
However, we have (S—Sig)/N = ((S mod N)+k-N—(S mod N))/N = k. Hence, the adversary
only knows a lower bound k < t1 - to. If he can conclude the value of ¢1 - ¢35, he is done, since
factoring a 160 bit integer t; -ty is clearly within the reach of modern factoring algorithms.
However, he needs a lot of attacks to bound k < t; -t9 close enough to sample all possible values.

Hence, this is not a feasible attack and no threat to our proposed algorithm.

3.7. Concluding Remarks and Open Problems

The Bellcore attack presented in this chapter is an extremely dangerous attack, since only a
single faulty result breaks the system. Compared to attacks on plain RSA in Chapter 2, it
shows that a gain in speed may often be paid with a loss in security. Hence, all countermeasures
proposed add additional operations, thus slowing down the original CRT-RSA algorithm.

We have proposed a new algorithm, Algorithm 3.8, which protects against the Bellcore attack
in the most realistic scenario, the Random Fault Model. For stronger fault models, Algorithm
3.11 has been presented, which no longer uses the benefits of infective computations, but protects
the CRT-RSA scheme even in the Single Bit Fault Model and in the Byte Fault Model. A possible
improvement to Algorithm 3.11 has been proposed with Algorithm 3.12, although, the security
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of the latter has not yet been established. Our algorithms develop known ideas into a form such
that the algorithm can be proved to be secure within the presented framework with respect to
the Bellcore attack. The only problem still unsolved by software mechanisms poses the Chosen
Bit Fault Model 1.6 (attack on an unprotected smartcard). If the power of the adversary is
not reduced by hardware or software means, the adversary may perform a successful oracle
attack circumventing the proposed countermeasure, as described in Section 1.6.2. All currently
proposed CRT-RSA implementations are broken by this oracle attack. To prevent an adversary
to be able to use the Chosen Bit Fault Model, smartcards must fight both the cause of error and
the effect on computation to reduce the power of the adversary significantly. Luckily, various
but not all hardware manufacturers of cryptographic devices such as smartcard ICs have been
aware of the importance of protecting their chips against intrusion (cf. Section 1.1.1). Another
approach is to develop software countermeasures that use random bits to alter the parameters
even for the same inputs. As oracle attacks need to test several identical runs of an algorithm,
this will effectively reduce the power of the adversary. We leave this direction of research as an
open problem.

We would also like to mention a possible generalization of our new countermeasure. The basic
idea of this countermeasure is that the computation of m? mod N is performed as m? mod N -t
first, tested modulo ¢ and then reduced modulo N for the final output, with some infective
computations added. This basic principle may also yield a good approach for security of plain
RSA schemes, i.e., standard repeated doubling. The analysis of such an approach is still an
open problem.
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4. Fault Attacks on Elliptic Curve
Cryptosystems

In the previous chapters, we investigated fault attacks on the RSA cryptosystem. However, the
other major family of public key cryptosystems, elliptic curve cryptosystems, is also susceptible
to fault attacks. In this chapter, we will briefly introduce elliptic curves and elliptic curve
cryptography in Section 4.1, and investigate how elliptic curves can be attacked by fault attacks
in Sections 4.2, 4.3, and 4.4. As a consequence, we will develop a new fault type in Section 4.5,
Sign Change Faults. This new fault type will be used to attack elliptic curve scalar multiplication
in Chapter 5. The new attacks establish the need for a new protection mechanism to secure
scalar multiplication against Sign Change Faults. Such a countermeasure will be presented in
Chapter 6.

4.1. Elliptic Curve Cryptography
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Figure 4.1.: The elliptic curve y? = 2% — 15 - 2 + 20.

Elliptic curves have first been proposed for use in cryptography by Koblitz [Kob87] and inde-
pendently by Miller [Mil85] in the mid 1980s. They can be used as a basis for any group based
cryptosystem, e.g., the ElGamal cryptosystem [EIG85]. The security of elliptic curve cryptosys-
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tems is generally assumed to be based on the discrete logarithm problem, which in turn is
assumed to be hard. Actually, for practical systems, the security reduction is less straightfor-
ward. For the ElGamal cryptosystem [E1G85], the recovery of the secret key can be reduced to
the discrete logarithm problem (ECDLP), whereas recovery of an encrypted message relies on
the computational Diffie-Hellman problem (ECDHP). Semantic security of the ElGamal cryp-
tosystem (in a semantically secure variant) is based on the decisional Diffie-Hellman problem
(ECDDH). It holds that ECDDH <, ECDHP <, ECDLP. The three problems are not
proved to be equivalent. While FCDHP =, ECDLP in some groups, FCDDH is probably
easier than ECDHP in some (other) groups. For details on these topics, we refer the reader
to [HMVO04], [Sma04], or [MvOV96]. For attacking the ECDLP, the best algorithms known
today are generic algorithms, e.g., combining the Pohlig-Hellman algorithm with Pollard’s rho
method, with a running time not significantly faster than O(,/p), where p is the largest prime
divisor of the order of the attacked group. This implies exponential running time. These days,
elliptic curves are becoming a popular alternative to RSA for public key cryptography, because
they require much shorter key sizes than RSA, i.e., a private key with 160 bits for elliptic curves
offers approximately the same security as a private RSA key with 2048 bits (see Table 4.2 in
Section 4.1.4).

Elliptic curves are generally defined as the set of points satisfying a certain cubic equation
called the Weierstrass Equation in some field K, i.e., as the graph of the Weierstrass Equa-
tion. Mathematically, they are a special class of planar curves. Elliptic curves and their points
can be expressed in a variety of representations. The most popular representations are affine
coordinates, projective coordinates, and Montgomery form. However, there are other repre-
sentations and flavors, e.g., Jacobian coordinates (original as defined in [TEE99] , Chudnovsky-
Jacobian [CC86], or modified [CMO98]), Hessian coordinates [JQO1], and Lépez-Dahab coordi-
nates [LD99]. In this thesis, we will only work with affine and projective coordinates. However,
most results can be easily extended to other representations.

4.1.1. Affine Coordinates

The general Weierstrass equation in affine representation defined over a field K is
v+ arzy + asy = 2 + asx® + aux + ag. (4.1)

However, in most cases, like this thesis, the field K has characteristic not equal to either 2 or 3,
which allows to transform Equation (4.1) into the more compact form

y? =12+ Az + B. (4.2)

An example of an elliptic curve with parameters A = —15, B = 20 and K = R is shown as Figure
4.1(a). Elliptic curves used in cryptography are usually defined over a prime field F,, with p prime
or over a binary field Fo: for some large ¢t € N. In this thesis, we will concentrate on elliptic curves
defined over prime fields only. Figure 4.1(b) shows the curve E : y? = 2% — 152 + 20 mod 557.
The set of all points (x,y) on an elliptic curve together with a designated point at infinity,
denoted by O, form an abelian group (cf. [BSS99], [Was03]). We will write (x,y) € E to denote
that a point (z,y) is on the curve E. The point at infinity can be thought of as a point that is
located on top of the y-axis. It intersects with every vertical line. While this point at infinity
might appear as an artificial construct in affine coordinates, its existence becomes clear when the
elliptic curve is considered in projective coordinates. This coordinate system will be introduced
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later. O is the neutral element of the group operation, which is written in additive notation
and referred to as point addition. Addition of two points on an elliptic curve is best defined
geometrically by the chord-and-tangent rule (see Figure 4.2): Given two points P; and P, on an
elliptic curve F, the sum P3 := P; + P> first requires to compute — P53 as the third intersection
of E with the line defined by P, and P,. Pj5 is then computed by reflecting — P53 across the
z-axis. Note that if P, = P5, the tangent line at P is used to determine the third intersection.
If P, = —P,, the third intersection is the point O.

30—+ TO

Figure 4.2.: Point addition on an elliptic curve.

Naturally, the geometric addition rule can also be expressed in a formula:

Definition 4.1 (Elliptic Curve Point Addition, Affine Coordinates).
(following the IEEE P1363 standard [IEE99])

Let E : y?> = 23 4+ Az + B be an elliptic curve over a prime field with characteristic not equal to

2 and 3. Let Py = (z1,y1) and Py = (x2,y2) be points on E. Then Ps := P, + Py is computed
as follows:

1. IfPl = O, then P3 = PQ, ing = O, then P3 = Pl.
2. If P, = —Ps, i.e., if (x1,y1) = (z2, —Yy2), we have Py := O.
3. If Py # — Py, we have Py = (x3,y3) with

z3:= XN — 1z — 29 (4.3)
ys = —y1+A- (21 — 13) (4.4)
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U if P £ P

Tr1—T2
where \ :=

390%—1—14 . o
2y Zf Pl = P2.

Note that A is the parameter from the curve equation y? = x3 + Az + B.

4.1.2. Projective Coordinates

Elliptic curves in projective coordinates are given by the homogeneous Weierstrass equation
E:y?z =23 4+ Azz? + B23, (4.5)

assuming that the underlying field K has characteristic different from 2 and 3. Points on E are
represented as triplets P = (z : y : z). The notation of points on E arises from the fact that
(x:y:z)=(Az:Ay: Az) for any A € K\ {0}, i.e., points are characterized by the ratio between
their coordinates. Here, the point at infinity is O = (0:1:0). Note that the point (0:0:0) is
not a valid point in the projective space.

Projective coordinates have a computational advantage over affine coordinates when being
defined over a finite field. The standard addition formula requires no multiplicative inverses of
field elements, which are usually expensive to compute. As the point at infinity is a valid point
in the projective space, it requires less attention than in affine coordinates. A special treatment
may otherwise be a source for attacks, as shown in [IT03].

Jacobian and Hessian coordinates, as mentioned above, are also projective coordinates with
a different weighing of the three coordinate directions.

The addition of two points P; and P, on F in projective coordinates is defined algorithmically
in the following definition. A nice overview of several addition formulas for different projective
coordinates can be found in [CMO98].

Definition 4.2 (Elliptic Curve Point Addition, Projective Coordinates).

(following the IEEE P1363 standard [IEE99])

Let E : y?z = a3+ Axz%+ B23 be an elliptic curve over a prime field with characteristic not equal
to 2 and 3. Let Py = (x1 :y1 : 21) and Py = (x2 : ya : 22) be points on E. Then Py := P, + P
1s defined as follows:

1. IfPl = O, then P3 = Pg, ’ing = O, then P3 = Pl.
2. If P =—Py, dce. if (x1:y1:21) = (x2 1 —y2 : 22) then we have P+ P, =0 = (0:1:0).
3. If P, # £P,, then we have P; + Py = (z3 : y3 : 23) as

T3 =r? — tw?

2ys =vr — muw?
23 ‘=Z21RW,
h - 2 ._ 3 ._ -
whnere Uy =T129, S1 ‘=Y129, w ‘=Uulp — ug, r =81 — S92,
- 2 - 3 - -
Ug 1 =x227, S :=Y927, t :=uy + usg, m =81 + S2,

and v :=tw?® — 23
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4. If P| = Py, then we have a point doubling, 2Py, = (x3 : y3 : 23) as

T3 :=m? — 2s
y3 :=m- (s —x3) — t
23 1 =2y121,

where m =3x7 + Az, s =413, and t:=8yj.
Note that A is the parameter from the projective Weierstrass FEquation (4.5).

In practice, any point (z : y : z) with z = 0 is interpreted as the point O. In this case, Case 2
in Definition 4.2 can be handled by Case 3, which returns z3 = 0 if P1 = —P2. Moreover, the
IEEE P1363 standard [TEE99, A.10.5] suggests the following procedure: First, use the addition
formula, i.e., Case 3, for all inputs. This case should return the triplet (0 : 0 : 0) if the doubling
formula, i.e., Case 4, has to be applied. Then the doubling formula would be applied if necessary.

4.1.3. Elliptic Curve Cryptosystems

As elliptic curves form an abelian group, any group based cryptosystem can be based on elliptic
curves. Here, the most prominent example is the ElGamal cryptosystem. We give an example
for EC-ElGamal in the following. It has been taken from [Cor99].

Protocol 4.3 (Elliptic Curve ElGamal Cryptosystem).
System parameters: e Choose an elliptic curve E defined over a prime field F, or over a
binary field Fo: such that the order of E is divisible by a large prime q.
e Choose a base point P on E of order q.

Key generation: e Choose the secret key k €r {1,2,...,q— 1}.
e Compute the public key Q =k - P on FE.
Encryption: e Choose a random session key r € {1,2,...,q— 1}.
e Compute the two points R = r - P = (x1,11) and v - Q = (x2,y2)
(=r-k-P).

e Compute ¢ = xo + m, where m € Zj, is the message to be encrypted.
e Send out (R, c) = (z1,y1,¢).

Decryption e Compute (4,y5) =k - R.
® Recover m := ¢ — .

Obviously, the choice of E and P is crucial for the security of the system. The order of the base
point P must be a large prime. Otherwise, discrete logarithm algorithms like the algorithm of
Pohlig and Hellman [PH78| will be able to break the system. This implies that #F must have a
large prime factor as well. In practice, several standardization bodies recommend curves for use
in cryptosystems. These curves usually have prime order or an order with a small cofactor of
2 or 4, see Section 4.1.4 for details. Other security aspects, which are inherent to the ElGamal
cryptosystem, must be regarded as well, e.g., no repeated use of the session key r. As they are
not motivated by the use of elliptic curves, we refer the reader to standard literature for details,
e.g., [MvOV96].

We would also like to stress the point that there are many ways to embed the message m into
the system. As an alternative for the method chosen above, which simply computes an integer
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¢, it is also possible to break m into a tuple m = (mq, mg) and transmit
(R,z2 - m1,y2 - ma). (4.6)

as proposed in [GG99, §20.6]. This allows to transmit messages more efficiently. The crucial
observation is that in the case of Protocol 4.3, the y-coordinate of kR is not needed in the
decryption step, while Equation (4.6) requires the computation of the complete point kR. There
are scalar multiplication algorithms, such as a variant of Montgomery’s binary method, which can
compute the z-coordinate only. This in turn is more efficient than computing both coordinates.
However, there are verification schemes, which need the y-coordinate according to [IT02]. Note
that it is not possible to use the point M = (m,y) for some y € F,, in order to embed a message
m, because it is not guaranteed that there exists a valid y-coordinate such that M is a point on
E.

4.1.4. Elliptic Curve Parameters in Practice

Several standardization bodies recommend elliptic curve domain parameters. These elliptic
curves can be used in practice and they are considered to be cryptographically secure. In Table
4.1, we provide an overview over the properties of these recommended curves. We consider the
recommendations of IEEE P1363-2000 [TEE98], Certicom’s Standards for Efficient Cryptography
Group (SECG) [SEC00], ANSI [ANS99], Federal Information Processing Standard FIPS 186-2
issued by the NIST [FIP00], the Wireless Transport Layer Security Specification by the WAP
forum [WAPO1], the specification for the Financial Services Markup Language (FSML) by the
eCheck initiative [FSM99], the final recommendation of the NESSIE consortium [NES03], and
from IPSec [RFC98al, [RFC98b], [IPSO1].

Table 4.1 states properties of three different types of elliptic curves, curves defined over prime
fields I, curves defined over binary fields Fo: and Koblitz curves. The latter refers to a special
subset of curves which can be computed very efficiently. Koblitz curves may be defined over both
prime fields and binary fields. For binary fields, Koblitz curves usually denote special curves
with A, B € {0, 1}, i.e., defined over the base field F5. A and B are the curve parameters from
the Weierstrass equation for binary curves, which is

y* 4 ay =2 + Az + B. (4.7)

For prime fields, Koblitz curves refer to curves which possess an efficiently computable endo-
morphism. As Koblitz curves are not considered in detail in this thesis, we refer the reader to
[Kob92] and [Gal99] for these details.

Elliptic curve cryptosystems offer the highest security per bit of any public key cryptosystem
used today. Table 4.2 (taken from [Cer(00]) presents a direct comparison of the system parameters
of the same strength for RSA and elliptic curve cryptosystems.

4.2. Existing Fault Attacks on Elliptic Curve Cryptosystems

Fault attacks have first been described for the RSA cryptosystem in [BDL01]. Soon thereafter,
these ideas have also been applied to several variants of elliptic curve cryptosystems. The first

successful attacks aimed at special elliptic curve cryptosystems such as the KMOV cryptosystem
or the Demytko cryptosystem (cf. [JQ96], [JQI7b], [JQBDI7], [JLQ99]). Other attacks applied
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‘Body ‘Prime Curves ‘Binary Curves ‘Koblitz Curves
IEEE size: > 161 bits size: > 161 bits size: > 161 bits
any “small” cofactor any “small” cofactor any “small” cofactor
avoid known weak curves |avoid known weak curves |avoid known weak curves
gives no specific curves gives no specific curves gives no specific curves
SECG size: 112 — 512 (various) [size: 113 — 571 (various) |[size: 160 — 571 (various)
prime order or cofactor 4 |cofactor 2 prime order over I,
cofactor 2 or 4 over Foy:
ANSI X9.63 |size: > 160 size: > 160 -
any “small” cofactor?® any “small” cofactor®
gives no specific curves gives no specific curves
NIST size: 192,224,256,384,521 |size: 163,232,283,409,571 |size: 163,232,283,409,571
prime order cofactor 2 cofactor 2 or 4
parameter A = —3 fixed only binary fields used
WAP size: 112, 160, 224 size: 113, 163, 233 size: 163, 233
prime order cofactor 2 cofactor 2 or 4 over Fot
(some equal to SECG) (some equal to SECG) (some equal to SECG)
FSML - size: 163, 283 size: 163, 283
cofactor 2 cofactor 2 or 4 over Fo:
(subset of SECG) (subset of SECG)
NESSIE size: > 160 size: > 160 -
prime fields preferred
no explicit restrictions
IPSec - size: 155 — 571 -
cofactor 2, 4, or 12
(most equal to SECG)

“Actually, given a base point P on E of order n, the size of the cofactor h := #E/n is bounded by n > 4,/q
where F; is the finite field. ANSI admits that for prime fields n =~ ¢ will hold in practice.

Table 4.1.: Recommended Elliptic Curve Parameters

| System parameters (bits) | Public key (bits) | Private key (bits) |

RSA n/a 1088 2048
DSA 2208 1024 160
ECC 481 161 160

Table 4.2.: Size of system parameters and key pairs (approx.) from [Cer00]
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general ideas for fault attacks which worked without specific regard to elliptic curve cryptosys-
tems, e.g., by attacking the pseudo random number generator used on a smartcard ([ZM96],
[ZM97]), by attacking the secret scalar/exponent used in the ElGamal cryptosystem ([BDH 98],
[Dot02], and [GK04]), or by using memory-safe or computational-safe errors in implementations
secure against timing or power attacks (see Section 1.6.2 and [YJ00], [YKLMO1a]).

More general fault attacks exploiting specific properties of elliptic curves have been presented
in [BMMOO0] and [CJ03].

The attacks presented in [BMMOO] target the scalar multiplication on an elliptic curve, where
the scalar multiple ) = kP of a base point P is computed. The authors investigate what happens
if the base point P is replaced by an arbitrary point P at the beginning of the multiplication.
If P is not a point on the original curve FE, the operation is called pseudo-multiplication, build
up by pseudo-additions. In this case, the computation of kP takes place on a different curve
E. This curve is known to an adversary if P is known, which is due to the fact that the B-
parameter of a curve is used neither in the addition nor in the doubling formula (see Definition
4.1). Therefore, the curve E can be specified by A and a new parameter B, which can easily
be computed from the Weierstrass equation (4.2) given A and any point P. If the resulting
curve E is a cryptographically weak curve, the discrete logarithm problem might be tractable,
yielding important information about the secret scalar k. Usually, several attacks are necessary
in order to recover k by combining several solutions for k modulo small primes via the Chinese
Remainder Theorem.

The attack becomes feasible if an adversary can choose the base point P. This allows him
to choose a cryptographically weak curve with a subgroup of small order, and a base point P
from such a subgroup. If the base point cannot be chosen, but it is changed by a fault attack
according to a known fault model with a limited number of possible faulty results, e.g., the Byte
Fault Model 1.8, the attack is feasible as well. In this case, all possibilities for the faulty base
point are tested until the curve E is found. If that curve allows to solve the discrete logarithm
problem, the secret scalar k can be recovered modulo some small order. The success probability
heavily depends on the chosen fault model. The authors also extend their attack to fault attacks
on intermediate variables of repeated doubling, which results in a sequence of normal additions
followed by pseudo-additions.

n [CJ03], the results from [BMMOO] are generalized. The authors show that the attack is
also feasible if random errors in either the x- or the y-coordinate are assumed, thus relaxing
the fault model to the more realistic scenario of the Random Fault Model 1.9 or the Arbitrary
Fault Model 1.10. With additional (strong) assumptions, even random faults in both coordinates
yield information about the secret scalar k. The attacks are also shown to be feasible for faults
induced into the field representation, i.e., into the prime p if a prime field F, is used or into
the irreducible polynomial used in the case of binary fields Fo:. For such attacks, random faults
require additional knowledge to allow successful attacks, while bit or byte faults yield better
results. For binary fields, the attack is only feasible in affine coordinates, as projective doubling
uses all curve parameters. As a last generalization, Ciet and Joye show that faults induced into
any of the parameters aj, as,as, as used in the general Weierstrass Equation (4.1) can be used
for successful attacks.

The authors of [BMMO00] and [CJ03] claim that all their attacks can easily be fended off. If the
smartcard checks whether the final result is a valid point on the original curve, it is claimed that
the check captures faulty results with an overwhelming probability. Note that this final check
requires that all curve parameters are checked for integrity, e.g., by using CRC sums to detect
permanent errors. This result assumes that faults are induced in a way, such that the final result
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Q cannot be efficiently predicted and lies on the original curve only with negligible probability.
In this case, the attack is not a real threat to modern systems, the proposed countermeasure is
easy and has been deployed in all modern systems today. We will refer to the countermeasure
of checking if a final point is a valid point on a curve F as the standard countermeasure in the
following. The results from [BMMO00] and [CJ03] show that elliptic curve cryptosystems are
much more resistant against the classic fault models defined in Section 1.4 than, e.g., RSA. The
reason for this is quite simple: in RSA, any change of a value from Zy yields a valid value in
Zn, while in elliptic curve cryptosystems, the tuple (z,y) is characterized by a special relation
between x and y, namely the Weierstrass Equation. Hence, faults induced into elliptic curve
points must ensure that this condition is satisfied by the faulty values as well. There are p? many
possible point coordinates (z,y) € IF?,. However, a curve E over F;, has at most p+1+2,/p many
points, according to Hasse’s Theorem [Sil00]. Therefore, only a very small fraction of roughly
1/p of all possible point coordinates represent valid points on a specific curve. Hence, if a valid
point (x,y) is changed randomly, the chances of generating a valid point on a given curve are
extremely low. Therefore, elliptic curve points are inherently more secure against fault attacks
than single finite field elements.

The crucial point in the attacks presented in [BMMO00] and [CJ03] is that the authors assume
that a faulty result is not on the original elliptic curve with overwhelming probability. Such
faulty results can be detected easily. Any attack that yields faulty results, which are valid points
on the original curve, would be undetectable by the aforementioned standard countermeasure.
Such points can be used for new attacks. In the remainder of this chapter, we will carefully
derive necessary conditions for errors yielding such undetectable faulty results. We will show
that contrary to the belief in [BMMO00] and [CJ03], it is possible to create undetectable errors
with a high probability, thus rendering the proposed standard countermeasure useless. This will
yield a new type of fault attacks, Sign Change Faults.

4.3. Undetectable Faulty Points in Point Addition

The attacks described in Section 4.2 all worked on a “high” level of the attacked algorithms,
i.e., either the scalar multiplication itself or the point or curve parameters were targeted, rather
than the addition or doubling formulas for elliptic curve points. However, faults induced into
the addition formulas might be useful to recover secret data as well. This idea is not entirely
new. In [IT03], Izu and Takagi concentrate on the addition formulas by exploiting the fact that
a projective point with zero z-coordinate cannot be transformed into affine coordinates. Any
such point represents the point at infinity . This raises an exception, which can yield valuable
information if detected. However, the setting in [IT03] is rather special and it is not applicable
to cryptographically secure elliptic curves. Moreover, the attack described in [IT03] does not
use faults.

Therefore, we present in the following an analysis investigating the possibility of attacks which
induce faults into the variables used in the addition formula. We will state our results for the
affine addition formula only, because our aim is to show that undetectable faulty points can be
created. We specify what errors must be induced in order to bypass the standard countermeasure
described in Section 4.2. We omit an analysis of the affine doubling formula and of addition
formulas for other point representations, as analyzing the affine addition already yields the
desired results. Analyses for other formulas are rather lengthy and a task best done using a
computer algebra system, e.g., MAPLE.
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For our analysis, we investigate each variable used in the affine addition (see Definition 4.1(3))
separately. We do not choose a specific fault model yet, as we only want to derive conditions the
inflicted error has to meet in order to yield an undetectable faulty point Ps. However, we may
assume that upon attack, the error induced into a variable x can be written as a summand, i.e.,
x+#>x+e for e € F,. We consider e to be a random variable. The distribution of e depends on
the fault model. The possibility to satisfy the conditions derived for e by any of the known fault
models will be analyzed later. However, since some intermediate variables are used more than
once, we will consider both transient and permanent faults. To clear notation, we introduce the
following definition.

Definition 4.4 (Valid Points and Valid Faulty Points).

Given a point P = (x,y), we call P a valid point of the elliptic curve E if (z,y) satisfies the
Weierstrass equation of E. If we investigate a certain operation, i.e., addition, doubling, or
scalar multiplication, we call P a valid faulty point, if the operation has been attacked and the

resulting point P is different from the correct result, yet it still satisfies the Weierstrass equation
of E.

Let P;, P> be two points on an elliptic curve E defined by its Weierstrass equation y? = 23 +
Az + B mod p. For the point addition, we assume that P; # +P,. According to Definition 4.1,
this implies that P3 = (x3,y3) := Py + P, is computed as

z3:=M — 2] — 29 (4.8)

ys = —y1 + A (21— 23), (4.9)

where \ := JL— Y2 (4.10)
Ty — T2

The variables used are the point coordinates x1,¥y1, T2, y2, the intermediate variable A and the
output coordinates x3 and y3. All of them can be targeted by fault attacks.

In the following, we present a small selection of results for faults induced into individual
variables as examples. The complete analysis is rather technical and has been included in
this thesis as Appendix A. It describes in detail the conditions required for an error to be
undetectable. These details are given for each variable used in Equations (4.8), (4.9), and
(4.10).

4.3.1. Examples for a Detailed Analysis of Undetectable Errors
In this section, we present the analyses of faults induced into two intermediate variables in detail.
These results will be referred to again later in this chapter.

4.3.1.1. Faults Induced into y; During the Computation of A = (y1 — y2)/(z1 — x2)

For a fault induced into the variable y; -y + e, e € F, in Equation (4.10), we need to
investigate both transient and permanent faults, because 1 is used again in the computation of
Y3, i.e., Equation (4.9).

Transient Faults. The induced fault enforces the usage of the faulty values A, 3, and g3 in
the computation. Given a transient fault, they take the values

- e — — €
)\:yl+ Y2 _ U1 y2+é:)\+é where € :=
T — T2 L1 — T2 1= a2

FAuLT ATTACKS AND COUNTERMEASURES



4.3: UNDETECTABLE FAULTY POINTS IN POINT ADDITION 113

1‘3:)\2—1‘1—1‘2:)\2+2)\é+é2—l’1—l‘2=l‘3+2)\é—|—é2
y3:—y1—|—5\(1‘1—i‘3)=—y1+)\(3:1—x3—2)\é—é2)+é(3:1—333—2)\é—é2)
=ys+é(z—a3—20 — & =202 —Xe) =yz+é(z1 — 23— (E+A) (2A +¢)).

The resulting faulty point P; = (Z3,73) is a valid faulty point only if it satisfies the Weierstrass
Equation (4.2), i.e., if 2 — &3 — AZ3 — B = 0 mod p. This can be used to compute é. We have

J3 — 73 — Aiz3 — B

:é-<é— 2y2 >-<é2-(m2—x1)~l—2é-(y2—y1)+

1 — 22

23 — 32229 — Awy + Axo — 2y3 + 275 + 2y1 Y0 R
1 — X9 7
201 (yF — y3 — 77 + 25 + Azg — Axy)
(z1 — 22)? ’

where R = y3 — x3 — Azg — B+ é-

2yp
Tr1 — T2

:($2—l‘1)'é'<é— >'(é+)\+\/2l’1—|—l‘2)'(é+)\—\/21‘1—|—1’2), (4.11)
by standard arithmetic (using MAPLE). Here, we have R = 0. This becomes evident by applying
the Weierstrass equation, using yi2 = acf’ + Az;+ B for all i € {1,2,3}. It can be applied since we
know that P;, P», and the correct result P3 are valid points on the elliptic curve. Now, Equation
(4.11) shows that we have between 2 and 4 solutions for é, since we assume that x| # xo:

2
éc {0, e N T 1‘2} (4.12)

1 — 22

= ec {0, 2ya, (r1 — x2) - (—)\ + 221 + x2)} . (4.13)

These results for e show that one transient fault which produces a valid faulty point depends
on the value of yo, even if it is induced into y;. This is caused by the fact that y; is used later
for the computation of y3 in Equation (4.9). One might expect that negating y; with the error
e = —2y; would yield a valid point, since the valid input point (z, —y;) is used. However, this
does not yield a valid faulty point (Z3,¢s3). For this to happen, the value y; used in Equation
(4.9) would have to be faulty as well. This requires a permanent fault, which we investigate
now.

Permanent Faults. Given a permanent fault in gy, the computations of X and 75 are the same
as shown above for a transient fault, but the computation of g3 is different. We get the faulty
output Py = (Z3,9s3) with the values

I3 = x5 + 2\é + 62

Y3 = —Y1 —€+5\(1‘1 —{%3) :y3—6+é(af1 —xg—é(1+)\)(2)\+é))
= y3+é(a:1 —xg—é(1+/\)(2)\+é))—é(a:1 —1‘2).
As shown before, we get solutions for é by applying the Weierstrass equation (4.2), and solving

the resulting equation for é. The computation is completely analogous to the analysis shown
above, where we describe the computation in greater detail.
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We have
j3 — i3 — Ay — B =

2
(x1 —x2) - €~ <é+ 9 >-(é+)\+\/331—|-2$2)-(é+)\—\/$1—|—21‘2),

I — 22

with standard arithmetic (using MAPLE). The possible solutions for e are
e € {0, =2y, (z1 —x2)- (—AE Va1 +212)}. (4.14)

As one can see in Section A.1 of Appendix A, these solutions are completely symmetric to the
solutions for an attack on ys.

4.3.1.2. Faults Induced into A During the Computation of 3 = \? — x; — =»

For faults induced into A, we investigate three different cases. First, the variable A could have
been affected prior to its first use in Equation (4.8). The effect of the fault could be transient
or permanent. But then, it could also be that the result A% could have been affected. Here, we
will only analyze the case when X is faulty, the analysis of faults affecting A\? can be found in
Section A.1 in Appendix A. In case of a fault affecting A, the faulty value A + e is used and we
get the faulty results
F3=(\+e) -z — x93 = 23+ 2)\e + €2
and 3= —y1 + - (21 — (23 + 2Xe + 62))
=y3 — 2X%e — \é? in case of a transient fault,
or gs=—-y1+A+e) (z1— (z3+2X e+ 62))
:y3+e(3:1—x3—2)\e—e2—2)\2—)\e)
=yste(ry—x3— (2 \+e)-(e+ ) in case of a permanent fault.

Transient Faults. Let é := —2)\e — e2. In this case, the resulting faulty point Py is equal to
(Z3,73) = (3 —€,y3+ Aé). In order for (Z3,7s3) to be a valid point on the curve, it has to satisfy
the Weierstrass Equation (4.2), i.e., it must hold that

7 = # 4+ A% + B mod p.
= e + 6% (\* — 3x3) + ¢ (323 + A + 2y3)\) = 0mod p

— )2 1
= éc {O, % + 5\/)\4 — 6\2w3 — 323 — 4A — 8y3)\} mod p. (4.15)

As ¢ is a quadratic equation in e, this yields 6 possible solutions for e, namely

e € {0, -2\, -\ £ \/g (A2 —xz3) £ \/)\4 — 6223 — 323 — 44 — 8y3)\} mod p.  (4.16)

Permanent Faults. For permanent faults affecting A, the situation is the same as for transient
faults in yo in the computation of A = (y2 — y1)/(x2 — x1). It has been analyzed above yielding
the conditions stated in Equation (4.12):

P
ec {0, 2 4o +x2}

1 — 22
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4.4. Attacks Inducing Undetectable Faults

In Appendix A, and with two examples in the last section, we analyze the conditions for a
fault on every variable used in the affine addition formula to result in a faulty output, which
cannot be detected by the standard countermeasure proposed in [BMMO00] and [CJ03]. In
both publications, [BMMO00] and [CJ03|, the authors suggest that their countermeasure, i.e.,
checking whether the final result is a valid point on the curve F or not, is sufficient as a
countermeasure against fault attacks on elliptic curves. In this section, we will show that this
claim is wrong. By inducing faults into coordinate values during a point addition, it is possible
to create undetectable errors yielding valid faulty points. We will show that these attacks
have a very high success probability. Therefore, the countermeasure proposed in [BMMO00] and
[CJ03] is rendered useless by these attacks. Moreover, this countermeasure actually supports
our new attacks by eliminating all other faulty results, which do not represent valid faulty
points. This allows attacks to be less precise. Once again, a countermeasure against one attack
actually benefits another, a situation first described in [YKLMOla]. As noted before, we refer
to the countermeasure of checking if a final point is a valid point on a curve E as the standard
countermeasure.

Let x be the faulty variable changed by the adversary using some specific fault model. The
effect of the fault can be expressed by the mapping

r#-T =x+e(x), (4.17)

where e(x) represents the error compared to the correct value z. The possible values for e(x)
are determined by the fault model used. First, we show that using random faults, the standard
countermeasure is indeed sufficient. Afterwards, we will investigate bit faults and byte faults
and show that these faults lead to a new fault type, Sign Change Faults, which is not thwarted
by the standard countermeasure.

4.4.1. Faults Induced into Point Addition Using Random Faults

First, we consider the Random Fault Model defined in Definition 1.9. Here, we interpret the
error term e(x) from Equation (4.17) as a random variable, which is uniformly distributed in the
interval {—z, —z+1,...,2/P) —1—z}. This interval is derived from the fact that # € {0, 2!®) —1}.
All computations are performed within the finite field IF),, hence, we may treat e(x) as a random
variable from the interval {—z, —z +1,...,2?) — 1 — 2} mod p = {0,1,...,p — 1} = F,. The
error e(x) is not a uniformly distributed variable in ), because 2!() is not a multiple of p. Values
of e(z) smaller than 0 or larger than p — 1 are wrapped around by the reduction. However, as
p < 24P) < 2p. each value in [, has at most two preimages in {—z,—x +1,... 2l 1 — x}.
Therefore, we have Prob(e(x) = c¢mod p) € {1/p,2/p}. There is a bias in the distribution
towards the boundary values, however, given the fact that p is a large prime, the difference
between 1/p and 2/p is negligible.

For all variables analyzed in the last section, an error has to satisfy a certain condition. Given
fixed points P; and P, on a fixed curve F, an error has to take at least one out of at most 6
different values in [F), in order to allow an undetectable fault. For example, a transient fault
induced into the intermediate variable A during the computation of x3, results in a valid faulty
point iff

e e {0, 2\, -\ % \/g (N2 —z3) + \/)\4 — 6\2x5 — 323 — 44 — 8y3)\} mod p,
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according to Equation (4.16). Here, the condition e = 0 is not an option for an adversary, as it
returns the correct result. Therefore, for any targeted variable, the success probability to induce
an undetectable fault is at most 5/p, which is negligible. Attacks using the random fault model
in the above described manner are useless for an adversary.

4.4.2. Faults Induced into Point Addition Using Bit Faults

Now, we consider the Single Bit Fault Model as defined in Definition 1.7. A fault induced into
a variable z is assumed to result in an error e(x) = +2° mod p for some 0 < b < I(p) — 1.
Therefore, such bit faults represent a very small number of possible errors. The Single Bit Fault
Model generally neglects the fact that bits can only be flipped to the complementary value, i.e.,
only one out of the the two error values e = 2° and e = —2° is actually possible. However, this
detail is usually not important in practice. Thus the total number of different faulty values for
x is at most 2I(p). As I(p) ~ log(p), an adversary can check all possible errors by exhaustive
search. This is the main advantage of bit errors compared to random errors as mentioned before
in Section 1.4.2.

In the case of an error occurring in the addition routine, the task is to show that some of the
conditions for the induced error e can be met using bit flips.

Judged by the complexity of the conditions for the error e, some of the conditions look easier
to accomplish. The important cases are the following error conditions:

e ¢ = 2y (transient error in y; in the computation of A\, see Equation (4.13)), or
e ¢ = —2y; (permanent error in y; in the computation of A, see Equation (4.14)), or
e ¢ = —2) (transient error in \ in the computation of x3, see Equation (4.16)),

or as shown in Appendix A,

e ¢ = —2ys (error in ys in the computation of A, see Equation (A.3)),
e ¢ = —2ys (error in y; in the computation of y3, see Equation (A.10)), or
e ¢ = —2ys (error in y3 in the computation of y3, see Equation (A.11)).

In the situation where the corresponding coordinate or value is a power of 2, these conditions can
be met by a bit flip. For example, if P = (z1,y2) and P> = (z2,y2) should be added to P, + Py
where o = 2°, and the 2°t1st bit of y; is 0, a bit flip of that bit in y; during the computation
of A yields a valid faulty point according to Equation (4.13) (see first condition above). If an
adversary is able to choose the base point P in a scalar multiplication, he might be able to
compute a point P such that at some step kP +k’P is computed where the above conditions are
met. For a concrete example, consider the standard left-to-right repeated doubling algorithm
for scalar multiplication on elliptic curves, presented as Algorithm 4.5 on the next page.

If an adversary can choose a base point P = (g, y2) such that gy = 2° for some 0 < b < I(p)—1,
a bit flip fault can be induced in each execution of Line 4 in Algorithm 4.5. If the error e = 2041
is induced into the y-coordinate of ) during the computation of the slope A, Algorithm 4.5
computes ) := Q — P, which is a valid faulty result. For bit flips, we usually assume that any bit
of a variable is hit with the same uniform probability, hence, after a small number of attempts,
an adversary can hope to induce the desired fault. Moreover, the standard countermeasure
actually helps in this attack. It will sort out all those faulty values, which do not satisfy any

FAuLT ATTACKS AND COUNTERMEASURES



4.5: SicN CHANGE Faurrs 117

of the error conditions derived in Section 4.4. Therefore, an adversary can induce faults until
a faulty value is returned by the device. In this case, the adversary knows exactly how this
faulty result has been created. This enables him to successfully recover the secret scalar k, given
enough faulty values. This attack will be described in the next chapter. Note that the other
fault types described in Section 1.3 can also be used for this attack. Additionally, it is obvious
that the Chosen Bit Fault Model, Definition 1.6 can be used for this attack as well, with an even
greater success probability.

Algorithm 4.5: Left-to-right Repeated Doubling on an Elliptic Curve E

Input: A point P on E, and a secret key 1 < k < ord(P), where n denotes the binary length of
k, i.e. the number of bits of k
Output: kP on E
# init
1SetQ:=0
# main
2 For i from n — 1 down to O do
3 Set Q :=2Q
4 Ifdi=1thenset Q:=Q+P
5 Output Q

The fault type which is described here follows a certain pattern. It changes the sign of a variable.
If the value ys is changed to ys — 2y, the point used is Py = —P5 = (x2,—y2). It is obviously
a valid point, yet, it does not yield the correct result. This type of error always circumvents
the standard countermeasure. We will therefore introduce it as a new fault type, Sign Change
Faults. These are described in the following. We have shown that this fault type can be realized
using bit faults if the base point P has a special y-coordinate. We will show in the following that
Sign Change Faults can also be realized in several other ways, which shows that this fault type
is realistic. In the following chapters, we will use this fault type to successfully attack elliptic
curve scalar multiplication.

4.5. Sign Change Faults

In this section, we describe a new fault type, Sign Change Faults. We show how Sign Change
Faults can be induced into physical devices, thus showing that the new model is practical.
Attacks using this new fault model will be presented in the next chapter. This new fault type
has been published as [BOS04].

Definition 4.6 (Fault Type: Sign Change Fault Type).
Let X be a variable affected by a Sign Change Fault (SCF). Then the variable is changed to the

fized value .
XX =-X.

Neither the value of X nor of X is known to the adversary. The effect of the fault may be

transient or permanent.

Sign changes can be applied to any variable in any cryptosystem. However, due to the different
nature of sign changes, such attacks show very different success probabilities in practice. For
a point P = (x,y) on an elliptic curve E(F,), where p > 3 is prime, a sign change is just a
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change of the sign of the y-coordinate, i.e., P+¥- (x,—y). However, if the point P is a point
on an elliptic curve E(FFy:) for some ¢, a sign change can be expressed as P+#- (x,z — y). This
obviously requires a much more aggressive change of the bits of the y-coordinate. For values x
in Zp, where N = p - ¢ with p, g prime as in the RSA cryptosystem, sign changes have a very
similar effect as for points P over prime fields, pr#> —p =N —p mod N.

At first sight, a Sign Change Fault does not seem to be easily performed in a general setting.
A random change of the y-coordinate cannot hope to yield —y with non-negligible probability
as shown in Section 4.4.1. However, there exist several special yet common settings, where
Sign Change Faults can be realized. From the above considerations, it seems that changing the
y-coordinate of an elliptic curve point defined over a prime field is easier than changing a point
defined over a binary field. This is indeed true, most examples for a successful induction of Sign
Change Faults only apply to elliptic curves defined over prime fields. In the following, we will
introduce possible attacks, which yield faults of the Sign Change Fault type. These results have
been achieved in cooperation with Johannes Blémer and Jean-Pierre Seifert [BOS04].

Symmetric Representation. One possible scenario assumes that an implementation of finite
field arithmetic works with positive and negative field elements. This implementation could store
the sign of such a field element as a single bit together with the absolute value. In this case,
attacks on that single bit are possible with a variety of fault models. As the minimal amount
of memory which can be allocated by a smartcard is one byte, all fault models assuming faults
in a single bit, a byte or in all bits using any fault type as defined in Section 1.3 can be used to
change the sign bit. However, there are some slight drawbacks: First, attacking a byte in order
to flip the least significant bit, the sign bit, is not always successful in every fault model, e.g.,
random faults have a success probability of 1/2. Second, a smartcard could easily check if the
value of the sign byte is greater than 1 and trigger a security reset if this is the case. This would
lower the success probability to 1/256, if all byte values are equally probable. Therefore, byte
faults and random faults have a lower success probability, although still acceptably high.
Usually, finite field elements are not stored with an explicit sign bit, since they can be easily
represented by the canonical set {0,1,...,p — 1}, given a modulus p. However, it is possible
to use a symmetric representation with the set {—(p —1)/2,...,-1,0,1,...,(p — 1)/2}. Here
numbers can be represented using one bit less, which might give a small advantage in speed as
negation of elliptic curve points is very cheap. In this case, the sign bit is used and Sign Change
Faults are possible. Unfortunately, a symmetric number system is hardly used in practice.

NAF-based Elliptic Curve Scalar Multiplication. The performance of most variants of the
classical repeated doubling algorithm will improve if the scalar k is recoded into non-adjacent
form (NAF). The 2-NAF uses digits from the set {—1,0,1} and ensures that no two adjacent
digits are non-zero. It achieves a higher ratio of zeros to non-zeros, which reduces the number
of additions/subtractions in the resulting double-and-add-or-subtract method. For details on
the NAF, see [Boobl], [Rei60], [Mac61], [Hwa79], [Kor93], [JY00], [Ott01], or [OT04]. Using
the NAF, subtractions are introduced. Since negating a point on an elliptic curve simply means
to change the sign of the y-coordinate, subtractions are extremely cheap operations on elliptic
curves. They require at most an additional subtraction, i.e., —x = p — z, where p is the
modulus. The savings using repeated doubling based on the NAF are 11.11% on average (see
[MO90]), because the NAF has an expected 33% lower Hamming-weight than the corresponding
binary expansion and it is at most one bit longer than the binary expansion. It can be created
from the binary expansion or any other signed digit representation with the same digit set
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in linear time (cf. [Ott01]). Other variants using a signed m-ary digit set {—(m — 1), —(m —
2),...,—1,0,1,...,m — 1} exist, which also yield significant savings [OT04], [Ott01]. Because
of these improvements, NAF based variants of repeated doubling are often used in modern
smartcards. Any of these NAF based variants of the repeated doubling algorithm is susceptible
to Sign Change Faults.

The most direct attack on the NAF is to induce a SCF in one of the signed digits of the
recoded scalar k. This means to change a digit from —1 to +1 or vice versa, whereas a 0 is not
changed at all. Although there exist compact representations of signed-digit representations, cf.
[JTO01a], the most popular encoding described in [JY00] admits a straightforward bit-flip attack.
Note that an attacker being able to induce faults according to the Chosen Bit Fault Model 1.6
has no difficulties to induce the formerly sketched SCF on the recoded k.

Another conceivable way to attack the NAF is offered by the fact that any NAF-based algo-
rithm has to incorporate a conditional branch, where for any secret key bit k; = 1 an addition
is performed and for any secret key bit k; = —1, a subtraction is performed. Currently, a whole
zoo of physical attacks is available to either target the bit k; (see Section 1.1) or to target
the conditional decision itself (e.g., power spikes or clock glitches as described in Section 1.1).
These attacks aim at forcing the conditional statement to choose the wrong branch. In case of a
NAF-based version of Algorithm 4.5 (which will be described later as Algorithm 5.2), choosing
the wrong branch means to add —P instead of P or vice versa. This results in a transient
Sign Change Fault induced into the point P. This attack is also valid for more sophisticated
NAF-based repeated doubling variants, which aim to secure the basic scheme against power and
timing attacks, e.g., by using dummy operations (cf. [Cor99]).

Attacks On The Crypto Co-Processor. Besides attacking the scalar multiplication algorithm
on a high level, Sign Change Faults can also be realized by attacking the addition and multi-
plication procedures, which are used to compute point coordinates. One practical scenario for
this attack relies on the internal functionality of many real-world embedded crypto co-processors
supporting modular arithmetic, cf. [HP98] and [BOPV03]. Namely, in order to speed up the
time-critical modular multiplication operation, they most often also rely on the non-adjacent
form, cf. [Boob51], [Mac61], and [Kor93]. For practicability issues most often only the classical
2-NAF recoding is used. However, this time, it is not the secret scalar k, which is transformed
into NAF, but factors used during the computation of P; + P, for two elliptic curve points P;
and P, (see below). Therefore, this attack also applies to variants of the repeated doubling
algorithm, which are not based on the NAF of the secret scalar multiplier k.

The crucial point that we are exploiting here is that any efficient implementation of the NAF
must provide special hardware to handle negative numbers, i.e., being able to compute the 2"
complement of any register used as a multiplicand without time delay. Actually, considering the
prototypical architecture of such an embedded crypto co-processor, cf. [BOPV03] and [Sed87],
this task is trivial to solve. Namely, simply invert every bit send to the long integer arithmetic
unit (ALU) and additionally add +1. Note that providing this functionality is a must for
the modulus register in order to implement the underlying modular multiplication algorithm
efficiently, cf. [Mon85], [Sed87], [WQ90], [Bar96] or [BOPVO03]. For concreteness we refer to
[Sed87] and its corresponding patent [Sed89]. Other prominent embedded real-world crypto
co-processors with similar characteristics are described in [HP98] and [BOPV03]. Given this
functionality, it can be used for an attack.

We consider such a crypto co-processor, cf. [Sed87], adding simultaneously at least three
different operands with a possible sign change in one single instruction. Changing the value of
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an operand to its negative, i.e., to its 2®* complement, one usually needs to change only one single
bit among the control signals of the corresponding ALU. This is due to the fact that the ALU
of most crypto co-processors is, as already explained above, designed to handle automatically
the 2t complement of any operand. Here, an attack can be mounted that results in an SCF.

Let us now examine the addition formulas in greater detail to see which Sign Change Faults
yield valid faulty points.

Affine Addition. Let us recall the affine addition formula, Definition 4.1, for two points P; =
(z1,y1) and P = (x2,y2), both not equal to O:

x3::)\2—w1—x2
ys=—y1+ A (21 —a3),
W2 - if Pl £ + P2

Tr1—2

where \ :=
Sxf-i-A

. if P1 = P2.
Y1

These formulas show that lots of load/store and exchange operations are needed in the ALU
in order to compute the desired result (z3,y3). Therefore, attacks on the crypto co-processor
during these operations may change the control signals, thus negating the loaded value. If,
for example, the value y; is changed to —y; in the computation of A, a valid faulty point Ps is
created according to Equation (4.14). Any variable used in the formulas must be loaded into the
ALU at some time before the computation can be performed. During this preparing load/store
or exchange instruction, the corresponding value must go through the ALU. While executing
this operation, the handled value is susceptible to an SCF as only a single bit among the control
signals must be changed to load/store or exchange the value in its target register to its negative.
This yields an SCF by changing one single control signal. Note that [BCNT04] actually describes
how to implement such physical attacks in practice.

A sign change in a variable x can be described as x+#-2 = x + ¢, where e = —2z. We
have seen four examples in Section 4.4.2, where sign changes in variables used in the affine
addition formula yield valid faulty points. Two simple possibilities are described in Section
A.1 in Appendix A: First, we could change the sign of y5 in the computation of y; — yo while
computing A, according to Equation (A.3). Second, we could change the sign of ys after the
correct result has been computed according to Equation (A.11). The two other possibilities
depend on the implementation. According to Equation (4.14), a permanent sign change of the
value 77 prior to its first use also yields a valid faulty point. However, a permanent fault can
only be achieved by an attack on the ALU if the value y; is only loaded/stored once, i.e., if the
faulty value is used for all occurrences in the addition formula. The last possibility is a fault
induced into the value A\ used to compute z3. According to Equation (4.16), a transient fault
induced into A will yield a valid faulty point P;. However, in order to achieve a transient fault
in A, this value would have to be computed or loaded twice, such that the value used in the
computation of ys is correct again. This is highly unlikely in an efficient implementation.

For the affine doubling, similar considerations apply. Obviously, any sign change in variables
used in the computation of x3 and y3 yield the same result as for the affine addition. However,
the computation of \ is different. Here, it is clear that any permanent change of y; yields a valid
faulty point P3. Whether a permanent fault can be induced depends on the implementation.
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Projective Addition. Sign Change Faults via the ALU can also be induced into the projective
addition formula, which has been presented in Definition 4.2. This is easy to see. Let P; =
(1 :y1: 21), Po = (22 : y2 : 22) be elliptic curve points in projective coordinates. For a point
addition, we have

T3 =r? — tw? 2y3 :=vr — muw® 23 1=2z129W,
h o 2 ._ 3 L L
where Uy ‘=T129, §1 ‘=Y129, w =uUp — ug, ri=81 — S9,
R 2 . 3 R —
Ug :=T227, S2 1=Y227, t:=uq + uq, m =81 + Sg,
and v :=tw® — 2z3
and for doubling the point P; = (x1 : y1 : 21):
x5 :=m? — 2s ys:=m- (s —x3) —t 23 :=2y121,
where m :=3x3 4+ Azf, s :=dx11?, and t:=8yi.

Again, it becomes clear that lots of load/store or exchange instructions are needed in order to
realize this formulas involving the coordinates of the original points P; and P,. For example,
an implementation could use y; or ys via previous load/store or exchange instructions as a
multiplicand in the modular multiplications to compute sq, s1, 23, or t.

Concluding Remarks. All attack settings introduced above can be further relaxed, taking into
account that the device will check whether the final output is a valid point on the curve or not
to defend against the attacks described in Section 4.2. In this case, faults which change single
bits with an acceptably high probability, e.g., byte faults according to Fault Model 1.8, can be
used, because unsuccessful physical attacks are winnowed by this final check.

Some of the attacks described above can be applied to curves defined over both, prime fields
and binary fields. This is true for attacks on a symmetric representation and on the NAF, as
attacks here do not initiate a finite field negation, but indicate that a point negation must be
performed. For an attack on the crypto co-processor, however, the faulty control signal triggers
a field negation, which yields a negated point only in the case of prime field based elliptic curves.
For binary field based elliptic curves, a point is negated by replacing the y-coordinate by x — .
Hence, this is different from —y unless we are in the special case where x = 0.

The above considerations show that Sign Change Faults can be induced in a large variety
of settings, most of which represent today’s modern smartcard environments. Therefore, Sign
Change Faults are practical. They fulfill the condition stated in Chapter 1, demanding that
fault models and fault types must be justified in practice in order to be a valuable subject of
analysis. In the next chapter, we will show how Sign Change Faults can be used to successfully
recover a secret scalar factor k.
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5. Sign Change Faults — Attacking Elliptic
Curve Cryptosystems

The results of Section 4.4.1 show that elliptic curve cryptosystems are easy to secure against
most classic fault types, e.g., random faults. However, we have shown that a new fault type, Sign
Change Faults, represents a practical and thus dangerous attack on elliptic curve cryptosystems.
Here, faulty values, which are undetectable by the standard countermeasure described in Section
4.2, can be created with a very high chance of success. In this section, we will show how to use
Sign Change Faults to break elliptic curve cryptosystems.

In all cryptosystems based on elliptic curves, e.g., the ElGamal cryptosystem and its variants,
a crucial computation is the scalar multiplication of a public base point P with a secret scalar
factor k. Attacks aim to recover the value k. In this chapter, we show how Sign Change
Faults can be used to successfully attack a variety of implementations of elliptic curve scalar
multiplication, namely the NAF-based left-to-right repeated doubling in Section 5.1, the NAF-
based right-to-left repeated doubling in Section 5.2, the classic repeated doubling in Section
5.3, and Montgomery’s binary method in Section 5.4. The attacks succeed to recover the secret
scalar factor efficiently.

Sign Change Attacks will be the main topic of the remainder of this thesis. The next chapter,
Chapter 6, is devoted to the presentation and analysis of a new countermeasure, which protects
scalar multiplication algorithms against Sign Change Attacks. Chapter 7 will briefly show that
Sign Change Faults can also be applied successfully to modular exponentiation, i.e., in the
context of the RSA cryptosystem.

First, we need to define our fault model, which is based on the Sign Change Fault type:

Definition 5.1 (Fault Model: Sign Change Faults / (sc) fault model).

We have defined a Sign Change Fault (SCF) as the flipping of the sign of a given variable in
Definition 4.6. Sign Change Faults are defined both for elliptic curve points as well as for finite
field elements:

x> —x mod p forxz e F,
P — P for P a point on some elliptic curve E
where
P=(z,y) ¥ — P=(x,—y) P affine point on E defined over a prime field
P=(z,y,2)#> — P = (x,—y,z) P projective point on E defined over a prime field

We define the Sign Change Fault Model, (sc) fault model, with the following parameters.

123



124 5. SiGN CHANGE FAULTS — ATTACKING ELLIPTIC CURVE CRYPTOSYSTEMS

location: complete control (can target the sign of a specific variable)

timing: no control (cannot target a specific point of time, every operation and every
iteration of a loop, where the targeted variable is involved, is hit with the
same (uniform) probability)

number of bits: random number of faulty bits (the sign is changed)

fault type: Sign Change Faults (see Definition 4.6)
probability: certain (every physical attack results in a fault of the desired kind)
duration: permanent faults and transient faults (both variants are investigated if they

differ, however, it is assumed that an adversary cannot use both kinds in
one attack setting)

5.1. Sign Change Attack on NAF-based Left-to-Right Repeated
Doubling

We first present an attack on the NAF-based left-to-right repeated doubling algorithm, because
this is the most important example of repeated doubling in practice. The left-to-right method
is preferred over the right-to-left version, because it does not need an additional variable. As
discussed in Section 2.2, there are attacks on repeated doubling algorithms, which show that
it is not self-evident that an attack on one version carries over seamlessly to the other version,
e.g., [FV03]. Hence, we will present both results in this thesis.

Since negating an elliptic curve point is a very cheap operation, practical applications usually
use a NAF-based repeated doubling algorithm. Therefore, we put our main focus on NAF-based
variants as well. We have described the NAF in some detail in Section 4.5.

Sign Changes do not depend on the underlying representation of the elliptic curve points, i.e.,
they apply to affine and projective coordinates as well. All of our attacks apply to both repre-
sentations alike, hence, we will not assume a special representation in this chapter.

In Algorithm 5.2, we present a NAF-based left-to-right version of the well known repeated
doubling algorithm. Algorithm 5.2 already implements the standard countermeasure against
random fault attacks from Section 4.2 in Line 5.

Algorithm 5.2: NAF-based Repeated Doubling on an Elliptic Curve E (Left-to-Right Version)

Input: A point P on E, and a secret key 1 < k < ord(P) in non-adjacent form, where n denotes
the number of bits of k
Output: kP on E
# init
1SetQ:=0
# main
2 For i from n — 1 downto 0 do
3 Set Q :=2Q
4 Ifki=1thenset Q:=Q+Pelseifki=—1thenset Q:=Q—P
5 If Q is not on E then set Q := O
6 Output Q

Starting from Algorithm 5.2, we will use indices to distinguish between the variable values in
the main loop. We will denote the correct final result by @ and a faulty final result by Q. To
avoid ambiguity when referring to intermediate values, we rewrite Lines 3 and 4 as
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3 Set QI/ = 2Qi11
4 If ki = 1 then set Q; := Q[+ P
else if ki = —1 then set Q;:=Q/ — P
else set Qi := Q/
Naturally, we set @, := O.

Most elliptic curves defined over prime fields, which are recommended by current standards
such as ANSI, IEEE, and SECG (see Table 4.1), have prime order, i.e., they contain a prime
number of points. Therefore, we will assume this property for our curves as well. This fact
implies that any point P # O on E must have the same (large) prime order. We will use this
assumption frequently.

We state our attack using an algorithm similar to the attack presented by Boneh, DeMillo
and Lipton in [BDL01] on RSA. This attack has been analyzed and used extensively in Chapter
2. Similar to [BDLO01], we need to be able to induce faults into ¢ = (n/m)log(2n) runs on the
same input (P, k, FE) to recover k with probability at least 1/2. Here, m is a parameter to be
defined later. Differently from the attack in [BDLO1], we need a correct result @ to verify our
test cases — which is indeed a plausible assumption. We use the following result from [BDLO1]
to bound the number of necessary faulty outputs needed by our attack (see also Fact 2.4).

Fact 5.3 (Number of Necessary Attacks).

Let x = (z1,x2,...,2,) € {0,1}" and let M be the set of all contiguous intervals of length m < n
inz. If c = (n/m) -log(2n) bits of © are chosen uniformly independently at random, then the
probability that each interval in M contains at least one chosen bit is at least 1/2.

5.1.1. Sign Change Attack Targeting Q’ in Line 4.

All of the variables in Lines 3 and 4 can be successfully targeted by a Sign Change Attack (SCA).
In the following, we present a fault attack, which induces faults into the variable @ in Line 4
during some loop iteration n —1 > ¢ > 0. Afterwards, we will describe how to modify the attack
for the other variables.

The basic idea of our attack algorithm is to recover the bits of k in pieces of 1 < r < m bits.
Here, m is chosen to reflect a trade-off between the number of necessary faulty results derived
from Fact 5.3 and the approximate amount 2™ of offline work. Throughout this chapter, we
assume that 2™ < #FE. To motivate the algorithm, we first assume that a faulty value Q is
given that resulted from an SCF in Q. In order to describe the resulting pattern in a compact
way, we introduce the following notation, similar to Definition 2.17.

Definition 5.4 (High and Low Parts of k and kP).
Let (kp—1,kn—2,...,ko) be the binary expansion or NAF of a positive integer k and let P be a
point on an elliptic curve. We define upper and lower parts of k and kP as

n—1
hi(k) == k2™, H;(k) == hi(k) - P, (5.1)
Li(k) = i:kﬂj, Li(k) :== l;(k) - P. (5.2)
j=0

In the context of scalar multiplication, k denotes the secret scalar factor. If the number k is
clear from the context, we will write h; for h;(k) etc.
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Corollary 5.5 (Transformations Between L; And H;).
Let k and P be defined as in Definition 5.4. With Q := Z;-:& k;27 P, we have the following
equalities:

Li(k) = Q — 27 Hy 4 (k) (5.3)
(k) = 22 (5.4)
Proof:
We have

n—1 n—1 A
Q-2 Hypy (k) =Y k2P — 2T N kTP =N k2T P = Li(k).
j=0 j=i+1 j=0
This proves Equation (5.3), which directly yields L;_1(k) = Q — 2°H;(k). This in turn
implies Equation (5.4). O
Equation (5.4) uses division, which is not explicitly defined for elliptic curves. However, we
assume elliptic curves defined over fields with prime order, therefore, since 2! # 0 mod #E,
multiplicative inverses are guaranteed to exist. Hence, division is just multiplication with the
multiplicative inverse as usual. This justifies the above notation. Moreover, the right hand side
of Equation (5.4) adds up the summands k;27 with j > i. Therefore, every summand is divisible
by 2%, hence, a multiplicative inverse is not needed if instead the summands kj2j ~% are used.
In a correct run of Algorithm 5.2, the final value QQ = Q¢ = kP is computed as

Q=2-(2-(..2-(2- (2 (kn-1P) + kp—2P) + kp_3P)...) + k1P) + ko P

n—1
— 2. (.2 (2 Qi+ KP) + ki P) ) + kP with Q= 3 k2P & 2m, (k)
j=i+1

=2+ S k2 M g (k) 4 Lih).
=0

Now it is easy to see that a faulty value @, which results from a fault induced into Q}, can be
written as:

n—1 7

Q=-2Q[+> k-2 -P=-2">" k2T P+ k-2 P
=0 j=it1 §=0
2 04 amk) (5.5)
G0 22 H L (). (5.6)

On the right hand side of Equation (5.5), the only unknown part is L;(k), which defines a
multiple of P. If only a small number of the signed bits kg, k1,...,k; used in that sum is
unknown, these bits can be guessed and verified using Equation (5.5). This allows to recover the
signed bits of k starting from the LSBs. Moreover, based on Equation (5.6) it is also possible to
recover the signed bits of k starting from the MSBs (see Section 5.1.3). As we assume that faults
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are induced uniformly at random, an adversary may choose freely between these two recovery
strategies. In the following, we will use the LSB version based on Equation (5.5). We assume
that @ is known. The complete attack is stated as the following algorithm.

Algorithm 5.6: The Sign Change Attack on Q!

Input: Access to Algorithm 5.2, n the length of the secret key k > 0 in non-adjacent form, Q = kP
the correct result, m a parameter for acceptable amount of offline work.
Output: k with probability at least 1/2.
# Phase 1: Collect Faulty Outputs
1 Set c:= (n/m) - log(2n)
2 Create c faulty outputs of Algorithm 5.2 by inducing a SCF in Q! for random values of i.
3 Collect the set S = {Q | Q # Q is a faulty output of Algorithm 5.2 on input P}.
# Phase 2: Inductive Retrieval of Secret Key Bits
4 Set s := —1 indicating the number s + 1 of known bits of k.
5 While (s < n—1) do
# Compute the known LSB part 2L¢(k) of the exponent k.
6 Set L:=2) k2P
# Try all possible bit patterns with length r < m.
7 For all lengths r =1,2,...m do

8 For all valid NAF-patterns X = (Xs4+1,Xs+2; - - - , Xsr) With Xs1r 7 0 do
# Compute the test candidate T
9 Set T, :=L+23 71 x2IP
# Verification Step: Verify the test candidate using Equation (5.5)
10 for all Q € S do
11 if (TX - Q) = Q then
12 conclude that k11 = X411, Kst2 = Xs42, -+ ., Ksr = Xstr,
13 set s := s+ r, and continue at Line 5
# Handle a Zero Block Failure
14 If no test candidate satisfies the verification step, then
15 assume that kgy; = 0 and set s :=s+ 1.
16 Verify Q = kP. If this fails then output FAILURE.
17 Output k

Comment.  Algorithm 5.6 has been abbreviated for clarity in two minor details. On the one
hand, the highest iteration that suffered a SCF in Line 2 of Algorithm 5.6 needs not be the last
iteration n — 1. Let j be the maximal 7 such that the value @} has been attacked. Algorithm 5.6
only recovers bits of k up to iteration j. Following Fact 5.3, we assume a “lucky case”, which
means that we assume that every interval of length m was targeted by at least one SCF. This
only guarantees that j > n — m. Hence, the m — 1 most significant bits may not be recovered.
However, up to m — 1 missing bits can easily be recovered by exhaustive search if m is small
enough. If this fails, the adversary comes to the same conclusion as suggested in Line 16: the
guessed bits must be wrong and the attack has failed.

Furthermore, it is clear that given n as the length of the NAF of k, Algorithm 5.6 does not
need to test patterns whenever s + r > n. Here, s indicates that the s + 1 least significant bits
ko, k1,...,ks are known. In fact, we may assume that the most significant bit of k is k,,—1 = 1,
otherwise n cannot be uniquely defined. Therefore, we may assume w.l.o.g. that s +r <n — 1.
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Note that we always have k > 0. We also rely on the fact that (ko, k1,..., ks, Tsg1,---, Tsir)
(constructed in Line 8) is always in valid NAF.

We will prove the success of Algorithm 5.6 in two lemmas. First, we will show that only a
correct guess for the pattern of k can satisfy the verification step in Line 11. Then, we will show
that Algorithm 5.6 will always correctly recover at least the next unknown bit of k. The second
result is based on the assumption that each contiguous interval of m bits was targeted by at
least one Sign Change Fault. This represents the “lucky case” of Fact 5.3. Before stating the
results, we introduce Zero Block Failures. This definition is essentially the same as Definition
2.8, but here we put it in the context of Sign Change Faults on elliptic curve points.

Definition 5.7 (Zero Block Failure).

Assume that Algorithm 5.6 already recovered the s+1 least significant signed bits ko, k1, ..., ks of
k. If the signed bits ksy1, kst2, - .., ksrr are all zero and all Sign Change Faults that happened
in iterations s+ 1,...,s +m are restricted to the first r iterations s +1,s +2,...,s +r, the
situation is called a Zero Block Failure.

We briefly recall the notion of Zero Block Failures, which was introduced before in the context
of RSA in Section 2.1.2. A Zero Block Failure is named after the fact that errors in a block
of zeros will not be detected as errors within that block. Equation (5.2) shows that for any
s, Lg(k) = Lg11(k) = ... = Lgy,(k) for all sequences ksy1 = 0,ks12 = 0,..., ks, = 0. In
this case, the values Q; = —Q + 2Ls(k) and Q= -Q+ 2L¢4,(k) are equal. Therefore, given
Q=-Q+ 2L4(k), Algorithm 5.6 cannot determine how many zero bits — if any — follow k.
Hence, tailing zeros must be neglected, because their number cannot be determined correctly.
This is the reason why Algorithm 5.6 only tests patterns & which end in 41 in Line 8. However,
the fact that tailing zeros do not change the value of Q allows us to write Q = —Q + 2L;(k) with
k; # 0 for some unknown i if Q # —(Q. Moreover, if it is known that Q=-Q+ 2L4(k), we may
specify i in greater detail. In fact, we have Q = —Q +2L;(k) with i := max{j | k; Z0 A j < s}.
The case where Q = —Q, i.e., when the maximum does not exist, can be represented by choosing
1 = —1. This simplification will be used in the following two lemmas.

First, we will investigate the case when a test pattern x satisfies the verification step. This
allows Algorithm 5.6 to recover the next r bits of k.

Lemma 5.8 (No False Positives).
If Algorithm 5.6 computes a test bit pattern x such that Ty satisfies the verification step in Line
11 for some QQ € S, then x is the correct bit pattern.

Proof:

Assume that the verification step is satisfied for a given test bit pattern = (z 541, ..., Zstr)
with 1 < r < m and x4, # 0,  in non-adjacent form. We assume that we have a
false positive, i.e., the pattern x is different from the corresponding pattern of k, namely
ksi1,kst2,...,ksrr. Hence, there must be a faulty result @ € S that satisfies the ver-
ification step in Line 11 together with this x. The verification step in Line 11 yields
O=T,—Q—Q. We use Line 9 of Algorithm 5.6 to express T, and Equation (5.5) to
express Q in detail. As explained above, we may assume that Q = —Q + 2L;(k) with
k; # 0 for some unknown 7 > 0. We have

S s+r )
O=[2) k2P+2- > 2P| - |-Q+2-) k2P| -Q
j=0 j=s+1 J=0
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s s+r %
=2 Y kY + > 20> k2 | P = R, P (5.7)
j=0 j=s+1 j=0
Ry R
0 if 7 < min(i, s)
max(i,s+1) - kj ifi1 < ] <s
where R, =2- Z y;2) and y; =4 (x;—k;) if s <j<min(i,s+7r)
j=0 xj if max(i,s) <j<s+r
—k’j ifs+r<j<i.

Equation (5.7) implies that either R, = 0 or R, is a multiple of the order of P.

Case 1. Assume that R, = 0. This is easily shown to be impossible. It implies that
R, = R_, i.e., both sums are valid NAF representations of the same number. Since the
NAF is unique, this implies that both representations are equal. Hence, all digits are equal
in contradiction to the assumption that there is as least one x; # k; with s+1 < j < s+7.

Case 2. Assume that R, # 0 is a multiple of the order of P on E. We know that
ord(P) = #E > 2™ as #F is prime. Therefore, #F divides R,. If i = —1, i.e., Q = —Q,
we have R, - P =T, = O. As we may assume that s +r < n — 1 as explained above,
we have R, < #F. This contradicts our assumption that #F divides R,. If 0 < i < s,
we have R, = 22 . R! with |R/| < 257"~% < 2n=1=% < k < #E. Therefore, #F
cannot divide R,. If s+ 1 < i < s+ r, we have R, = 2°%2 . R/ with |R,| < 2m*L.
Again, #F cannot divide R,. For s +7 < i < n — 1, we have R, = 2512 . R/, with
|R.| < 275+l < on=2=s+l < on=l < | < 4 F. Therefore, #FE cannot divide R,. The last
case, i = n — 1, is impossible. It would imply that Q; = O has been attacked, where no
Sign Change Fault can be induced, i.e., Q = Q. However, we explicitely prevent values
Q = Q from being members of the set S in Line 3 of Algorithm 5.6. Therefore, Case 2 is
impossible. O

Lemma 5.7 has shown that if Algorithm 5.6 has found a test pattern x, it correctly represents
the corresponding bit pattern of k. This result can be used to show that whether Algorithm 5.6
finds a test pattern x or not, it always recovers the correct next bits of k.

Lemma 5.9 (Correct Recovery).

We assume that the bits ko, k1,...,ks of k have already been computed by Algorithm 5.6. Fur-
thermore, we assume that a Sign Change Fault was induced into the intermediate value Q) in
Line 4 of Algorithm 5.2 for some i € {s+1,s+2,...,s+m}.

Then, in order to recover the next signed bit ks, Algorithm 5.6 will be in one of two cases:
In the first case, it finds a test bit pattern © = (g1, Ts42,- -, Tstr), T < m, that satisfies the
verification step in Line 11 and concludes that k; = x; for all s +1 < j < s+r in Line 12. In
the second case, it detects a Zero Block Failure and concludes that kg1 = 0 in Line 15. In both
cases, the conclusion is correct and between 1 and r bits of k are recovered correctly.

Proof:

We will investigate the two cases of the lemma separately.
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Case 1. Assume that Algorithm 5.6 finds a test bit pattern x = (xs41, Ts42, -+, Tstr)
that satisfies the verification step in Line 11. According to Lemma 5.8, there cannot be
a false positive and x correctly represents the bit pattern of k. Therefore, the conclusion
kj =x; for all s+ 1 < j < s+ is correct.

Case 2. Assume that Algorithm 5.6 does not find a test bit pattern x that satisfies the
verification step. In this case, a Zero Block Failure is conjectured by Algorithm 5.6 and it
sets kg1 = 0.

We assume that this conjecture is wrong. We know by the assumption in the lemma that
at least one of the iterations s +1,s+2,...,s + m was targeted by a Sign Change Fault.
Let Q € S be the faulty output resulting from such an induced fault, i.e., Q = —Q+2L;(k)
with s + 1 < i < s + m according to Equation (5.5). If the conjecture that we have a
Zero Block Failure is wrong, we know by Definition 5.7 that we may choose @Q such that
at least one of the bits ksi1,ksto,...,k; is not zero. This implies that we may write
Q = —Q + 2L, (k) with w := max{j | k; # 0 A s + 1 < j < i} as explained above.
Now it is easy to see that the test bit pattern 0 # x = (ks41, ks+2,- - -, kw—1, kw) of length
1 < r < m satisfies the verification step. This means that the value T}, defined in Line 9
of Algorithm 5.6 correctly represents 2L, (k). Therefore, a valid test pattern = exists and
Algorithm 5.6 will find a value for ks1q in Line 12. Hence, the assumption that a Zero
Block Failure is detected incorrectly must be wrong. O

The results of the previous lemmas are summarized in the following theorem. It is a straight-
forward result from the two previous lemmas, combined with a simple count of the operations
performed by Algorithm 5.6.

Theorem 5.10 (Success of the Proposed Sign Change Attack).

Algorithm 5.6 succeeds to recover the secret scalar multiple k of bit length n in time O(n-2"-c-M)
with probability at least 1/2. Here, ¢ = (n/m)-log(2n) and M is the maximal cost of a full scalar
multiplication or a scalar multiplication including the induction of a Sign Change Fault.

Proof:

The result of Lemma 5.9 relies on the assumption that every contiguous interval of length
m was targeted by at least one Sign Change Fault in Line 2 of Algorithm 5.6. According
to Fact 5.3, this assumption holds with probability 1/2 if ¢ = (n/m)-log(2n) faulty results
are collected. This requires ¢ scalar multiplications with the ability to induce a SCF.
According to Lemma 5.9, every iteration of the while loop of Algorithm 5.6 recovers either
a zero bit or a test bit pattern x. It shows that this recovery is always correct if the “lucky
case” of Fact 5.3 is assumed. Therefore, Algorithm 5.6 recovers between 1 and m bits in
each while iteration. Therefore, at most n iterations are needed. The worst case occurs
when k& = 2”71 and no SCF was induced into Q!,_, while Algorithm 5.6 created the set
of faulty outputs in Line 2. As all bits but the most significant are zero, only Zero Block
Failures would occur, allowing to recover only a single bit in each iteration of Algorithm
5.6.

In a single iteration, Algorithm 5.6 first computes the value L in Line 6, requiring a single
scalar multiplication. Then, the algorithm tests at most all possible NAF patterns of
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length m (assuming tailing zeros for shorter patterns). These are at most

n= % . (2m+2 + (_1)m+1) — O(2m),

according to [EK90]. Every test bit pattern x yields a test candidate T, using one scalar
multiplication in Line 9. Obviously, some speedups could be applied, e.g., storing T, allows
to compute a new T, using a single addition. Note that the precomputation of L in Line 6
already represents a speed up. For each test candidate T, at most ¢ point additions and
comparisons need to be done in Line 11. If all possible bits of k£ have been recovered, a
last full scalar multiplication must be applied to differentiate between Zero Block Failures
and a real failure. This yields total costs of

Oc-M+4n-(M+2™-c-(A+C))+ M),

where M denotes the cost of a full scalar multiplication, M the cost of a full scalar
multiplication with the ability to induce a fault, A the cost of a point addition, and C the
cost of a point comparison. To present a short result, we simply treat the addition and
comparison cost of Line 11 together as one full scalar multiplication. We also assume that
M =M.

In this case, the worst case running time of Algorithm 5.6 is O((c +n2™c+ 1) - M) where
¢ = (n/m) -log(2n) and M is the maximal cost of a full scalar multiplication or a scalar
multiplication including the induction of a Sign Change Fault. O

5.1.2. Other Attacks

The basic idea of Algorithm 5.6 can also be used for Sign Change Attacks, which induce faults
into any other variable used inside the loop in Algorithm 5.2. We have explicitly investigated
an attack targeting the variable @} in Line 4 of Algorithm 5.2 in the previous section. However,
if the variable @} in Line 3 is affected by an induced fault, it has the exact same effect. For the
other variables, we will briefly present the results in the following.

Attacks targeting ;1 in Line 3. A fault induced into @;;1 in Line 3 changes the sign of
Qi+1. This yields Q) = 2+ (—Q;+1) = —Q), which is the same error as if @} would be affected
by a fault induced into Line 3 or 4. Hence, all results from the previous section apply.

A fault induced into the variable ;11 in Line 3 of Algorithm 5.2 can be used for another Sign
Change Attack if it is possible to target just one of the two copies of Q;+1. In this case, a Sign
Change Fault induced into Q;41 yields @, = O and

Q = Li(k).

Algorithm 5.6 can be used to recover the bits of k starting from the LSBs with the following
modified verification step:

11(a) if (2Q - TX) = O then

This attack does not need to know a correct result (. We can prove that this verification
step does not yield any false positives with Lemma 5.8. The proof is completely analogous with
opposite signs in Equation (5.7). Lemma 5.9 and Theorem 5.10 hold unchanged. With Equation
(5.3), we get Li(k) = Q — 2771 H; (k). Hence, it is also possible to recover the bits starting
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from the MSBs.

Attacks targeting the Base Point P in Line 4. Another attack can be mounted if it is possible
to change the sign of the base point P in Line 4. Since the base point is used in every iteration,
we need to differentiate between a transient fault, where only once a faulty value —P is used,
and a permanent fault, which changes all subsequent usages of P as well.

If the error induced into P is transient, we have

Q=Q—2k2'P.

Algorithm 5.6 can be used if the verification step is modified to
11(b) if (Q n 2x5+125+1P> — Q then
Obviously, changing only the modification step here means to break a butterfly on a wheel, as
we may save a lot of operations since neither L nor 7T, are needed. If k; = 0, this fault has no
effect. If k; = +1, we have a single bit changed, which is essentially the same as a sign change of
the bit k; of the secret scalar. A drawback of this attack is that we need a block size of m = 1,
hence, an increased number of faulty outputs need to be collected. In addition, a lot of Zero
Block Failures will occur, as every zero in the NAF of k yields a Zero Block Failure. The result
of Lemma 5.8 about the impossibility of false positives holds for this special case as well, simply
assume that all bits besides k; and x4, are equal to zero in Equation (5.7) and change the
signs of Ry and R_. Hence, Theorem 5.10 holds for this case as well, showing that the attack
succeeds to recover k in polynomial time.

If the error induced into P is permanent, we have

Q=Q —2L;(k).

Algorithm 5.6 can also be used for this case with only a sign change in the verification step, i.e.,
11(c) if (Q + TX) = Q then
Obviously, the two lemmas and the theorem of Section 5.1 hold as well.

Attacks targeting P should be considered much less probable than attacks targeting any other

variable. As P is the base point, it is stored in long term memory, where it is loaded from every
time. Moreover, permanent errors could easily be detected by re-checking.

An Attack targeting Q; in Line 4. A fault induced into Q; in Line 4 yields Q = 2L;—1(k) — Q.
This yields the exact same attack as described in Algorithm 5.6.

5.1.3. Recovering The Bits Starting From The MSB

As mentioned above, the bits of k can also be recovered starting from the MSB, based on
Equation (5.6), which states that

Q=Q—2 -2 H, (k).
Algorithm 5.6 has to be modified accordingly, yet, the claims about the success probability hold

for this attack as well, with some modifications. For completeness, we present the modified
algorithm here. The modified parts have been highlighted. Note that we assume that k,,_1 = 1.
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Algorithm 5.11: The Sign Change Attack on Q!, MSB Version

Input: Access to Algorithm 5.2, n as the length of the secret key k > 0 in non-adjacent form,
Q = kP the correct result, m a parameter for acceptable amount of offline work.
Output: k with probability at least 1/2.

# Phase 1: Collect Faulty Outputs

1 Set c:=(n/m) - log(2n)

2 Create c faulty outputs of Algorithm 5.2 by inducing a SCF in Q{ for random values of i.

3 Collect the set S = {Q | Q # Q is a faulty output of Algorithm 5.2 on input P}.

# Phase 2: Inductive Retrieval of Secret Key Bits

4 Set s:=n — 1 representing the index of the highest known bit of k.

5 While (s >0) do
# Compute the known MSB part 2Hg(k) of the exponent k.

6 Set H:=Y " k2=.P
# Try all possible bit patterns with length r < m.

7 For all lengths r =1,2,...m do

8 For all possible test bit patterns x = (Xs—r,Xs—r+1,--.Xs—1) With Xs—y # 0 do
# Compute the test candidate T
9 Set T, :=2"-H+ Y70 x2=str.p
# Verification Step: Verify the test candidate using Equation (5.6)
10 for all Q € S do
11 if (Q + 25—r+1TX) — Q then
12 conclude that ks_1 = Xs_1,ks—2 = Xs_2,... ks = Xs_,
13 set s :=s —r and continue at Line 5
# Handle a Zero Block Failure
14 If no test candidate satisfied the verification step, then
15 assume that ke_; = 0 and set s :=s — 1.
16 Verify Q = kP. If this fails output FAILURE.
17 Output k

The value T, computed in Line 9 represents the value Hy_,(k) if x; = k; for all s —r < j <
s — 1. Algorithm 5.11 has been abbreviated in the same minor details as stated in the comment
following Algorithm 5.6. The proof of correctness, i.e., the equivalent of Lemma 5.8, Lemma
5.9, and Theorem 5.10, can be carried out in a pattern similar to the proof for the LSB version.
In the following, we present an updated version of Lemma 5.8.

Lemma 5.12 (False Positives).
If Algorithm 5.11 computes a test bit pattern x such that Ty satisfies the verification step in Line
11 for some QQ € S, then x represents the correct bit pattern of k.

Proof:

Assume that the verification step is satisfied for a given test bit pattern z = (xs_1,...,Zs_y)
with 1 < r < m and zs_, # 0, = in non-adjacent form. We assume that we have a
false positive, i.e., the pattern x is different from the corresponding pattern of k, namely
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ks_1,ks_2,...,ks_. Hence, there must be a faulty result @ € S that satisfies the ver-
ification step in Line 11 together with this . The verification step in Line 11 yields
O =25t . T, + Q — Q. We use Line 9 of Algorithm 5.11 to express T, and Equation
(5.6) to express Q in detail, ie., Q = Q — 2042 H; 1 (k) with k,_; = 1 for some i > 0. We
have

0= 27" T, +Q-Q

s—1
_ 28+1H5(]€) + 25—T’+1 Z xj2j—(s—r) Pl + (Q - 2i+2Hi+1(k)) i Q
j=s—r
n—1 ' s—1 ' n—1 '
= 2 > kY + > w2 |-P-2 k2l | P = 2-R,-P  (58)
j=s j=s—r j=i+1
~ SN———
Ry R_
0 if 5 > max(s,i + 1)
n—1 ' kj 1f8§]<2+1
where R, = Z y;2) and y; =4 (zj—k;) if max(s—r,i+1)<j<s—1
j=min(s—r,i+1) zj if s —r <j <min(s,i+ 1)

—k; fi+1<j<s—r.

We know that k,_1 = 1. Hence, both R, and R_ represent positive numbers. Equation
(5.8) is satisfied if Ry — R— = 0 mod ord(P) = #E. We investigate the two cases R —
R_ =0 over the integers and Ry — R_ = 0mod #E, Ry — R_ > 0 separately.

Case 1. Assume that R, — R_ = 0 over the integers. As both R, and R_ are valid
non-adjacent unique representations of two integers, say r4 and r_, we have equality iff
ry = r—. In this case, however, the two non-adjacent forms must be equal, since every
number has a unique non-adjacent form representation. Therefore, we cannot have a false
positive. This contradicts our assumption.

Case 2. Assume that R, # 0 is a multiple of the order of P on E. Therefore, #F divides
R,. Algorithm 5.11 starts with s = n — 1, since the most significant bit k,_1 = 1 is known.
As we are working with the NAF of k, this implies that k,_o = 0. We have R, = Q”_I—i-R’Jr
with |R/ | < 2n=2 Ifi4+1 < n—1, the value R_ is not equal to 0, since it adds up at least
kn—_1. Again, we know that k,_; = 1 and k,,_» = 0, therefore, we can write R_ = 2" '+ R’
with |R” | < 2"72. In this case, we know that |[Ry — R_| = |R, — R | <2""! <k < #E.
This implies that if a false positive is encountered, we must have i + 1 = n. However, the
latter implies that R_ = 0, i.e., Q = Q. Since such entries have been explicitly excluded
in Line 3 of Algorithm 5.11, this case may never happen, either. Consequently, Case 2 is
impossible as well, which proves the lemma. O

The results of Lemma 5.9 and Theorem 5.10 hold for the MSB recovery with only minor modi-
fications concerning the indices. Therefore, we only state the final result without proof.
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Theorem 5.13 (Success of the Proposed Sign Change Attack).

Algorithm 5.11 succeeds to recover the secret scalar multiple k of bit length n in time O(n-2"-c-M)
with probability at least 1/2. Here, ¢ = (n/m)-log(2n) and M is the maximal cost of a full scalar
multiplication or a scalar multiplication including the induction of a Sign Change Fault.

5.2. Sign Change Attack on NAF-based Right-to-Left Repeated
Doubling

As we have explained above, attacks on one version of repeated doubling are not guaranteed to
apply to other variants of repeated doubling as well in general. Therefore, we will investigate in
this section, how a Sign Change Attack can be mounted on the twin of the left-to-right repeated
doubling algorithm (Algorithm 5.2): the right-to-left repeated doubling algorithm. We will see
that for Sign Change Attacks, both versions are susceptible for these attacks in the same manner.
We start with stating the right-to-left repeated doubling algorithm as Algorithm 5.14.

Algorithm 5.14: NAF-based Repeated Doubling on an Elliptic Curve E (Right-to-Left Version)

Input: A point P on E, and a secret key 1 < k < ord(P) in non-adjacent form, where n denotes
the number of bits of k
Output: kP on E

# init
1SetQ:=0
2SetR:=P
# main

3 Forifrom0ton—1do

4 If ki =1 thenset Q:= Q+ Relse if ki = —1 thenset Q:=Q —R
5 Set R:=2R

6 If Q is not on E then set Q := O

7 Output Q

We will investigate Sign Change Attacks against Algorithm 5.14 in the same manner as in Section
5.1.1. Again, we will use indices to differentiate between the variable values in the main loop.
We denote the correct final result by Q and a faulty final result by Q. To refer to intermediate
values clearly, we rewrite Lines 4 and 5 as

4 If k; =1 then set Q; := Qj_1 + Ri_1
else if ki = —1 then set Q; := Qi1 — Ri_1
else set Qi := Q;_1
5 Set R; :=2R;_1

5.2.1. Sign Change Attack Targeting Q; in Line 4.
In a correct run of Algorithm 5.14, the final value Q = Q,,_1 = kP is computed as
Q:]{?020-P—|—k121'P+...—|—]<,‘n_12n_1'P

= (]{7020P+]{3121P+—|-]€ZQZP) —|—k’i+12i+1-P—|—...—|—k‘n_12n_1-P
=Q;=Li(k)
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= Qi+ ki 2P+ k2P (G1L02) Li(k) + 277 Hyy o (R).

Now it is easy to see that a faulty value @, which results from an attack inducing a SCF in Q;,
can be written as:

Q = _Qi + 2i+1Hi+1(]{7) —_ —Ll(k) + 2i+1Hi+1(k’)

©2 @~ 2Li(k) (5.9)

G 042 27 H (k). (5.10)

Equations (5.9) and (5.10) allow to recover the bits of k starting from the LSBs or starting
from the MSBs. They are the same formulas as Equation (5.5) and (5.6) for the attack on the
left-to-right version, only with the opposite sign. Let us first assume that we wish to recover
the bits of k starting from the LSBs, i.e., using Equation (5.9). In this case, the Sign Change
Attack targeting @; in the right-to-left repeated doubling algorithm is completely analogous to
Algorithm 5.6. The only difference is a new verification step, that respects the opposite sign.
The modified Line 11 simply replaces Ty — Q be T, + Q, i.c.,
11(d) if (TX n C)) — Q then

Not surprisingly, the analysis of this modified attack is completely equivalent to the analysis
of the original Algorithm 5.6. The results of Lemma 5.8 (no false positives), of Lemma 5.9
(correct recovery), and of Theorem 5.10 (success probability and runtime) carry over seamlessly,

even the proofs change only negligibly. Therefore, we omit the lemmas and the proofs here and
state the final result only.

Theorem 5.15 (Success of the Proposed Sign Change Attack).
Algorithm 5.6 with the modified verification step

11(d) if (TX v C)) — Q then

succeeds to recover the secret scalar multiple k of bit length n in time O(n - 2™ - ¢ - M) with
probability at least 1/2. Here, ¢ = (n/m) - log(2n) and M is the mazimal cost of a full scalar
multiplication or a scalar multiplication including the induction of a Sign Change Fault.

5.2.2. Other Attacks

The basic idea of Algorithm 5.6 can also be used for Sign Change Attacks inducing faults into
any other variable used inside the loop in Algorithm 5.14. Once again, we state the results for
all variables individually.

An Attack targeting Q;_1 in Line 4. A fault induced into Q;_; in Line 4 yields Q = Q —
2L;_1(k), hence, Algorithm 5.6 can also be used for this case with the same modification step
as in Theorem 5.15.

Attacks targeting R;_; and R; in Lines 4 and 5. The variable values of R;_; and R; are
used twice, once for the computation of @; and once for the computation of R; (or ;11 and
R;41, respectively). Therefore, faults induced into R;_; in Line 4 or R; in Line 5 are different
depending on whether the induced fault is a transient fault or a permanent fault. Since a fault
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in R; has the same effect as a fault in R;_1, just in a different iteration of the loop, we do not
need to consider both scenarios separately. We will only investigate attacks targeting R;_1.

Transient Faults. In case of a transient fault induced into R;_1 in Line 4, the intermediate
value (); is changed to Ql = Qi1 — kiRi_1 = Q; — 2k; R;_1. Since we assume a transient fault,
the correct value for R;_1 is used when the value R; is computed in Line 5. Therefore, the
remaining computation is correct, and we get

n—1
Q=Qi—2kiRi+ Y k2P=Q-2kR,_1=Q 2"k P,  since R;=2"'P.
j=i+1

Therefore, Algorithm 5.6 can be used with a modified verification step
11(e) if (Q + xs+125+2P) = Q then

However, a larger number of faulty values must be collected as these Sign Change Faults
require a block length of m = 1. For bit values k; = 0, the attack has no effect, for other bit
values it represents a bit flip of the secret scalar factor k. This case represents the same situation
as an attack on the base point P in Line 4 of Algorithm 5.2, which has been described in greater
detail in Section 5.1.2.

A transient fault induced into R;_1 in Line 5 has the same effect as a permanent fault induced
into R; in Line 5. This is due to the fact that R; 1 is no longer used after Line 5 and the value
R; = 2R;_1 is computed with a wrong value, i.e., R; =2-(—R;_1) = —R;.

Permanent Faults. In Line 4 of Algorithm 5.14, the variable R;_; takes the value R;_; = 2'P.
If it is affected by an induced fault, the value changes to R;_1 = —2'P, so subsequent values of
R also have their sign changed if the change is permanent. We assume that the fault changes
the sign of R;_; before it is used to create Q;. Ultimately, the faulty final result @ will be

n—1
Q=Qi_1— Z kj2P = —Q +2Qi—1 = —Q + 2L;_1 (k). (5.11)

j=i

Equation (5.11) yields the same formula as a fault induced into @ in the left-to-right version,
it is essentially the same as Equation (5.5), upon which Algorithm 5.6 was based on. The only
difference is that in Equation (5.11), the value L;_1(k) is used and in Equation (5.5) the value
L;(k). However, this makes absolutely no difference for the Sign Change Attack, Algorithm 5.6.
Moreover, due to Equation (5.3), we may write Q = —Q + 2(Q — 2H;(k)) = Q — 2"t  H;(k),
which allows a recovery starting from the MSBs as well.

A permanent fault induced into R;_1 in Line 5 has the same effect as a permanent fault induced
into R; in Line 4 in the next iteration. Therefore, the final faulty output can be described as
Q=-Q+ 2L;(k). This is the equation Algorithm 5.6 was build upon.

Attacks targeting the base parameters R_; and (Q_; Faults induced into ()_; cannot yield
faulty outputs. We assume that the point O is a special point which cannot be affected by a Sign
Change Fault. The effect of a fault induced into R_; = P may be transient or permanent. If
it is transient, it’s effect has been investigated above, as it represents an attack on R;_1 in Line
4 for i = 0. The result is Q = Q — 2koP. This can be used to recover the bit k. A successful
permanent sign change of R_q yields Q = —(. This can be computed by an adversary easily
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even without access to the device. Therefore, it cannot yield any information the adversary did
not already possess.

5.2.3. Recovering The Bits Starting From The MSB

From Equation (5.10), we know that an attack on the intermediate variable @); also works with
an approach, that recovers the bits of k starting from the MSBs. We can use the equation

~ (5.10

Q ) —Q+2-27 (k).

As this equation is essentially the same as the one derived for an attack on @ in the left-to-right
repeated doubling algorithm, all results from Section 5.1.3 carry over to this case as well with a
slightly modified verification step in Algorithm 5.11, i.e.,

11(f) if (2s—f+1TX - Q) = Q then

The same result holds analogously for the other intermediate variables.

5.3. Attacks on the Standard Repeated Doubling Algorithms

Sections 5.1 and 5.2 have shown that the NAF-based repeated doubling algorithms can easily be
attacked using the Sign Change Fault Model. However, this also holds for the classic repeated
doubling algorithms. We can use Algorithms 5.2 and 5.14 for repeated doubling based on the
binary expansion as well, with the only effect that the “if k; = —1” statement is not used at all.
Since we know that & > 0, both algorithms compute the correct result, no matter if &k is given
in NAF or in the classic binary expansion.

For the attack algorithm (Algorithm 5.6), the test bit pattern = has to be chosen differently,
as x may now take any unsigned bit pattern with sy, = 1. Since none of the proofs in
Section 5.1.1 relies on any special property of the NAF, they carry over seamlessly to the binary
expansion as well. Therefore, the results presented for NAF-based repeated doubling hold for
binary expansion based repeated doubling as well.

We will now investigate another method for repeated doubling, which is fundamentally dif-
ferent from the methods presented so far: Montgomery’s binary method.

5.4. Sign Change Attack on Montgomery’s Binary Method

Another multiplication method for elliptic curve scalar multiplication has been proposed by
Montgomery in [Mon87]. The algorithm will be referred to as Montgomery’s Binary Method. It
has been developed in the context of integer factorization, and we present it as Algorithm 5.16.
However, it is also an improvement of the repeated squaring algorithm, e.g., Algorithm 5.14, in
the context of timing and power attacks. A plain implementation of Algorithm 5.14 is highly
susceptible to both timing and power attacks, because the main loop incorporates an addition
and a doubling iff the secret key bit is non-zero, and only a doubling if the secret key bit is zero.
This difference may be detected by timing measurements or analysis of the power profile (cf.
[Koc96b], [Sch00a], [KJJ99]). Montgomery’s binary method always incorporates an addition and
a doubling, independent of the value of the secret key bit. Therefore, neither timing nor power
attacks can differentiate between the two cases. The addition is the same in both cases, i.e.,
the same values are added, it only differs in the target variable where the result is stored. This
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information is not accessible by timing or power measurements. For the doubling, it is assumed
that neither timing nor power measurements reflect the character of the point to be doubled
unless it is the point at infinity. Therefore, Algorithm 5.16 is a good candidate for a secure
algorithm. However, the same fact which immunizes it against timing and power attacks, i.e.,
the uniformity of timing and power consumption, is also a drawback. It uses (k) — 1 additions
and (k) doublings regardless of the pattern of the secret scalar k. This represents the worst
case of the repeated doubling method. Since the NAF may require one more bit to represent
a number compared to the binary expansion, Montgomery’s binary method is always based on
the standard binary expansion.

We will show that Sign Change Faults can also be used to break Montgomery’s binary method,
therefore, it is not secure against Sign Change Attacks. First, let us describe Montgomery’s
binary method. We also assume that k£ > 0, i.e., k,—1 = 1.

Algorithm 5.16: Montgomery's binary method

Input: P an elliptic curve point, k an integer with n := I(k).
Output: kP on E
1SetPl:=P
2 Set P2 :=2P
3 for i from n — 2 downto 0 do
4 if (di = 0) then set P2 := P1 + P2 and P1:=2P1
5 if (dj = 1) then set P1:= P1+ P2 and P2 :=2P2
6 Output P1

5.4.1. Preliminaries

For an SCA on Algorithm 5.16 we need to be able to express a faulty result in terms of a correct
result and either lower bits or higher bits only. In order to do so, we first need more information
about intermediate values of the variables, which we want to target and change by a Sign Change
Fault.

Similar to the attacks presented in the previous sections, we will use indices to distinguish
between the variable values in the main loop. We will denote the correct final result by ) and
a faulty final result by Q. To avoid ambiguity when referring to intermediate values, we rewrite
Lines 4 and 5 as
4 if (d, = 0) then set P2(|) = Pl(i+1) + P2(i+1) and P].(I) = 2P1(i+1)

5 if (d, = 1) then set P].(I) = Pl(i+1) + P2(i+1) and P2(|) = 2P2(i+1)

We have stated Algorithm 5.16 in the way usually used in the literature, with the two inter-
mediate variables P1 and P2. In order to avoid confusion between point numbers and indices,
we write the indices in brackets. This notation slightly differs from the notation of the previous
sections, although, we are confident that this will make the formulas easier to read. We extend
this notation to denote by P1l(,_;) and P2(,_;) the values of P1 and P2 after Line 2. The
following corollary gives detailed information about how the intermediate values in Algorithm
5.16 are computed. These results will be the basis for the attack presented in the next section.

Corollary 5.17 (Intermediate values of P1 and P2 in Algorithm 5.16).
Let P1 and P2 be the variables in Algorithm 5.16, where P1;) and P2 denote intermediate
values of P1 and P2. Then the following claims hold for Algorithm 5.16.
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1. Let A := P2,_y) — Pl,,_1) = P. Then the relation

is maintained by Algorithm 5.16 for allm —1 >4 > 0. The intermediate values Pl and
P2y can be expressed as

n—2

Pl =2""""- Pl + > k2 7'A (5.12)
J=t

P2(Z) = Pl(,) + A. (5.13)

In Algorithm 5.16, we have A = Pl(,_1y = P. In case we have k > 0, i.e., kp—1 = 1,
Equation (5.12) simplifies to

Plgy = hi(k) - P = Hy(k). (5.14)

2. If the starting values Pl,_1y = P and P2,_o) = 2P are replaced by arbitrary values
Pl,—yy =a- P and P2(,_g) = b- P, for some a,b € N, Equations (5.12) and (5.13) hold
with A := P2(,_1y — Pl(,_yy. For all intermediate values, the relation P2; — Pl = A
1s satisfied.

Proof:

We will show the claims by induction. We start with A := P2, _;) — P1(,_y) for arbitrary
values of P1(,_1y and P2(,_y). Therefore, the relation A := P2(;) — Pl is satisfied for
i =n — 1 by definition. For i =n — 1, we have

n—2
Pl(z) = Pl(n—l) = 2n_1_ip(n_1) + Z kj2j_iA
j=i
and PQ(Z) = P2(n—1) = Pl(n—l) + P2(n—1) - Pl(n—l) = Pl(n—l) + A
by definition. This represents the start of the induction.
Prior to iteration i < n — 1, we have A = P2; ) — Pl(;) and Pl = gn—1=(i+1) .

Plo,_1+ Z;’L:_if—l ijj_i_lA and P2(;;1) = Pl(;11)+ A by the inductive assumption. The
values P1lg;) and P2; are then determined by the bit value of ;.

Case 1. If k; =0, we have

and PQ(Z) = Pl(i—i—l) + P2(i+1) = 2P1(i+1) + A= Pl(l) + A.

Given that Pl 1) = gn—l-i=1. Pl 1)+ Z?:_Z%H k2771 A[ we have

n—2 n—2
Pl(l) = 271—1—i : Pl(n—l) + Z k]2]_ZA + ]{IZ2Z_2A = 2n_1_i . Pl(n—l) + Z k]2]—zA
j=it+l1 p

It also implies that PQ(Z) — Pl(l) = Pl(l) + A — Pl(l) =A.
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Case 2.  Similarly, if k; = 1, we have

and P2 = 2P2;41) =2 (Plip) +4A) =2Plgqy +2A = Pl + A

Given that Pl 1) = gn—l—i—l. Plg1y + Z?:_ial ijj_i_lA, we have

n—2
Pl =2P1y + A=2""11 Pl 4+ Y k2 A+ k2TA
j=i+1
) n—2 o
=271 Pl + Y k2TTA
Jj=t

Again, we also have P2y — Pl = Pl + A — Pl = A.

Altogether, Cases 1 and 2 prove the second claim of Corollary 5.17. For the first claim,
we know that Algorithm 5.16 selects the initial values Ply,_;) = P and P2(,_;) = 2P,
ie., A= P. We also assume that k1 = 1. Hence, Equation (5.12) simplifies to P1(;) =
hi(k) - A = H;(k) according to Definition 5.4. O

5.4.2. Sign Change Attack Targeting P1; 1)

Before stating the attack algorithm, we will first show how a sign change in a specific step ¢
can be expressed if only all higher bits k; 1, k1o, ..., kn—1 or all lower bits k;_1,k;_o, ..., ko are
known. This expression is the basis for an attack in the manner introduced by Boneh, DeMillo
and Lipton in [BDLO1].

For the fault model, we consider the Sign Change Fault Model introduced in Definition 5.1.
We first assume that the intermediate variable P1(;; 1) has been affected by a fault for some
0<i<n-—2 ie., in the loop. We assume that this is a permanent fault, i.e., all subsequent
uses of the variable P1(;,) are faulty as well. Algorithm 5.16 shows that P1(; ) is used twice
if d; = 0, hence, permanent and transient faults are different. We will state results about a
transient fault attack in Section 5.4.4. According to the fault model, the sign of P1(; ) is
flipped by a Sign Change Fault, i.e., Pl 1) =% — Plgiy). The value P11y is the value of
P1, which is used on the right hand side of Lines 4 and 5 of Algorithm 5.16, i.e., the values P1;
and P2(;) are computed using P1(;;1) and P2(;11y (as defined in Corollary 5.17). Let Q be an
output of Algorithm 5.16 that resulted from a computation where Pl ) +#> — Plyq). In
this case, we call Q an output Q with fault position i. The naming is chosen in this way because
the first iteration which works with a faulty value is iteration .

Lemma 5.18 (Sign Change Faults in Algorithm 5.16).

If an adversary changes the sign of the intermediate variable P1; 1y permanently in Algorithm
5.16, the algorithm works with a faulty value P11y = —H;y1(k) and the correct value P2(;;1) =
Hii1(k)+ P. The final output Q can be expressed as

Q = (2Ui(k) — 2'*") - Hypa (k) + Li(k). (5.15)
= <lzélj) - 1> (Q — Li(k)) + Li(k) (LSB version) (5.16)
= (L4 2hip1(k)) - (Q — 27 Hipa (k) — 27 Hpq (k) (MSB version). (5.17)
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Proof:

We assume that the sign change takes place in the variable P1(; ). According to Equations
(5.13) and (5.14), this means that the algorithm computes P1(;) and P2; using the two
values ]51(2-+1) = —H;y1(k) and P23y = Hit1(k) + P. After that change, Algorithm
5.16 computes a result with the two start values pl(i—}—l) and P2;;q) and the remaining
bit pattern k;, ki_1,..., ko, i.e., the iteration i + 1 takes the position of n — 1 in Equation
(5.12). Since the fault was assumed to be permanent, only one value for Ij’l(iﬂ) is used.
Hence, we can apply Corollary 5.17 to derive the formulas for Q. According to Corollary
5.17, we have A := P2(;; ) — Pl(iﬂ) = 2H,1(k) + P, and the final faulty result is

Q "L 2Pl + S kA = 2 H (k) + Li(k) - (2Hisi (k) + P)
§=0
= (25(k) — 2""Y) - Hipa (k) + Li(k) which is Equation (5.15)
i Q - Ll(k)
(QZZ(k — 21 . <T + Li(k)
lLi(k) Do :
o (Q — Li(k)) + Li(k) which is Equation (5.16)
(2 i(k) — 2771 - Hypy (k) 4+ (Q — 277 Hypq (k)

2i(k)Hiz1(k) +Q — 22 Hiyn = 2Li(k)hia (k) +Q — 22 Hiy

2his1 (Q — 27 Hypy) + Q — 272 Hyyq (K)
= (1+2hip1(k) - (Q — 27" Hyya(k)) — 27 H; 1y which is Equation (5.17).

(5.3)

0

Given the formulas of Lemma 5.18, we can now state the algorithm for an SCA on Montgomery’s
binary method. Note that we assume throughout this chapter, that ord(P) = #FE is prime,
hence, all multiplicative inverses of nonzero field elements exist modulo ord(P). This allows to
use Equation (5.16) without restrictions. The SCA Algorithm 5.19 is different from the Sign
Change Attacks presented in the previous sections. This version allows the occurrence of false
positives. Therefore, the algorithm works in blocks of m bits and tests all bit patterns, which
are build from a known pattern and at most m random bits. This idea is similar to the idea
employed in Algorithm 2.36, describing the LSB recovery strategy for an attack on the standard
left-to-right repeated squaring algorithm. Similarly, there may be several conflicting patterns,
which all satisfy the verification step. Among these patterns are the correct one and possibly
several false positives. All these verified candidates are kept in a set K. In the next round of
m bits, all possible bit patterns from that set K are used as the “known” LSB part of k. We
will show in the remainder of this section, that the runtime of Algorithm 5.19 is polynomial in
n. We present the LSB version of the algorithm. The MSB version follows in the same manner
as it has been described in Section 5.2. By y o z, we denote concatenation of bit strings, i.e.,
we have yox = (Yo, Y1, - - -, Yu, L0, L1, - - -, &¢) for y = (yo,y1,...,4) and x = (zg, z1,...,2¢). In
Algorithm 5.19, we denote by € the empty bit pattern consisting of no bits.
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Algorithm 5.19: Sign Change Attack on P14y in Algorithm 5.16

Input: Access to Algorithm 5.16, n as the binary length of the secret key k, Q = kP the correct
result, m a parameter for acceptable amount of offline work.
Output: k with probability at least 1/2.
# Phase 1: Collect Faulty Outputs
1 Set ¢ := (n/m) - log(2n)
2 Create c faulty outputs of Algorithm 5.16 by inducing SCFs in P1(;, ;) for random values of i.

3 Collect the set S = {Q[ Q # Q is a faulty output of Algorithm 5.16 on input P}.

# Phase 2: Inductive Retrieval of Secret Key Bits

4 Set s := 0 representing the current candidate bit length betweens-m+1and (s+ 1) -m
5 Set K := {e} to contain candidates for verified/ “known” LSB-parts of k

6 While (s-m <n—1) do

7 for all patterns y € K do
8 Set u:=I(y) # the algorithm ensures that (s—1) - m<u<s-m
9 Set K" =0 4 to contain candidates of length between s-m+ 1 and (s + 1) -m
10 For all r withs-m <u+r<(s+1)-mdo
11 For all test bit patterns x = (Xy+1,Xu+2, - - - Xu+r) Of length r < 2m do
# Compute the test candidate Ty using the pattern y o x and Equation (5.16)
u ' u+r .
12 L= g2+ > a2
j=0 j=u+1
13 Ty :=(L/2*""—1)- (Q—L-P)+L-P
# Verification Step: Verify the test candidate using Equation (5.16)
14 Forall Q € § do
15 it (Tx=Q) then
16 Add y ox = (Y0, Y1, -+ Yus Xut1,- - -, Xutr) to the set K’
17 Set K := K’ and s := s + 1 and continue at Line 6

# Phase 3: Compute k from all candidates of length u>n—1—-m
18 For ally € K do
19 Set u :=I(y)

20 Setr:=n—-1-—u
21 For all test bit patterns x = (Xy4+1, Xu+2, - - - Xutr) Of length r < m do
u n—1
22 If Zyﬂj + Z achj - P =@ then Output (yo,Y1,--,Yu,Xut1,---Xn—1)
§=0 j=u+1

23 Output FAILURE

We have shown in Lemma 5.18, Equation (5.16), that a SCF induced into P1 ., is correctly
emulated with T}, given the correct bit pattern z; = k;, for all s+1 < j < s+4r. Algorithm 5.19
has been abbreviated in two minor details, similar to the Sign Change Attack algorithms in the
previous sections. We explicitly handle the recovery of the most significant m bits. Hence, we
do not ensure that v +r < n — 1. However, since k,,_1 = 1, we only need to recover the bits
ko to kp_o in practice. As explained in the comment following Algorithm 5.6, we may therefore
always assume u + r < n — 1 without imposing additional restrictions. This assumption will
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become handy in some proofs later.

Another detail is connected to the results about false positives. We will show that the sum
over all cardinalities of the round sets K has an upper bound for special values of y. This bound
will allow us to conclude a polynomial running time. Additionally, we will show that if there
should ever be more values present in the algorithm than that upper bound, the value k can
be computed directly. Therefore, a full version of the attack algorithm would need to count
and store all pairs (@,y) for the case that the upper bound is ever reached. Since this case
is extremely improbable in practice, we omit this safety net in favor of clarity. This case will
become clear in the following section.

When attacking Montgomery’s Binary Method, we do not encounter Zero Block Failures.
We use the same definition of L,4,(k) as in previous sections, therefore, a block of zeros, e.g.,
kyt1 = kyyo = ... = kyqr still yields Ly4-(k) = Ly (k) for any choice of » > 0. However, the
faulty value Q as defined in Equation (5.16) is computed using the multiplicative inverse of 2477,
This is independent of the bit values of any k;, hence, a zero block has no special effect on the
computation of Q. This is different from the effect observed in, e.g., Section 5.1.1, and leaves us
without a Zero Block Problem.

5.4.3. False Positives

Differently from the attacks on the NAF-based or binary expansion based repeated squaring
algorithms in the previous sections, false positives may occur in principle for Montgomery’s Bi-
nary Method. The form of a faulty result described in Equation (5.16) shows that the computed
intermediate scalar factors may become larger than the group order #FE. Hence, false positives
may occur. In this section, we will show that this fact does not prevent the use of our attack
algorithm. Although false positives slow down the attack algorithm, this loss in efficiency only
adds a polynomial factor in the worst case. Hence, the attack is still an efficient algorithm. In
practice, the algorithm behaves much better if k is chosen randomly. Numerous experiments
never witnessed the occurrence of a false positive.

The possibility of false positives has triggered the strategy to collect possible bit patterns in
the set K. Since we always assume that every contiguous interval of length m contains at least
one fault position, every set K in every iteration will always contain the correct bit pattern.
However, also false positives may be accepted by the verification step in Line 15. Therefore, they
also serve as “known” lower parts of k and are used to create and test new candidates. If some
of their candidates satisfy the verification step again, or new false positives arise, we might have
false positives in every iteration of the main loop. This is different from, e.g., Algorithm 5.6,
where the first positive ends the loop of choosing x, since only the correct pattern can satisfy
the verification step. At the end, we need to test all possible candidates k’ of n — 1 bits to see
if they satisfy k’P = Q. In the following, we will first investigate the implications of a false
positive to be able to bound their number afterwards. We will show that the number of false
positives cannot render our algorithm useless by imposing an exponential workload.

Definition 5.20 (Verification Function, Valid Guesses and False Positives).
Let y = (Yo,Y1,---,Yu), u > 0, be a bit pattern and let Q be a faulty final result from the set S
collected in Line 2 of Algorithm 5.19. The verification function Ver is defined as

false otherwise.
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We call any bit pattern y = (Yo,Y1,---,Yu), 0 < u, with Ver(Q,y) = true a valid guess for
the corresponding bit pattern of k. If the bit patterns of y and k are not equal, i.e., if y #
(ko,k1,... k), i.e., if we have y; # k; for at least one 0 < j < wu, we call y a false positive.

We have 1,(y) = Z;‘:O y;2/ according to Definition 5.4. The verification function has been
derived from the verification step of the Sign Change Attack, i.e., Line 15 of Algorithm 5.19.
This in turn is based on Equation (5.16), which describes the faulty output Q in terms of the
lower bits of k. In Algorithm 5.19, a guessed pattern yox = (Yo, Y1, - - -, Yus Tutls Tut2y - - - s Tutr)
is assumed to correctly represent the u+r+ 1 least significant bits of & if Ver(@, yox) = true for
at least one value Q € S. Definition 5.20 allows to state the following results about properties
of valid guesses.

Lemma 5.21 (Properties of Valid Guesses).

Let © = (zo,21,...,2¢) and y = (Yo, Y1, -.,Yy) be two bit patterns with 0 <t <u <n—2. Let
Q € S be a faulty final result collected in Line 2 of Algorithm 5.19. If Ver(@,x) = true and
Ver(@,y) = true, then we have one of the following cases:

1. The two patterns x and y are equal, i.e., x =y and t = u, or

2. we have u >t and
= B = (2“_tlt(x) — lu(y)) = 0 mod #F,

i.e., the pattern y is the same as the pattern x shifted uw — t bits to the left, and reduced
modulo #FE, or

3. we have u >t and 2°7;(z) — 1, (y) # 0 mod #E and k can be computed directly as

_ 2u+1 (lu(y) B lt(x)) —+ 2u_tlt(x)2 - lu(y)2 mo
k= T @) 1) d #E. (5.19)

Proof:

The point Q is a faulty final result, hence, we know that Q = « - P for some unknown
0 < k < #E. We assume that Case 1 is not satisfied, ie., that we have z # y. If
Ver(Q, z) = true and Ver(Q,y) = true, we know that

k= <lt§f) — 1) (k= 1(z)) + l;(z) mod #E

(lu(y) B 1) (k= Ly(y)) + Lu(y) mod #£E

2u
T 2 t()?
(49 400) =i A
= (270(2) — lu(y) -k =22 (2)? — Lu(y)? + 2 (Lly) — (). (5.20)

If t = u, we have l,(y) # l(x), because z # y was assumed. In this case, we have
0 < 2¢7t(x) = li(z) < 2"1 < #F and 0 < I,(y) < 2! < #E, which implies that
2u~ty(x) — Iy(y) = ly(x) — lu(y) £ 0 mod #E. Hence, in this case, k can be computed
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directly using Equation (5.19), since #F is prime and all multiplicative inverses of non-zero
values exist.

If t < u, we need to ensure that the denominator in Equation (5.19) exists. If it is non-
zero modulo #E, k can be computed using Equation (5.19). This proves Case 3. If the
denominator was 0 mod #E, we have l,(y) = 2“ !l;(z) mod #E. As shown above, we
even know that [, (y) = 2“7 !l;(z) over the integers, however, our argument holds modulo
#FE as well, since the multiplication by 2%~ is a bijection modulo #FE. Since l,,(y) is equal
to l;(x) multiplied with a power of two, we know that the pattern of y is a shift of the
pattern of by u — ¢ positions and reduced modulo #F. O

Lemma 5.21 is the basis for determining an upper bound on the number of false positives.
In principle, the occurrence of false positives may lead to an exponential blow-up of the attack
algorithm. In every block of m bits, all bit patterns yox are collected if they yield Ver(@, yox) =
true for some Q € S. Every valid guess is used as a guess for the least significant bits of k in the
next block of m bits, where up to 2m — 1 additional bits are chosen. If we get 2 valid guesses
in each block and for each possible choice of the lower significant bits of k, we get up to 2"
bit patterns to test. This number of tests is exponential in the size of k, which would render
our attack useless. However, Lemma 5.21 shows that for a large fraction of these possible valid
guesses, i.e., for all pairs of valid guesses that satisfy Case 3, k follows immediately. It remains to
show that the number of pairs of valid guesses, which satisfy Case 2, can be sufficiently bounded.
We do not take care about Case 1, since our algorithm never tests the same bit pattern on the
same faulty result Q. The following lemma will show that there can be at most polynomially
many valid guesses, which do not yield k directly. This implies that we can check all of these
polynomially many valid guesses and do not suffer an exponential blow-up.

Lemma 5.22 (Bounding the Number of Valid Guesses).
Assume that ¢ - (n — 2) + 1 different valid guesses {x1,22,...,Tc(n_2)41} are given, where c =
(n/m)log(2n). Then there are at least two values xi,xj, i # j, and a faulty result Q, such that

Ver(Q, x;) = true = Ver(@,wj) and Case 8 of Lemma 5.21 allows to compute k.

Proof:
The lemma can be proven by a straightforward application of the pigeon hole principle.

Let (Q,x) be a pair such that 0 < t < n — 2 for t := I(x) and Ver(Q,z) = true. Let
Y1), ¥@2)s - Y@o)} be a set of values such that u; = I(y,) < n—2, * # y; and
Ver(@,y(,-)) = true for all 1 <7 < 0. Additionally, let y¢) # y;) for all i # j.

We define

0o := max{o | there exists a set Y = {y(1),¥(2),- -, ¥()} Which contains
no pair (y(;), y(;j)) such that Case 3 of Lemma 5.21 allows
to recover k directly}.

The number o can be determined by counting the number of possible values y;) such
that Case 2 of Lemma 5.21 applies. Let y € Y. Let us assume w.l.o.g. that u :=I(y) > t.
Otherwise, switch the role of the two patterns. Case 2 of Lemma 5.21 applies if 24~ !l;(x) =
ly(y). Therefore, y must have the same upper ¢ bits as  and must have only zero bits for
the lower u — t bits. For every u, there is only one such pattern y. Since 0 < u < n — 2
and u # t, we have at most n — 2 possible patterns for y such that Case 2 applies. Hence,
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0o < n — 2. Since we have at most min(n,c = (n/m) - log(2n)) < ¢ different values for Q,
there are at most ¢ - (n — 2) possible valid guesses such that Case 3 never applies. One
more, and k£ can be computed directly. This proves the claimed upper bound. O

With the two Lemmas 5.21 and 5.22, we can now derive an asymptotic bound for the overall
costs until Algorithm 5.19 recovers the complete bit pattern of k.

Theorem 5.23 (Success of the Proposed Sign Change Attack).

Algorithm 5.19 succeeds to recover the secret scalar multiple k of bit length n in time O(n
¢+ M) with probability at least 1/2. Here, ¢ = (n/m) -log(2n) and M is the mazximal cost of
a full scalar multiplication or a scalar multiplication including the induction of a Sign Change
Fault.

.92m

Proof:
We will investigate the costs of all of the three phases of Algorithm 5.19 separately.

Phase 1. In the first phase, the total costs are fixed. Here, ¢ = (n/m)log(2n) Sign
Change Faults must be induced into full scalar multiplications.

Phase 2. In the second phase, the innermost loop has to be performed for all bit patterns
y € K. We will first derive the costs for an arbitrary but fixed choice of y € K with
u:=Il(y). It is clear from Algorithm 5.19 and a trivial application of induction that all
y € K satisfy (s —1)-m < u < s-m. Algorithm 5.19 starts with K = {¢}, i.e., u = 0. For
any vy, all bit patterns yox, with r := [(z), are tested, such that s-m < u+r < (s+1)-m.
Hence, all y have a number of bits from a certain interval of length m. This implies that
the longest =, which might be tested, has length 2m —1. This happens ifu = (s—1)-m+1
and u 47 = (s + 1) - m. Since we test all bit patterns of all sizes less or equal to 2m — 1,
we need to test at most 22 — 2 different bit patterns for each choice of 3.

For each pair (y,x), Algorithm 5.19 computes a value T, which can be done using (u+ )
field additions and 2(u + ) field multiplications to compute L, followed by 1 field division
(e.g., via the Extended Euclidean Algorithm), 1 field subtraction and 2 elliptic curve scalar
multiplications, 1 elliptic curve subtraction, and 1 elliptic curve addition. To present a
short result, we treat the costs of all elliptic curve operations (multiplication, addition,
and subtraction) as equal to the cost of a full scalar multiplication. We do the same
for the costly operation of a field inversion, and assume that all needed field additions,
subtractions and multiplications can be computed in the time needed for a single full scalar
multiplication. This is a realistic assumption, since the same amount of field operations
has to be performed in such an elliptic curve scalar multiplication as well. We get total
costs of 6 full scalar multiplications to compute T3.. Afterwards, we need one elliptic curve
point comparison to verify the guess T,. We also treat this as a full scalar multiplication.

Therefore, the inner loop of Algorithm 5.19 (Lines 7 to 16) requires at most 7 - (2™ — 2)
full scalar multiplications for each choice of .

The total number of times the inner loop has to be executed depends on the overall number
of y in all round sets K. We know that the correct guesses for all Q yield valid guesses in
some round set K, so we have at least [n/m] many y if every investigated block of length
m has been targeted by at least one Sign Change Fault. This happens with probability at
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least 1/2. Every time the verification step finds a matching pair, i.e., a faulty final result
Q and a bit pattern y o x, this result goes into the next round set K’. Hence, there will
be as many different values y to be handled altogether as there are valid guesses in the
verification step. Lemma 5.22 showed that there are at most c¢- (n —2) many valid guesses
without the possibility to recover k directly. One more may be needed to identify a pair
of two valid guesses, which allows to recover k using Case 3 from Lemma 5.21.

Lemma 5.21 showed that the attack algorithm, Algorithm 5.19, can recover k much faster
than normal if two bit patterns x and y as defined in Lemma 5.21, Case 3, occur. In order
to catch this case, Algorithm 5.19 has to compare every new valid guess to the known
guesses. If a valid guess is the first valid guess for a given faulty final result Q, it simply
needs to be stored, otherwise, it needs to be determined whether a previous result satisfies
Case 2 or Case 3 of Lemma 5.21. A naive implementation could choose to save all valid
guesses to compare the terms I, (y)/2% and l;(x)/2! for all pairs of valid guesses (y,z) as
defined in Lemma 5.21. This would require additional memory and computation time.
However, these tests can be performed much faster.

Assume that three valid guesses for the same value Q are given, ie., = (o, 21, ..,2¢),
Y= (Y0,y1,--.,yu) and z = (20, 21, ..., 2,) such that Ver(Q,z) = Ver(Q,y) = Ver(Q, z) =
true. If x and y satisfy Case 2 of Lemma 5.21, i.e., k cannot be recovered directly since
Ii(z)/2" = 1,(y)/2% mod #E, we only need to compare z to z. If [;(x)/2" = 1,(2)/2” mod
#E, we also have l,,(y) /2% = 1,(2)/2” mod #E. The same holds for I;(x) /2t # 1,(2) /2" mod
#E. Therefore, we need to store at most one bit pattern z for all Q. To do so, we need to
store at most ¢ - (n — 1) additional bits. Storing all values of @ requires at most ¢ - 21(p)
bits if the values Q are affine points which are stored using the maximal length of (p) for
each finite field coordinate. Since we have k < #FE < p+ 1 + 2,/p according to Hasse’s
Theorem [Sil00], we have n < [(p) + 1 and the additional memory requirements vanish in
the O-notation.

We also do not get a significant additional amount of operations. If we store Q and the
first occurrence of a valid guess for Q as a pair, we have that valid guess at hand when we
get a match of a new test candidate in Line 15 of Algorithm 5.19. We need to perform the
verification step for every value Q anyway. Therefore, no additional time is required for
searching for matching valid guesses. The comparison of a known valid guess x defined as
above with a new valid guess for the same Q, say y defined as above, requires to compute
Ii(z) /2t —1,(y)/2*. This can be done in the time needed to perform 3 additional full scalar
multiplications (2 to bound the time to compute 1/2¢ and 1/2% and one for the remaining
finite field operations and the comparison to zero). Therefore, the additional work for this
check is negligible.

Hence, Phase 2 requires at most

n2
(c-(n—2)+1)-(10-(2°™ -2)) =0 (22’” s -log(2n)>

times the time to perform a full scalar multiplication.

Phase 3. Phase 3 requires to test at most 2™ different bit patterns x for all y € K. Every
pattern y o x requires one full scalar multiplication and one point comparison. Since the

FAuLT ATTACKS AND COUNTERMEASURES



5.4: SIGN CHANGE ATTACK ON MONTGOMERY’S BINARY METHOD 149

last K contains at most ¢ (n — 2) — [n/m] — 1 candidates for y, we have total costs of

o) <2m : %2 : log(2n)>

times the cost to perform a full scalar multiplication.

This implies that all 3 phases together can be performed in time

2
@) (227” : % -log(2n) - M) ,

where M denotes the maximal cost of a full scalar multiplication and a full scalar multi-
plication with the ability to induce a Sign Change Fault. O

The result of Theorem 5.23 shows that the asymptotic costs of Algorithm 5.19 are not signifi-
cantly higher than the costs of other attack algorithms presented in this chapter, e.g., Algorithm
5.6. The main difference is an additional factor of 2™. In practice, the round set K will hardly
contain more than just a few elements, which are all correct guesses. As mentioned before,
we performed numerous experiments, which never witnessed a single false positive. Therefore,
Montgomery’s Binary Method is highly susceptible to Sign Change Faults.

5.4.4. Other Attacks

In Algorithm 5.16, the variables P1;), P2(;), P11y and P2(;4) are used. Obviously, if either
Pl or P2; are affected by a fault, the results are the same as if P1(;;1) or P2(; 1) are affected
by a fault in the following round. Therefore, we only need to investigate faults induced into
Pl(i—i—l) or P2(i+1)'

In the previous section, we have presented in detail a permanent Sign Change Fault induced
into P1lg; ). However, it is also possible to induce a transient fault into P1(; ). Since P1lg )
is used twice only in the case when d; = 0, a permanent fault and a transient fault have the
same effect for an attack if d; = 1, but a different effect if d; = 0.

Transient Attack Targeting P1(; )

Prior to a fault being induced into P1(;;1), we have the two values Pl 1) = Hii1(k) and
P2 11y = Hiy1(k) + P according to Corollary 5.17. We assume that the first usage of P1(; ) is
affected by the fault, which is used to compute the sum P1; 1)+ P2(;41). Let Pl )~ Pl(i+1)
= —H;1(k) be the faulty value after a transient Sign Change Fault was induced into P1 ;).
Since the effect of the fault is transient, the correct value for P1(;; 1) is used when the variable
is accessed another time. This only happens if d; = 0. In Algorithm 5.16, we get the following
different results for the values Pl;, P2(; and A, depending on the bit value of d;. These
equations are derived in the same manner as shown in Lemma 5.18.
In the case where d; = 0, we have

P2y = Plugy + P2y = —Hipa(k) + Hia (k) + P = P,
Pl = 2Plapy = 2Hia (k) = Hi(k),
and A = P2 - Pl =P - Hk),
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G oy . <Q - L;—l(’“))

22
l;i(k) .
= = - 1) -(Q— Li(k)) + Li(k) (LSB version) (5.21)
G0 (1= hi(k)) + 2 Hyp (k) - ha(k) (MSB version),
and in the case where d; = 1, we have
Plgy = Pl + P21y = —Hipa (k) + Hipa (k) + P = P,
and A = PQ(Z) — Pl(z) = 2Hi+1(k) + P = Hz(k),
= Q = 20.P+1li_1(k)-Hi(k)
= <llé—f) - 1> (Q — Li(k)) + Li(k) (LSB version) (5.22)
= Q- -hi(k) =27 Hi 1 (k) - (1 + hi(k)) (MSB version).

Not surprisingly, the LSB version for Q in the case where d; = 1 is equivalent to the formulas
derived for a permanent fault, Equation (5.16). However, a transient fault in the case where
d; = 0 is different. For the LSB formula, the first term in (5.21) has the opposite sign. A
similar effect can be observed for the MSB formula, however, we decided to state the formulas
in a more compact way. The fact that we have two different equations depending on the bit
value of d; implies that the verification step must be adapted accordingly. Therefore, it becomes
more complex. However, besides this conditional computation, the basic structure of the attack
algorithm, Algorithm 5.19, can still be used.

In order to get a result about false positives similar to the results in Section 5.4.3, assume
that we have two valid guesses for the same faulty final result Q. Here, we have three cases
depending on whether both guesses assume d; = 0, both assume that d; = 1, or both assume
different bit values. We will only show this attack for the LSB version, the MSB version works
with the same arguments.

Case 1. Assume that the two bit patterns x = (zo,21,...,2¢-1,0) and y = (Yo, Y15 -+ - s Yu—1,0)
are both valid guesses for a common ). In this case, we use Equation (5.21), and we have

<lu(y) B lt(ac)> = L(y)? (@) o 45 (5.23)

2u 2t 2u 2t

In this case, we get the same result as in Lemma 5.21. If [,,(k) /2% — l;(2) /2" # 0 mod #FE, k can
be computed directly. Otherwise, the special form of this term allows to bound the number of
pairs (z,y), which would not lead to a direct recovery in the same manner and with the same
result as presented in Lemma 5.22. The result from Lemma 5.22 shows that we may have at
most ¢- (n — 2) valid guesses for the most significant bit value 0. Otherwise, k can be computed
directly.

Case 2. Now assume that the two bit patterns x = (zo,1,...,7-1,1) and y = (yo,91,- - -,
Yu—1, 1) are both valid guesses for a common Q. By Equation (5.22) we have

<lt(ac) Lu(y) L(z)?  lu(y)?

2t 2u 2t 2u

) k=2l,(y) —2l(x) + mod #E. (5.24)
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This case yields the same results as Case 1, since the condition for a pair (x,y), which does not
allow to compute k directly, is the same as above. The result from Lemma 5.22 holds in this
case as well, showing that we may have at most ¢ - (n — 2) valid guesses for the most significant
bit value 1 unless we can compute k directly.

Case 3. If we had only bit patterns which either all guess their most significant bit to be
equal to 0 or to 1, we would only have either Case 1 or Case 2. Then, the results of Section
5.4.3 would hold for a transient fault as well. However, this cannot be guaranteed and the
mix-up of both kinds of guesses creates the need for additional care. Let the two bit pattern
z = (xg,x1,...,%-1,0) and y = (Yo, Y1,---,Yu_1,1) both be valid guesses for a common Q.
Using Equation (5.21) for  and Equation (5.22) for y, we get

2 2
(lt;—f) + luz(—i/) a 2) k= l“éi) + lt(;) — 2y (y) mod #E. (5.25)

This allows to recover k directly unless l¢(x)/2" + 1,(y)/2% = 2 mod #E.

However, we do not need to care for Case 3. Since we can have at most ¢ - (n — 2) different
patterns ending in 0 and ¢ - (n — 2) different patterns ending in 1, before we can compute k
directly, we need to take care of at most twice as many false positives. This only doubles the
amount of possible values y € K, which are chosen in Line 7 of the attack algorithm, Algorithm
5.19. This additional workload vanishes in the O-notation. We also have a negligible increase in
memory requirements, since now we need to store two patterns to compare with valid guesses.
Therefore, the result of Theorem 5.23 holds for a transient fault induced into P11 as well.

Attacks Targeting P2 ;).

The analysis for faults induced into the intermediate variable P2(; 1) is completely similar to
the analysis presented in the last section. This is not a surprise, since Montgomery’s Binary
Method is symmetric in P1 and P2 for the two cases d; =0 and d; = 1.

Permanent Faults. For a permanent Sign Change Fault induced into P2, ), we have

Pl = Hina(k),
P2(i+1) == - i+1(k) - P?
= A = P2y~ Plgiy =—2H;q(k) - P

= Q" 2 Hy (k) — (k) - (2Ha (k) + P)
(271 = 20(k)) - Hiva (k) — Li(k)

et - ) - (L) -

2i+1

= <1 - lé“) (Q — Li(k)) — Li(k) (LSB version)

— 2 H L (B) — (2hin (B) + 1) - (Q — 2 Hyyy (R)) (MSB version).

These equations for Q are the same equations as for a permanent fault in P1(;41) as shown
in Lemma 5.18, with just the opposite sign. This opposite sign does not matter in terms of
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the analysis of false positives, hence, the result of Theorem 5.23 holds for a permanent fault in
P21y with a new verification step of

15(a) If <—TX - Q) then

as well.

Transient Faults. Prior to a fault being induced into P2; 1), we have the two values P1(; ) =
Hiy1(k) and P21y = Hip1(k) + P according to Corollary 5.17. Let P2y b—!—>]52(,-+1) =
—H;11(k) — P be the faulty value after a transient Sign Change Fault was induced into P2 (i+1)-
In Algorithm 5.16, we get the following different results for the values P1(;, P2 and A,
depending on the bit value of d;, in the same manner as shown for a transient fault in P11
above.

In the case where d; = 0, we have

P2y = Pliyy) + P2y = Hip1 (k) — Hip (k) — P = —P,
Pl = 2Py = 2Hi1 (k) = Hi(k),
and A = P2 — Pl = —P — Hi(k),
= Q=2 Hi(k) +lia(k) - (~P — Hik))

= (1 - l;“) (Q — Li(k)) — Ly(k) (LSB version) (5.26)
= —Q - (hi(k) + 1) + 2°'Hy(k) - (2 4 hi(k)) (MSB version),

and in the case where d; = 1, we have

Pli) = Pl + P2y = Hipa (k) — Hipa(k) — P = =P,
P2y =2P2 1) = 2H; 41 (k) + 2P = Hi(k) + P,
and A = P24 — Pl = 2H;y1(k) + 3P = Hy(k) + 2P,
= Q=-2"-P+li(k)- (Hik)+2P)

- (llélj) - 1) (Q — Li(k)) +3Li(k) — 2i+2p (LSB version) (5.27)
= Q- (hi(k) +2) — 2'H(k) - (2 + hi(k)) — 2'P (MSB version).

Since the analysis of the number of false positives, which may occur unless k& can be computed
directly, only depends on the factor of @ in Equations (5.26) and (5.27), the analysis of a
transient fault induced into P2(;,) yields the same result as the analysis of a transient fault
induced into Pl(;y1). The factors of @ are the same for both variables. Therefore, the results
from the analysis of a transient fault induced into P1(;41) hold for this attack as well.

5.4.5. Recovering The Bits Starting From The MSB

In Lemma 5.18, we have presented formulas describing Q both in terms of Q and the i least
significant bits as well as in terms of @ and the (n — i — 2) most significant bits. Hence, we
can take the results from the attack presented in Section 5.4.2 as a basis for the recovery of
k starting with the most significant bits. The attack algorithm is quite similar. The modified
parts have been highlighted. To have as little changes as possible compared to Algorithm 5.19,
we will denote valid guesses for the u + 1 most significant bits by y = (yo,y1,- .., yu). Here, we
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use indices in reverse order of the indices of k, such that y; = k,_1_j forall0 < j <n -1, e.g,
yo = kn—1. We start with K = {1}, since we know that k,_1 = yo = 1.

Algorithm 5.24: Sign Change Attack on P1i;q) in Algorithm 5.16, MSB version

Input: Access to Algorithm 5.16, n as the binary length of the secret key k, Q = kP the correct
result, m a parameter for acceptable amount of offline work.
Output: k with probability at least 1/2.
# Phase 1: Collect Faulty Outputs
1 Set c:= (n/m) - log(2n)
2 Create c faulty outputs of Algorithm 5.16 by inducing SCFs in P14y for random values of i.
3 Collect the set S = {Q| Q # Q is a faulty output of Algorithm 5.16 on input P}.
# Phase 2: Inductive Retrieval of Secret Key Bits
4 Set s := 0 representing the current candidate bit length betweens-m+1and (s+ 1) -m
5 Set K:= {1} to contain candidates for verified/ "known” MSB -parts of k
6 While (s-m <n—1) do

7 for all patterns y € K do

8 Set u :=I(y) # the algorithm ensures that (s —1) - m<u<s-mifs>0

9 Set K" =0 # to contain candidates of length between s-m+ 1 and (s+ 1) -m
10 For all r withs-m <u+r<(s+1)-mdo
11 For all test bit patterns x = (Xy41,Xu42, - - - Xu+r) Of length r < 2m do

# Compute the test candidate Ty using the pattern y o x and Equation (5.17)

u . u+r .

12 H:=) g2t 4 Y~ g;utrd
7=0 j=u-+1

13 T,:=(1+2H)- (Q—-2"""-H-P)—2"""-H-P
# Verification Step: Verify the test candidate using Equation (5.17)
14 Forall Q € S do
15 it (Tx=Q) then
16 Add y ox = (Y0, Y1, -+ Yus Xut1,- - -, Xutr) to the set K’
17 Set K := K’ and s := s+ 1 and continue at Line 6

# Phase 3: Compute k from all candidates of length u >n—1—-m
18 For all y € K do
19 Set u:=I(y)

20 Setr:=n—1-—u
21 For all test bit patterns x = (Xy4+1, Xu+2, - - - Xutr) Of length r < m do
u n—1
22 F Y g2+ > 22 | P=Q then
j=0 j=u-+1
23 Output (Xn—1,Xn—2,- -« »Xu+1sYus Yu—1,-- -, Y0)

24 Output FAILURE

Algorithm 5.24 has been abbreviated in some minor details, similar to its archetype, Algorithm
5.19. Again, we do not explicitly incorporate the checking of valid guesses, which might reveal k
directly. The possibility of computing k by false positives is the same which has been observed
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for valid guesses in the last section and it will be described in detail below. We also do not
describe that we only guess patterns y o x with a maximal length of n — 1 in Phase 2, i.e., in the
loop of Lines 6-17. This has been left out to improve readability. However, it is useful in the
proof of Lemma 5.25 below and adds only additional costs to search for the least significant bit
ko by exhaustive search.

To get a result similar to Theorem 5.23, we need to be able to bound the number of false
positives which do not allow to recover k directly. This can be done with the same considerations
as for the LSB recovery, and it will be shown with the following Lemma, the twin of Lemma
9.21.

Lemma 5.25 (Properties of Valid Guesses).

Let v = (xp—1,Tn—2,---,2¢t) and y = (Yn—1,Yn—2,---,Yu) be two valid guesses for the n —t and
n — u most significant bits of k. Let 1 < u <t <n—1 and let Q € S be a faulty final result
collected in Line 2 of Algorithm 5.24. Let

Ver(Q, x) == {“"’“@ if Q= (1+2h()) - (Q —2'he(x)P) — 2'hy(z) P

false otherwise,

with hy(x) = 3707, ' 2,277 as defined in Definition 5.4. If Ver(Q,x) = true = Ver(Q,y), then
we have one of the following cases:

1. The two patterns x and y are equal, i.e., x =y and t = u, or

2. we have u < t and
hi(x) — hy(y) = 0 mod #E,

i.e., the pattern y is the same as the pattern x shifted t — u bits to the right, and reduced
modulo #FE, or

3. we have u < t and hy(y) Z he(x) mod #E and k can be computed directly as

(L + hy(x)) - 2'he(2) — (1 + hu(y)) - 2P (y)
(he(z) = hu(y))

k

mod #F.

Proof:

The Lemma follows with the same arguments as in Lemma 5.21. If Ver(Q,z) = true =
Ver(Q,y), we have

(L+20,(@)) - (Q — 2y (@)P) — 2Dy (@)P = (1 + 2hu(y)) - (Q — 2N (y)P) — 2B, ()P
)-2th
)-2

= (14 2hs(z) — 1= 2hy(y)) - k = (14 2h(x) ( )+2ht(fc)
— (14 2hyu(y)) - 2“hu(y) — 2%hu(y)
2 (he(z) — hu(y)) - k = (2 + 2he(x)) - 2'hs () (5.29)
— (2 + 2hu(y)) - 2"hu(y)
= (he(x) = hu(y) - k = (14 hy(2)) - 2'he(2) — (1 + hu(y)) - 2"hu(y)-

If he(x) # hy(y) mod #E, the multiplicative inverse of (hy(z) — hy(y)) exists modulo #FE
and k can be computed directly. If ¢ = u and = # y, we always have hy(x) # hy(y).
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For the other cases, assume w.l.o.g. that v < ¢. In this case, we have h.(z) = hy(y) if the
bits (xp—1,Zn—2,...,2:) and the bits (Yp—1—t+u, Yn—2—t+u, - - -, Yu) are equal and all other
bits (Yn—1,Yn—2, - - - s Yn—t+« ) are zero. Hence, y must be a shift of x to the right and reduced
modulo #FE. Similar to the proof of Lemma 5.21, we may assume that both h;(z) and
hy(y) are smaller than k, i.e., 0 < t,u, to ensure that hy(z) = hy(y) iff he(x) = hy(y). This
requires to recover the least significant bit kg by exhaustive search, which is a negligible
amount of additional work. d

The result of Lemma 5.25 shows that the maximal number of false positives, which may occur
unless k£ can be recovered directly, can be bounded by the same bound as stated in Lemma 5.22.
Hence, Theorem 5.23 holds for the MSB attack as well.

However, the MSB attack even yields better results. Since we know that k,_1 =1=x,_1 =
Yn—1 for the two patterns x and y defined in Lemma 5.25, we know that y cannot be a shift of
x to the right, since this requires y,_1 to be equal to zero. Hence, in this case, there are no
false positives which do not allow to recover the bits of k directly via Case 3 of Lemma 5.25.
Therefore, we get the following improved version of the main result.

Theorem 5.26 (Success of the Proposed Sign Change Attack).

Algorithm 5.19 succeeds to recover the secret scalar multiple k of bit length n in time O(22™-c-M)
with probability at least 1/2. Here, ¢ = (n/m)-log(2n) and M is the maximal cost of a full scalar
multiplication or a scalar multiplication including the induction of a Sign Change Fault.

Proof:

The proof is completely analogous to the proof of Theorem 5.23 with the only modification
that for any specific ), there can only be at most 2 valid guesses, since any two valid guesses
allow to recover k directly using Case 3 of Lemma 5.25. Case 2 of Lemma 5.25 cannot
occur. 0

5.5. Concluding Remarks

All standard variants of repeated doubling have been shown to be vulnerable to Sign Change
Attacks. The scheme of the attack follows the basic scheme from [BDLO1], as presented in
Chapter 2. However, we have always assumed in this chapter that all faulty results Q have been
created by attacks on algorithms with the same fixed input point P. This can be further relaxed
in the same manner as in the attack described in Chapter 2. If the input point P is known to
the adversary, it is possible to use a new input point for every faulty result Q. In this case, we
need to collect pairs (P;, QZ) in the first phase of all attack algorithms. Given such a pair, the
test value T, must be computed with the individual input point P; to be compared to Q;. This
will prevent some possible speed-ups in the attacks, but it does not have any influence on the
results.

Since we have shown that Sign Change Faults are a realistic fault model (in Section 4.5), the
attacks described here are a real new threat for elliptic curve cryptosystems. These results have
been published as a joint work with Johannes Blémer and Jean-Pierre Seifert in [BOS04].

Any new attack triggers research into appropriate countermeasures. The next chapter is
devoted to the presentation of a new countermeasure for elliptic curve cryptosystem, which
protects specifically against Sign Change Faults.

Martin Otto, Dissertation, December 2004



156 5. SIGN CHANGE FAULTS — ATTACKING ELLIPTIC CURVE CRYPTOSYSTEMS

FAuLT ATTACKS AND COUNTERMEASURES



6. Securing Elliptic Curve Cryptosystems

The newly developed Sign Change Fault Model has been shown to be successful in recovering
the secret scalar factor of an elliptic curve scalar multiplication. Therefore, countermeasures are
needed. In this chapter, we will first briefly review the effectiveness of existing countermeasures
developed against other side-channel attacks on elliptic curve cryptosystems in Section 6.1.
Then, we will introduce a new countermeasure in Section 6.2, which has been designed to
protect elliptic curve scalar multiplication against Sign Change Faults. We will analyze the
effectiveness of this new countermeasure in Section 6.2.2.

6.1. Previously Proposed Countermeasures

We have given an overview over existing fault attacks on elliptic curve scalar multiplication
in Section 4.2. Those attacks change coordinates or curve parameters randomly. As a result,
almost certainly the computed value is not a valid point on the original elliptic curve. Hence,
the standard countermeasure proposed by [BMMO00] and [CJ03] validates a final result before
it is returned by a device, i.e., it simply checks whether a computed value is a valid point on
the original elliptic curve. Clearly, this countermeasure is defeated by Sign Change Faults, since
these faults generate points which are bound to be on the original curve. Therefore, the standard
countermeasure cannot be used to protect against Sign Change Faults. Moreover, if a device
implements the standard countermeasure, this even helps the attacker by eliminating almost all
faulty outputs, which result from an induced fault different from a sign change. This allows the
Sign Change Fault Model 5.1 to be less precise in the control on location and in the number of
affected bits.

A quite natural countermeasure against Sign Change Faults, which change the sign of the
y-coordinate of an intermediate point, is to use Montgomery’s binary method, where the y-
coordinate is not needed (cf. [Mon87], [FGKS02]). However, several patents prevent its wide-
spread application and endorse the use of other variants of repeated doubling.

Moreover, some variants of the ElGamal cryptosystem embed messages in both coordinates
(cf. [GG99, §20.6]) and may wish to use a scalar multiplication method, where both coordinates
are computed simultaneously. Additionally, there are verification schemes, which need the y-
coordinate according to [IT02].

As a consequence, variants of the well-known repeated doubling algorithm, mostly based on
the non-adjacent form of the secret scalar factor, are widely employed in modern elliptic curve
based systems.

One can also use randomization schemes to counteract a fault attack with Sign Change Faults.
However, smartcard certification authorities often require that algorithms are secure against fault
attacks even without randomization. Moreover, randomization schemes that only randomize
the base point are not guaranteed to thwart our attacks, e.g., Coron’s third countermeasure
in [Cor99, §5.3] or the proposed elliptic curve isomorphism in [JT01b, §4.1] do not defeat Sign
Change Attacks.
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As an alternative countermeasure against Sign Change Attacks, we propose a modified scalar
multiplication algorithm in the next section.

6.2. A New Countermeasure Against Sign Change Attacks

As a new countermeasure against Sign Change Attacks, we propose a modified repeated doubling
algorithm, which we present as Algorithm 6.1. It adds little overhead at the benefit of checking
the correctness of the final result. Moreover, it can be based on any scalar multiplication
algorithm which does not need field divisions. Obviously, the latter prevents the use of affine
coordinates. Hence, we will present our countermeasure in the context of projective coordinates
in the remainder of this section. We will analyze it using the NAF-based version presented as
Algorithm 5.2. The countermeasure has been motivated by Shamir’s countermeasure against
attacks on CRT-RSA exponentiations [Sha99], cf. Section 3.2.

We first explain the basic idea of our proposed countermeasure. For the modified algorithm,
we assume that the curve £ = E,, is defined over a prime field F,, i.e., we have E, := E(F)).
Furthermore, we choose a small prime ¢ of about 60 — 80 bits to form a “small” curve E; := E(F;).
We now want to compute the scalar multiple P in a way such that the result can easily be
checked on FE; but also yields the correct result on F,. To do so, we define an elliptic curve F,;
over the ring Zy;. This curve E,; is defined with parameters A,; and B, such that

Ap = Ap mod p, Apr = Ay mod t
and B, = B, mod p, By, = By mod t.

Here, A, and A; denote the A-parameters and B, and B; denote the B-parameters in the
Weierstrass Equation (4.5) of E}, and E; respectively. Both A,; and B, can be easily computed
using the Chinese Remainder Theorem, although B,; is not needed in the addition formula. As
the base point P, := P is not guaranteed to exist on F;, we also choose a base point P, on E;
and use the combined point P,; as the base point for the scalar multiplication in E,;. Here, Py
is computed using the Chinese Remainder Theorem in the same manner as A,; and By, i.e.,

By

¢([u] = Pplu] mod p
and Py

] = PyJu] mod t for all u € {z,y, z}.
We will refer to F,; as the “combined curve” of £, and E;. Computing Q) = kP,; on E,; allows
to verify the result on the small curve Ej.

Algorithm 6.1: Sign Change Attack Secure Scalar Multiplication

Input: A point P on E,, and a secret key 1 < k < ord(P)
Output: kP on E,
# offline initialization (i.e., at production time)
1 Choose a prime t and an elliptic curve E;
2 Determine the combined curve E;
# main part
3 Set Q := kPpt on Eg (e.g., using Algorithm 5.2)
4 Set R := kP on E; (e.g., using Algorithm 5.2)
51f R# Q mod t then output FAILURE.
6 else output Q on E,
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Scalar Multiplication is used twice, once in Line 3 and once in Line 4. For the algorithm used,
we assume that it features a check of the final result that returns O if the result is not a valid
point on the curve (e.g., Line 5 of Algorithm 5.2). In the case where E,; is used, we assume for
simplicity that this check is performed both modulo p and modulo ¢, i.e., both on E,, and on E;.

6.2.1. On the Choice of E, and E,.

For the security of our countermeasure against Sign Change Attacks, we assume that both E, and
E; have prime order. Both curves are chosen independently, which allows to use recommended
curves for E,, see Table 4.1 for details on recommendations. We assume that E, and P are
chosen first. Afterwards, we choose the small curve E; with prime order. Finding such a curve
FE; is feasible as we will show in the following. More about finding curves with a desired order
can be found in [BSS99, §VI.5] or [Kob91].

On Choosing E; with Prime Order.

We suggest to determine E; by choosing a triplet (A, x¢,y;) € Z3 uniformly at random until
the curve E; defined by that triplet has prime order. The order of such a curve E; can be
determined in polynomial time using Schoof’s Algorithm [Sch95]. This curve E; with By :=
yt2 — wg’ — Az mod t and the point P, = (zy : y; : 1) is used to compute the combined curve
E,; and to check the result in Line 5 of Algorithm 6.1. The security analysis will show that the
security depends on the order of P; on E;. This does not require F; to be secret. Moreover, it
also does not require #E; to be prime. It is sufficient to choose a curve E; and a point P; such
that the order of P, on E; is large. We will specify a minimal size for the order of P, on F; in
Section 6.2.2.

Based on the following widely accepted conjecture, choosing # FE; as a prime is practical. Our
conjecture is implied by the well-known Cramer’s conjecture, stating that 7(z+log?(z))—(z) >
0 for x sufficiently large [GK86]. Here, 7(x) is the prime counting function. Our conjecture has
been introduced in a similar setting by Goldwasser and Kilian [GKS86].

Conjecture 6.2 (Number of Primes in the Hasse Interval).
There exist constants c1,co > 0 such that

eVt
log®™ (t)’
One could avoid using Cramer’s Conjecture by using a rather deep theorem of Heath-Brown
from [HB78] in conjunction with choosing the prime ¢ at random. However, this theorem uses
very large constants, which allows to use it only for very large curve orders, clearly larger than
the curve orders currently used. The following theorem states that we can find a small curve E;
with prime order efficiently if Conjecture 6.2 holds.

7t +2Vt) — w(t — 2v/t) >

Theorem 6.3 (Choosing E; with Prime Order).
Let (Ay, w4, y:) € Z3 be chosen uniformly at random. (A, x4, v:) defines the curve Ey as

E; - yfzt = w? + Ata:tzf + Btzf’ mod ¢,
where By := y? — 23 — Ayxy mod t. If Conjecture 6.2 is true, then there exists a constant ¢ > 0
such that the probability that E; defined by (Ay, x4, vy:) € Z3 has prime order is at least
C:C

log'*e1(t)’
where c1,co are as in Conjecture 6.2.
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Proof:

Given a triplet (A;, 74, y;) € F3, we want to determine the probability that the curve E;
defined by this triplet has prime order. As the parameter A; is given and z; and y; define
a point P = (z; : y; : 1) on the curve, E; is uniquely defined. As z; = 1, the missing curve
parameter By can easily be computed as By = yt2 — x? — A;zy mod t.

FE; is a valid elliptic curve only if the discriminant is non-zero, i.e., if ged(4A3+27B2,t) = 1.
The possibility that a random triplet yields a zero discriminant is negligible: There are
t2 — t different curves over Fy, each of which contains at least ¢t — 24/t many points. As
the curve is uniquely defined if A; and any of its points P; are fixed, there are at least
(t> —t) - (t — 2v/t) many valid triplets. As there are t3 triplets in F} altogether, we have

(t? —1) - (t—2v1)
+3

(2 )

- Vit i) T Ve
As this probability is negligibly far from 1, we will assume that all ¢3 triplets define valid
curves for simplicity. By Hasse’s Theorem, we know that all possible group orders lie in the
interval [t+1—2v/t,t+ 1424/, cf. [Sil00]. The theorem of Deuring (cf. [Len87] or [Deu4l])
states that there exists a constant ¢’ > 0 such that there are at least ¢’ - (tv/t)/log(t) many
elliptic curves for every given group order. This shows that the group orders are almost
evenly distributed over all possible curves up to a factor of 1/log(t). Among the 4/t + 1

possible group orders, there are Ar := m(t+1+2v/t) — 7(t + 1 — 2+/t) prime group orders,
where 7(z) is the prime counting function. Following Conjecture 6.2, we have c¢1,co > 0

Pr[(A¢, z¢, yr) yields a valid curve E;| >

such that Ar > ; OC;C}/(Zt). Each of these curves is uniquely defined by its A parameter and
any of its points, i.e., there are at least ¢t — 2v/¢ many triplets that define any of these
curves. This holds because each of these curves has at least t + 1 — 21/t many points
and O cannot be chosen in (Ay, x¢,y¢). Therefore, the probability that a random triplet

(Ag, w4, y:) € F} yields an elliptic curve with prime order is

Aﬁ.c’.t\/f-(t—Z\/f)> d '\/5—2 eVt

P E . . > M
r[#E¢ is prime] > log(t) - £3 Tlog(t)  t log®(y)

 de <1 2)_ c-co
log' 1 (t) Vt)  log'te(t)
where for ¢ > 16 we can choose ¢ = ¢//2. O

6.2.2. Analysis of the Countermeasure.

We first show that Algorithm 6.1 computes the correct result if no error occurs. Algorithm
6.1 uses I} to check the result of the scalar multiplication from Line 3. If Q = kP on E,
then Q = kP on E; as well. This is evident from modular arithmetic. Any out of the three
exceptional cases in the addition formula (P, P, = O or P| = —P;) can only occur if at least
one of the intermediate results or the final result is equal to O. However, @; = O on E,; implies
that Q; = O on both E, and E;. As k < #E,, this may never happen. Hence, if no error
occurred, @ is a valid point on both E, and E;. Given this fact, it is straightforward to see that
R=Q on E;.
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It remains to show that the proposed algorithm is secure against known Fault Attacks. For our
analysis, we assume that Algorithm 5.2 has been chosen as the scalar multiplication algorithm,
although the result holds for other scalar multiplication algorithms as well. To counteract fault
attacks with random faults induced into any of the parameters used in Line 3 of Algorithm 6.1, we
implement the countermeasure proposed by [BMMO00] and [CJ03]. It requires checking whether
the result of a scalar multiplication is a valid point on the original curve before returning a value.
This check has been included as an integral part of Algorithm 5.2. Therefore, we concentrate
on security against Sign Change Attacks on Line 3 of Algorithm 6.1 only. Our analysis proves
security against Sign Change Faults only, it does not provide a general security proof or security
reduction. As it has been discussed in the introduction, a mathematical framework which allows
general security claims has yet to be established.

We use the Sign Change Fault Model as defined in Definition 5.1, i.e., a Sign Change Fault
can be induced in any intermediate variable used by the scalar multiplication @) = kP on F;.
Sign Change Faults can only be induced in points of elliptic curves, the scalar k cannot be
attacked. Furthermore, we assume that only a single Sign Change Fault can be induced during
each computation of kP. We do not consider multiple attacks, as only correlated attacks in the
same run of Algorithm 6.1 would yield an advantage for an adversary. However, such attacks are
not a realistic scenario as explained in Chapter 1. The adversary can target a specific variable,
e.g., @, but he cannot target a specific iteration i. As we are interested to show that a faulty
value is returned with negligible probability, we only need to investigate Sign Change Attacks
on the computation in Line 3 of Algorithm 6.1. Attacks in Line 4 cannot yield a faulty output
as (@ is not changed by Line 4. We first investigate the basic requirement for an error to be
undetected by the countermeasure in Line 5.

Lemma 6.4 (Undetectable Sign Change Faults).
Let Q = kPy be the correct result of the scalar multiplication in Line 3 of Algorithm 6.1 and let

Q = Q+ri- P # Q be a faulty result from an attack on Line 3. Let ry := #Ey be the group order
of E¢, assumed to be prime. The faulty result Q passes by the detection mechanism in Line 5,

Zﬁ Tt | Kq.

Proof:

Let R and Q denote the variables used in Algorithm 6.1. If 74 | k;, we have k;P = O on
E;. Therefore, the test R = Q in Line 5 of Algorithm 6.1 yields kP, = Q + O on E;. As
the correct result @) satisfies Q = kP; on E, this would not trigger a FAILURE output and
the faulty value Q would be returned. As Q # Q on E, is assumed, we also have Q+Q
on E,. This case results in a faulty output.

If vy f ki, we must show that kP, # Q on E;. We know that for the correct value Q, it
holds that R = Q on FEy. If r4 f k;, we have k; P # O on E; because 1 is the prime group
order. Therefore, the order of P is r; as well. Consequently, we have R # Q = Q on E;
and the security alert in Line 5 is triggered. ]

Lemma 6.5 (Number of Undetectable Sign Change Faults).

Let ry be the group order of Ey, assumed to be prime. Letm be the blocksize used in Algorithm 5.6.
Then a Sign Change Attack on Algorithm 6.1 needs a blocksize m > |log(r:)| to be successful.
Moreover, at most (n—1)/ |log(r¢)] many undetectable faulty outputs exist. Here, it isn = l(k).
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Proof:

Assume that a Sign Change Fault was induced into Q! for some i, resulting in a faulty
output Q1. By Equation (5.6), we have

n—1
Q1=0Q— 2H;+1(k) = Q + K P where Ki = —2 Z kj2j_i_1.
j=it1

We further assume that ry | k;, i.e., Q1 has not been detected as a faulty value according
to Lemma 6.4. We now consider another faulty output Q2 % @ collected by Algorithm
5.6. Let u # ¢ denote the fault position, i.e., Q2 = Q + Kk, P.

We claim that for all u with |u—i| < [log(r¢)], u—i # 0, it holds that r; f x,. We consider
the two cases u < ¢ and u > . For u < ¢, we have

n—1 4 n—1
Ku=—2 Y k27t =2 Y7 foimutt g N i

j=u+1 j=u+l1 j=i+1
i
=K; —2-0,, whereo, := Z k;j23_“_1, (6.3)
Jj=u+1

and for uw > i, we have

n—1 u
Ky = —2 Z k;ij_“_l = Ki + 2 py, Where p, := Z k‘j2j_i_1.
j=u+1 j=i+1

The value Qs is returned only if it is an undetectable faulty result, which bypassed Line 5
of Algorithm 6.1. According to Lemma 6.4, this requires that r; | k,. As we assume that
r¢ | ki, we need to analyze the case that ry |0, and 7 | py, respectively. We first investigate
0. Here, we have two cases: Either o, = 0 or o, > 0 over the integers. If o, = 0 over the
integers, we have k, = x; and Q1 = Q. As this contradicts our assumption that Q #* Q,
we may assume that o, is not equal to 0 over the integers. If the sum in Equation (6.3) is
not equal to 0 over the integers, its absolute value must be at least as large as r; in order
to be a multiple of r;.

Exactly the same consideration holds for p,. Both |o,| and |p,| are smaller than 2/~
Therefore, we must have |u — i| > |log(r¢)] in order to have a chance that the sums |o|
and |p,| are larger than or equal to ;. Otherwise, we cannot have r; | k; and ry | Ky

Algorithm 5.6 recovers bits in blocks of at most m bits. If it has found a valid test pattern,
it starts at the position immediately following that test pattern and tries to recover the
next block of length m starting at this position. If m < |log(r;)|, the arguments above
shows that in this block there cannot be a faulty output Q in the set S of collected faulty
outputs that satisfies the verification step. Therefore, Algorithm 5.6 needs a minimal
blocksize of m = [log(r;)] in order to be able to reconstruct another faulty output Q.

As the fault positions of two undetected faulty outputs Q; and Qs are at least |log(r¢)]
bits away from each other, we have a maximum of (n — 1)/ [log(r;)] many different faulty
outputs in the set collected by Algorithm 5.6. O
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Lemma 6.5 shows that the proposed algorithm secures the scalar multiplication algorithm against
the new Sign Change Faults if the group order of #FE; is large enough. A group order of
#E;, > 289 guarantees that the required block size of m > 80 exceeds the acceptable amount of
offline work significantly. For many practical applications, #E; > 2%° should already be enough.

The computational overhead is acceptable. Line 3 requires computations with 30 — 40 %
larger moduli (for {(p) = 192 and {(t) = 60 — 80), Line 4 requires a scalar multiplication on a
considerably smaller curve with the scalar factor kK mod # F;, which is considerably smaller than
k.

As the computations in Line 3 prohibit the use of inversions, projective coordinates must
be used. We have stated our results for the basic version of projective coordinates but other
weighted projective representations such as Jacobian or Hessian representations will do just as
well.

6.2.3. Infective Computations

It has been explained in Chapter 3 that it is desirable to avoid single points of failure. As
a possible approach to achieve this feature of an algorithm, we have reviewed the concept of
infective computations introduced by [YKLMO3] in Section 3.2.1. The explicit check proposed in
Line 5 uses the zero flag as a single point of failure. However, there is an obvious way to easily
modify the algorithm to use infective computations. Lines 4, 5 and 6 could be replaced by

4 Set R:= (1/k mod r¢) - Q — Py on E; (using Algorithm 5.2)

5 Set ¢ := R[x] + R[y]

6 Set S :=cQ on E, (using Algorithm 5.2)

7 Output S

Note that if no error occurred, we have R = O = (0 : 1 : 0) in projective coordinates. Hence,
¢ = 1 and the correct result is returned. This yields the following Algorithm, which uses infective
computations instead of an explicit check.

Algorithm 6.6: Sign Change Attack Secure Scalar Multiplication with Infective Computations

Input: A point P on E,, and a secret key 1 < k < ord(P)
Output: kP on E,
# offline initialization (i.e., at production time)
1 Choose a prime t and an elliptic curve E;
2 Set ry ;= ord(P¢) on E
3 Determine the combined curve Ey
# main part
4 Set Q := kPpt on Eg: (e.g., using Algorithm 5.2)
5 Set R:= (1/k mod ry) - Q — P on E; (using Algorithm 5.2)
6 Set c := R[x] + R[y]
7 Set S :=cQ on E, (using Algorithm 5.2)
8 Output S

Although an infective version of our countermeasure is possible, we do not recommend to use
it. It has been observed in Chapter 3 that the security of an infective algorithm depends on the
unpredictability of the final output. It must be computationally infeasible to trace a faulty final
result back to secret data. This is only guaranteed if either the output is randomized using a
random number generator or if a single induced fault yields a final faulty value, which cannot be
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efficiently predicted by the adversary. If the errors, which may result from the induced faults,
are from a small, efficiently sampleable set, an adversary might be able to break the system by
trying all possible error patterns and comparing the result to the final output S. This yields
the value ¢ used to alter the output in Line 7 of Algorithm 6.6 to an unpredictable value. Once
c is known, it is easy to recover the faulty result @ on E, by computing @ = 1/c- S mod #E,,.
Such an attack uses the same basic principles as the attack by Boneh, DeMillo, and Lipton
used in Chapters 2 and 5. A similar approach has been presented by Wagner in [Wag04], who
demonstrated that our countermeasure against Bellcore attacks against CRT-RSA is insecure
for fault models, where faults only affect a small bounded number of bits (cf. Section 3.6). The
number of Sign Change Faults inducable into intermediate variables used in the computation
of @ on Ej; in Line 4 of Algorithm 6.6 clearly is efficiently sampleable — this fact has been
used in order to develop the Sign Change Fault Attacks in Chapter 5. However, Algorithm 6.6
can be used, if hardware countermeasures guarantee that only fault attacks according to the
Random Fault Model 1.9 can be mounted. The latter is currently assumed for modern high-end
smartcards (as explained in detail in Section 1.4). Once again, one can see that a smartcard is
best equipped with both, hardware and software countermeasures.
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7. Sign Change Attacks — RSA Reuvisited

In Chapter 5, we have shown that Sign Change Faults can be used successfully against elliptic
curve cryptosystems. In this chapter, we will show that in principle, the same concept can be
used against the modular exponentiation algorithm in RSA, as well. Sign Change Faults are
much harder to realize for finite field elements, but once accomplished, they allow successful
attacks on RSA signatures, which bypass a variety of commonly used countermeasures. We
have discussed a variety of approaches to induce Sign Change Faults into elliptic curve points
in Section 4.5. At least one of these approaches, i.e., an attack on the crypto co-processor,
can change finite field values if the non-adjacent form is used for finite field multiplications.
This approach can be used to change the sign of finite field elements, even for other systems
than elliptic curve based systems. Therefore, investigating whether Sign Change Faults can be
applied to break RSA modular exponentiation is not a purely theoretic question.

In this chapter, we will show that Sign Change Faults can also be used to recover a secret RSA
key given a fault model which is stronger than the fault models used for attacks on elliptic curve
repeated doubling. Additionally, we will show that this attack does not apply to both versions
of repeated squaring alike. The latter result is an example for a situation, where “downwards is
better than upwards”, which shows that there is no generally better version of repeated squaring.
This result is a negation of a result in [FV03], where a certain differential power attack prompted
the authors to state that “upwards is better than downwards”.

Algorithm 7.1: Left-to-right Rep. Squaring

Algorithm 7.2: Right-to-left Rep. Squaring

Input: a message m € Zy, a secret RSA
key 0 < d, where I(d) denotes the
binary length of d, i.e., the number
of bits of d, and an RSA modulus

N
Output: m9 mod N
# init
1 Set yl(d) =1
# main

2 For k from I(d) — 1 downto 0 do

3 Sety, = yﬁﬂ mod N

4 If dx =1 then set yy :=y; - m mod N
else set yy :=y, mod N

5 Output yg

Input: a message m € Zy, a secret RSA
key 0 < d, where I(d) denotes the
binary length of d, i.e., the number
of bits of d, and an RSA modulus

N
Output: m9¢ mod N
# init
1Sety 1:=1
2Setz_1:=m
# main

3 For k from 0 to I(d) — 1 do

If dg = 1 then set yy := yk_1 - zk—1 mod N
else set yx :=yk_1 mod N
Set zy := zﬁ_l mod N

6 Output yjqg)—1

Let us first recall the standard repeated squaring algorithms, which we have presented before as
Algorithms 2.2 and 2.3. The versions presented here have been rewritten using indexed variables,
in order to ensure that different uses of the same variable can be clearly distinguished.

The chances of inducing a Sign Change Fault, which changes the final result, are clearly limited
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by the two Algorithms 7.2 and 7.1, since intermediate results are squared. We will investigate
the chance that a Sign Change Fault yields a faulty final result for both Algorithm separately.
Our overall assumption is that during one execution of any of the two algorithms, only a single
fault can be induced.

7.1. Sign Change Faults in Left-to-Right Repeated Squaring

We first investigate Algorithm 7.1. Here, the intermediate variables y, y., Yk+1, and m are
used. Transient faults and permanent faults have a different effect only for attacks on m, all
other variables are used only once.

Sign Change in yi ;1. A sign change in y;4 results in the correct value for yj, since y,%H =
—y,% 41+ Therefore, a faulty result cannot be returned.

Sign Change in y;. A sign change in y, yields the negated, i.e., faulty, value g = —y} - m.

If this happens during the last iteration, where k = 0, the faulty final result —m? mod N is
returned. Otherwise, the sign is eliminated in the next round, where y;_, = y,%

Sign Change in yx. The situation for a sign change in yj, is completely the same as for a sign
change in y. It only yields a faulty final result of —m®if k=0.

Sign Change in m. The value m is used in every iteration. Therefore, transient and permanent
errors have a different effect. Although any sign change in m yields a negated value ¢, = —yx,
this sign is eliminated in the next round, where the value yp_1 = yi is computed. Therefore,
a sign change of m has no effect on the final result unless kK = 0. Hence, a transient fault only
changes the final result to —m? mod N if it happens in iteration k& = 0, while a permanent fault
guarantees that —m is used in iteration £ = 0. Since we have dy = 1 for an RSA secret key, the
correct iteration, which has been hit by a fault, cannot be determined. Therefore, we may treat
a permanent fault as a transient fault in iteration k = 0.

Summary. Summarizing the above considerations, it is clear that any sign change in any vari-
able is corrected by the squaring in Line 3 unless it happens in the last iteration. However, this
does not allow to derive any information, since we know that RSA exponents are odd, hence,
do = 1. This implies that the value y] = m?/m mod N is known to an adversary and he already
knows all the values a fault induced during this last iteration could reveal. Therefore, Algorithm
7.1, the left-to-right repeated squaring algorithm, is secure against sign changes.

7.2. Sign Change Faults in Right-to-Left Repeated Squaring

For the right-to-left repeated squaring algorithm, we will analyze the effect of a sign change
of any of the intermediate variables yr_1, Y&, 2x—1, 2x in the same manner as in the previous
section. Here, however, we will see that sign changes on certain variables yield a faulty result
regardless of the iteration.
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Sign Change in y. A sign change in y;_1 results in the faulty value ¢, = —v;. This value is
multiplied with the correct powers of m in the remainder of the execution, hence, the final result
is bound to be faulty, as well. In this case, we have g;q)_1 = —m®mod N. A sign change in yy,
has the exact same effect as an attack on yp_1.

Sign Change in z. Although z;_; is used twice, both in Line 4 and in Line 5, it is not necessary
to investigate both transient and permanent faults. A sign change fault induced into zj_; in
Line 4 changes the value y; to —yg. This only holds if z;_; is used in Line 4, i.e., when dj = 1.
Since zp = z,%_l, the value z; is always the correct value, regardless of sign changes in any of
the two versions of zx_1 and regardless of a permanent or transient effect. Only if the variable
is affected prior to its use in Line 4, the flipped sign in y; is not corrected and the final result
is the faulty value y;q)—1 = —m?mod N. A sign change in zj, has exactly the same effect as a
fault induced into zx_1. Faults occurring during Line 5 cannot have any effect on the final result
if they occur in the last iteration.

Summary. We see that sign change faults induced into the intermediate variables used in
Algorithm 7.2 yield the negated final result for any affected iteration. However, we have also seen
that the final faulty result is independent from the affected iteration, it is always —m® mod N if
the physical attack was successful. Therefore, the only information that an adversary can get by
targeting an intermediate variable is whether an error occurred or not. We usually refer to such
fault attacks as oracle attacks, since the adversary only gets a yes/no answer for his question,
whether his attack was successful or not (see Section 1.6.2). He does not get a faulty result,
which allows to compute any secrets directly. The value —m? mod N cannot be used to derive
any information about the secret exponent d. This is clear since any adversary is assumed to
know the correct signature m% mod N, hence, he can compute —m? mod N himself. This does
not require fault attacks.

In order to retrieve information about the secret key using the oracle answer, an adversary
needs to be able to mount an attack, where the effect of an induced fault depends heavily on
the individual secret key bits. This condition is not met for attacks on y_; and yg. They are
used in every line, regardless of the secret key bit. For a fault induced into z;_; however, this
is different. If the variable z;_; is affected by a fault, the final result y;4)_; is correct if dp =0
and faulty if dp = 1. Therefore, if the adversary knows the iteration in which zj_; or z; is hit,
the oracle answer reveals the value of the secret key bit di. This resembles a c-safe error as
introduced in Section 1.6.2.

In the following, we present the fault model needed for such an attack.

Definition 7.3 (Fault Model: RSA Sign Change Fault Model).
We define the RSA Sign Change Fault Model with the following parameters.

location: complete control (can target the sign of a specific variable)

timing: precise control (can target a specific iteration in Algorithm 7.2)

number of bits: random number of faulty bits (the sign is flipped modulo N, i.e., all bits of
the affected variable may change)

fault type: Sign Change Faults (see Definition 4.6)
probability: certain (every physical attack results in a fault of the desired kind)
duration: transient and permanent faults (both variants are possible, however, it is

assumed that an adversary cannot use both kinds during one fault attack)

Martin Otto, Dissertation, December 2004



168 7. SiGN CHANGE ATTACKS — RSA REVISITED

The success probability of a Sign Change Fault induction may be lowered from certain to any
non-negligible probability. In such a case, the adversary has to perform many attacks on the
same iteration, until he can expect to have induced at least one successful Sign Change Fault.
This requires that the adversary knows at least a non-negligible lower bound for this success
probability and increases his run time significantly. Such an attack represents a Monte-Carlo-
algorithm, where every detected fault yields di = 1 with probability 1, while a zero may be
detected incorrectly, since it is possible that all attacks were unsuccessful. With the same
consideration, control on location and on timing could be slightly relaxed.

We have seen that Sign Change Attacks are possible in principle on RSA as well. While the
left-to-right repeated squaring version (“downwards”) is secure against Sign Change Faults, the
right-to-left repeated squaring version can be attacked using Fault Model 7.3. Therefore, in this
setting, “downwards is better than upwards”.

However, one should bear in mind that such attacks face two drawbacks in practice. On
the one hand, Sign Change Faults are much harder to realize for RSA than for elliptic curve
cryptosystems. On the other hand, it requires an implementation of repeated squaring, which
allows c-safe errors using Fault Model 7.3. Even if the success probability of a Sign Change Fault
induction is lowered, Definition 7.3 represents a very strong adversary, which may be assumed to
be extremely hard to realize for modern high-end smartcards used today. Moreover, the attack
on plain RSA as presented in Chapter 2 can be applied assuming less powerful adversaries.
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8. Conclusion and Open Problems

G~
ey

In this thesis, we have presented new fault attacks and new countermeasures. As a basis for these
results, we have developed a new and comprehensive characterization of known fault models in
Chapter 1. This serves as a basis for both, fault attacks and countermeasures.

Fault Attacks. For the RSA cryptosystem, we have investigated the famous result for attacks
on the right-to-left repeated squaring algorithm presented by Boneh, DeMillo, and Lipton in
[BDLO1]. In Chapter 2, we have shown that the original attack contains two minor flaws, which
are due to implicit assumptions, which are not guaranteed by the original attack algorithm. We
have corrected these flaws. Moreover, we have presented an updated version of the proof of the
success probability for the original attack, which we consider to be more convincing than the
original proof. We have also extended the attack to the left-to-right repeated squaring algorithm,
proving that both versions are susceptible to fault attacks in the same way. These results round
off the analysis of fault attacks on plain RSA in the manner described in [BDLO1].

For elliptic curve cryptosystems, fault attacks have been considered to be less successful than
attacks on the RSA system. Previously reported attacks, e.g., in [BMMO0] and [CJ03], represent
weak attacks, since they can be fended off easily. However, in Chapter 4, we have shown that
contrary to popular believe, the standard countermeasure proposed in [BMMO00] and [CJ03]
does not render fault attacks useless. We have shown that undetectable faults can be induced
for special inputs. Moreover, we have shown that undetectable faults can also be realized for
arbitrary inputs using a new fault type, Sign Change Faults. We have shown that this fault type
can be induced in practice. Hence, it poses a new threat for elliptic curve cryptosystems using
repeated doubling. In Chapter 5, we have defined a new fault model, which uses the new Sign
Change Faults. We have applied the new fault model to prove that fault attacks are possible on
a wide variety of algorithms for computing scalar multiples of elliptic curve points. All standard
algorithms are susceptible to fault attacks in the same manner as plain RSA. Hence, we have
generalized the results from Boneh, DeMillo, and Lipton [BDLO01] to elliptic curve cryptosystems.

The new Sign Change fault type has been applied to RSA in Chapter 7. It can be used
successfully for attacks on the right-to-left repeated squaring algorithm, but not for attacks on
the left-to-right repeated squaring algorithm. However, the attacks require a very strong fault
model. Nevertheless, our results show that Sign Change Faults are a threat for RSA as well.
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Our results about fault attacks show that a larger variety of algorithms and cryptosystems
can be successfully attacked by fault attacks than previously known.

Countermeasures. The threat posed by fault attacks is real. Hence, efficient algorithmic coun-
termeasures are needed. We have developed countermeasures for the two most popular and most
widely deployed cryptosystems, RSA and elliptic curve cryptosystems.

For RSA, we have concentrated on CRT-RSA, a fast variant of repeated squaring in Chapter
3. This variant is very popular on smartcards due to its advantage in speed. However, it is
highly susceptible to fault attacks. As a consequence, we have proposed a new algorithm, which
protects the CRT-RSA scheme against known fault attacks. The new algorithm trades speed for
security, however, the loss in speed is low, while the gain in security is crucial. We have proved
that the new algorithm is secure against fault attacks for the most realistic adversary, and we
have proposed modifications, which provide security even in the case of more powerful yet less
realistic adversaries. Therefore, our new algorithm is an effective countermeasure, ready for use.
The question whether our approach can also be applied for countermeasures for plain RSA is
left as an open problem.

Following our new attacks on elliptic curve cryptosystems, we have also proposed a counter-
measure against these attacks in Chapter 6. We have presented an algorithm, which can secure
every scalar multiplication algorithm for elliptic curves, which does not need field inversions.
This restriction is practical, since projective coordinates can be used to represent elliptic curve
points. Projective coordinates allow to compute point multiples without using field inversions.
We have proved that our new algorithm is secure against all known fault attacks on scalar mul-
tiplication algorithms. Therefore, this algorithm is an effective countermeasure as well, ready
to be used.

Open Problems. The major problem of fault attacks is to define a model to prove security,
which is stronger than the ad-hoc security model used for proofs in this thesis, and which
is practical. In principle, the computational security model used for classic security analysis
(presented in the introduction) can be used to prove security against fault attacks for special
adversaries. However, up to date such proofs are only possible for highly inefficient schemes.
Such schemes are not usable in practice, hence, efficient secure schemes are needed. Currently,
it is an open problem how to formalize security against fault attacks and how to capture the
information provided by this side-channel in a mathematical framework in a practical way.
Hence, research in this area should be intensified. As we have explained in Chapter 1, fault
attacks are used in practice, hence, once digital signature smartcards become more popular,
fault attacks will be a serious threat. This indicates the urge to not only investigate systems for
their susceptibility to fault attacks and to develop efficient countermeasures, but also to develop
a better theoretical understanding of fault attacks and side-channel attacks in general.
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A. Detailed Fault Analysis of Affine Elliptic
Curve Addition

A.1. Attacks Targeting A = (y1 — y2)/(x1 — x2)

The parameter \, the slope of the line defined by P; and P», is computed using Equation (4.10),
which states that

A= AT (4.10)

€r1 — X2

Equation (4.10) computes A using 5 variables, which can be targeted in a fault attack. As any
fault induced into the result A has the same effect as if A would be affected the next time it is
used, the analysis of a fault induced into A will be presented later. We first investigate faults
in the two parameters yo and x3. Both are only used once in the whole addition formula. We
present the analysis of faults affecting y; and x; afterwards.

e Fault induced into ys:
Assume that y» is targeted by an induced fault, resulting in ys - y2 + e with e € F),. As
Yo is only used once, permanent and transient faults have the same effect and need not be
considered separately. The induced fault enforces the usage of the faulty values \, 3, and
73 in the computation. They take the values

- —ys—e€ - —¢
P _Hn y2+é:)\—|—é where é :=
Tl — X2 L1 — 22 T

53:5\2—1'1—1’2:)\2+2)\é+é2—l’1—$2:l’3+2)\é—|—é2

gjgz—y1+5\(m1—ﬂl‘3):—y1+)\(;v1—x3—2)\é—é2)+é(m1—x3—2)\é—é2)
=ys+eé(z—az3—20— e —2X2 —Xé) =yz+é(z1 —z3— (E+A) (2A +¢)).

The resulting faulty point P; = (Z3,73) is a valid faulty point only if it satisfies the
Weierstrass Equation (4.2), i.e., if §2 — #3 — A¥3 — B = O mod p. This can be used to
compute €. We have

3 — @3 — Ai3 - B

. - 2 . .
Ce (o) (e
Tl — X2

xi{’ - 3m%$2 — Azq + Azo — 2y§ + 21‘%’ + 2y1y2 R
T — T ’

2 2,2 .3 3 A —A
whereRzy%—x%—Axg—B—i—é‘ yilyr —ys — @ + 23+ Az 1)

(71 — 22)? ’
2
= (29— 1) - €- <é_ac yzx )-(é+)\+\/2x1+w2)-(é+)\—\/2m1+x2), (A.1)
1— T2
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by standard arithmetic (using MAPLE). Here, we have R = 0. This becomes evident by
applying the Weierstrass equation, using yi2 = xf’ + Az; + B for all i € {1,2,3}. Tt can
be applied since we know that P, P, and the correct result P35 are valid points on the
elliptic curve. Now, Equation (A.1) shows that we have between 2 and 4 solutions for é,
since we assume that x1 # xo:

éc {0, 2y2 . —AE£271 + 1‘2} (A.2)

Tl — T2

= ec {0, —2y9, (X1 — x2) - ()\ + 2z — x2)} . (A.3)

The first value e = 0 can be neglected as it represents an error-free computation. The
second value e = —2y5 represents the case where — Ps instead of P; is used in the addition
formula. The third and fourth value exist only if the square root exists. This depends on
the input points P; and Ps.

e Fault induced into x5:
Let us now assume that x5 is affected by a fault, resulting in x9 -2 + e with e € [F),.
Again, x5 is only used once, hence, permanent and transient faults have the same effect
and need not be considered separately. This results in the following faulty value A:

UL b2 —yl_y2+é:)\+é where é := e(y1 = y2)

\ = —
T1—Tg—€ T1—To (1 — 22)? —e(x1 — x9)

The latter shows that we can write A\ = A + € just as in the analysis of a fault induced
into yo. If e = (21 — x2), the device will encounter an arithmetical error (division by zero),
which will be detected as a general error. Hence, e = (z1 — z3) cannot create a valid faulty
point, and we may assume that e #Z (1 — x2) mod p. Since the value x5 is not used again,
a fault induced into xo yields the exact same values for 3 and g3, and therefore also the
same values for é as in Equation (A.2):

2
ée{o, Y2 ,—)\j:\/2x1+3:2}

1 — T2

1 — X2 (y1—y2) }
= ee€ <0, 2ys - , (] —29) £ ———== .
{ v Y1+ Y2 ( ! 2) V2x1 + 22

Again, the solution e = 0 does not yield a valid faulty point, since it yields the correct
point. It is therefore not a desired solution for e. The values for e exist only if the
denominators exist in I, i.e., if they are not equal to zero, and if the square root exists.
Both depends on the input points P; and P,. Consequently, there are between 0 and 3
values for e such that a valid faulty point Pj is returned.

e Fault induced into ys:
The analysis for faults induced into y; has been presented in detail in Section 4.3.1.1.
However, we will repeat the analysis briefly for completeness.

For a fault induced into the variable y; —%-y; + e, e € F),, we need to investigate both
transient and permanent faults, because y; is used again in the computation of ys, i.e.,
Equation (4.9).
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Transient Faults. Given a transient fault, we have

~ +e— - ~ N 5 ¢
a4 Y2 _ N y2+e=>\+€ where é :=
Tl — X2 L1 — 22 o

This represents the same situation which has been analyzed for a fault induced into ys.
We can write A as A = A + ¢, and the values of Z3 and 73 are unchanged compared to a
fault affecting yo as well, since the effect of the fault in y; is transient. Therefore, we know
all possible solutions for é from Equation (A.2):

2
ée{o, Y2 ,—)\i\/2x1+w2}

Tl — X2

= ec {0, 2y, ([El — 1‘2) . (—)\ + /221 + {EQ)} . (A4)

These results for e show that one transient fault which produces a valid faulty point
depends on the value of yo, even if it is induced into y;. This is caused by the fact that y;
is used later for the computation of y3 in Equation (4.9). One might expect that negating
y1 with the error e = —2y; would yield a valid point, since the valid input point (1, —y1)
is used. However, this does not yield a valid faulty point (Z3,9s3). For this to happen, the
value y; used in Equation (4.9) would have to be faulty as well. This requires a permanent
fault, which we investigate now.

Permanent Faults. Given a permanent fault in 1, the computations of X and 75 are the
same as shown for a fault induced into yz, but the computation of g3 is different. We get
the faulty output P3 = (&3, y3) with the values

B3 =13+ 2Xé+ &2

Js=—y1—et A1 —F3) =ys—e+é(xr—wz—e(1+ ) (2A +¢€))
= preé@m —z3—e(1+A)(R2A+¢) —eé(z1—22).

As shown before, we get solutions for é by applying the Weierstrass equation (4.2), and
solving the resulting equation for é. The computation is completely analogous to the
analysis for an attack targeting o, where we described the computation in greater detail.
We have

j3 — i3 — A3 — B =

2
(r1 —x2) - € (é—{— 9 )-(é+)\+\/$1—|—2m2)-(é+)\—\/$1+23:2),

Tr1 — T2

with standard arithmetic (using MAPLE). The possible solutions for e are
e c {0, —2y1, (1‘1 — 1’2) . (—)\ + VI + 21’2)} . (A5)

These solutions are completely symmetric to the solutions for a fault induced into ys.
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e Fault induced into xq:
Finally, we assume that x1 is targeted by an attack, resulting in x| - x1 +e with e € [F),.

Transient Faults. We first investigate a transient fault, i.e., we assume that when z; is
used in Equation (4.8) — the computation of z3 — it has the correct value again. We get
the following value for A:

9142 Zyl_y2+é:)\+é where é := —e(y1 —v2)

N\ =
T1+e—x9 T —To (1 — x2)? + e(x1 — m2)

Again, the value e = (z; — x2) raises an arithmetic exception, which will be detected by
the smartcard. It cannot used to create a valid faulty result and we may assume that this
case does not occur. As both Z3 and g3 are computed using only correct values besides A,
we know the solutions for é from the analysis of a fault induced into y2, Equation (A.2).
We get

2
ée{o, Y2 ,—)\i\/2w1+x2}

Tl — X2

T — T2 (yl—yz)
= e€40, —2ys- , —(x1 — 29 ii}.
{ Y1+ Yo ( ) V2z1 + 2

This result is the same as for a fault induced into zo, with opposite signs.

Permanent Faults. Now, we investigate the result of a permanent fault induced into x.
Here, we also use the faulty value 1 = z1 + e in Equations (4.8) and (4.9). We get

N = Y1 — Y2
xr1+e—xo

2

~ 32 . Y — Y2

T3=AN—1r1—e—a9=|——"—) —21—29—¢€
xr1+e—xo

313:—3/14-;\(5614-6—553)

2
:_yﬁ(M).(mH_(M) mﬂm)
1+ e— x2 r1+e—x2

3
— s (M) (21 + s + 2€) — <M>

T +e—x T +e—x2

As noted before, the value e = (x9 — x1) yields an arithmetic error. Therefore, we may
assume that e # (z9 — x1). To compute solutions for e such that Py = (Z3,73) is a valid
faulty point on F, we apply the Weierstrass equation (4.2), which must hold, i.e., we solve
73 — 73 — A¥3 — B = 0. This is an equation with a leading term of €. Consequently, we
get six roots for e in the complex plane. The first one is the trivial root, e = 0. Two other
roots are derived from the fact that changing the z-coordinate of the input point P; might
result in at most two different faulty points Py, which are valid point on the elliptic curve
E. They represent the intersections of the horizontal line y = y; with the elliptic curve F,
which are different from P;. In this case, the resulting point P is certainly a valid faulty
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point on F, because both input points are. In order to compute these points, we need to
compute all solutions of the Weierstrass Equation (4.2), i.e., we need to solve the equation

v =23+ Az + B=2®+ Az + B. (A.6)

It has three roots for x. The corresponding values for e are easily derived by e = x — 1
for any solution = of Equation (A.6). The first solution, z = 21 = e = 0, is known, the

others yield the values
3951 3
e:—Tj:\/—Zx%—A.

Of the other three roots, two are complex numbers, which cannot yield a possible solution
for e in ), unless the imaginary part is equal to 0. The last root represents a valid value
for e if the square root and cubic root exist for the given values of z1,x2,y1, and y2. The
formulas, however, are somewhat lengthy. They have been computed using MAPLE and
standard arithmetic.

1 273
e=—--a+— —1I,
2 Q

where o := §/4(y1 —y2)? — 83 +4(y1 — y2) - \/(yl — y2)? — 4a3,

2 2
a x 1, a 2z
and ecomplex = —E — 52 — T + 52\/5 <§ — 72> .

A.2. Attacks Targeting 3 = \? — 1 — >
The parameter x3 is computed using Equation (4.8), which states that
xr3 = )\2 — 1 — X9. (4.8)

The value x5 is not used again after this line, hence, transient and permanent faults have the
same effect. The other values, x3, 1, and A, are used again, therefore, transient and permanent
faults must be investigated separately. Note that as any fault induced into x3 in this line of
computation yields the same result as if it was induced into z3 in Equation (4.4), it will be
analyzed later.

e Fault induced into xq:
If a fault is induced into z; in Equation (4.3), we have z1+#-> 21 + ¢, e € [, ie,,

f3:A2—(x1+6)—$2:x3—6
and g3 =—y1+ A (1 — (x3—€)) = ys + Ae, in case of a transient fault,
or gs=-y1+ A (r1+e—(x3—e)) =ys+2Xe in case of a permanent fault.

Transient Faults. We first investigate a transient fault. In order for (Z3,¥3) to be a valid
point on the curve, it has to satisfy the Weierstrass Equation (4.2), i.e., it must hold that

7% = #% + A% + B mod p.
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= e + 2 (/\2—3:B3)—|—e(3x§+14+2y3)\) =0 mod p

-2 1
= ec {0, %ST + 5\/)\4 — 6223 — 323 — 44 — 8y3)\} mod p. (A.7)

Again, these formulas have been computed using standard arithmetic. Since e = 0 does
not yield a valid faulty point, we only have possible values for e if the square root exists.

Permanent Faults. If the fault is permanent, the result follows in the same manner.
Here, e must satisfy

3z —2M% |1
ee {0, “”T + 5\/ 16A* — 24\225 — 322 — 44 — 16y3)\} mod p. (A.8)
In both cases the result e = 0 represents the correct result, it cannot yield a valid faulty
result.

e Fault induced into xz5:
If x> 29 + ¢, e € ), is hit during a fault attack, we have the same situation as for a
fault induced into x1, with the only difference that transient faults and permanent faults
yield the same result as a transient fault on x1. This is due to the fact that xo is no longer
used after the computation of z3. Hence, we have 3 = x3—e and ¢35 = y3+ Ae. Therefore,
we get the solutions

-2 1
ec {0, ?m?’T + 5\/)\4 — 6223 — 373 — 44 — 8y3)\} mod p.

e Fault induced into A:
The analysis of a fault being induced into A has been presented in detail in Section 4.3.1.2.
However, we will repeat the analysis briefly for completeness.

For faults affecting A, we investigate three different cases. First, the variable A could have
been affected prior to its first use in Equation (4.8). The effect of the induced fault could
be transient or permanent. But then, it could also be that the result A% could have been
affected by the fault. We will investigate a fault affecting A first. In this case, the faulty
value \ 4 e is used and we get the faulty results

Tg3=(A+te)—xz —x9 = 23+ 2)\e + €2
—y1+ - (21— (23 + 2Xe + 62))

= y3 — 22%e — \é? in case of a transient fault,
or Jz=-y1+A\+e) (z1— (z3+2Xe+e€?))
=y3+e(w1—x3—2)\e—62—2)\2—)\e)
=yste(ry —x3— (2 +e)-(e+N)) in case of a permanent fault.

and 3

Transient Faults. Let é := —2)\e — e2. In this case, the resulting faulty point Ps is equal
to (x3 — é,y3 + Aé). This situation is the same as the one analyzed for a transient fault
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induced into x1 in the computation of z3. The analysis resulted in Equation (A.7), which
yields the condition

_ )2 1
éc {O, % + 5\/)\4 — 6\2w3 — 303 — 4A — 8y3)\} mod p.

As ¢ is a quadratic equation in e, this yields 6 possible solutions for e, namely

ec {0, -2\, =\ % \/g (A2 —x3) + \/)\4 — 6223 — 323 — 44 — 8y3)\} mod p.  (A.9)

Permanent Faults. For permanent faults in A, the situation is the same as for a fault
induced into ys in the computation of A = (y2 — y1)/(z2 — x1). It has been analyzed there
yielding the conditions stated in Equation (A.2):

(AS {0’ ﬂ, e \/y%_yg“‘l'%—3$%$2—A$1+A$2_2$%}
Tl — T2 T — To

Attack targeting A\2. As the value ) is squared in the computation of x3, it is also
possible that the final result A2 is affected by an induced fault. In this case, we have
A2 42 \2 4 e, for some e € F,. As the value A2 is only used once, we do not need to
differentiate between transient and permanent faults. This situation can be expressed by
the formulas

wg:)\2+e—x1—w2:x3+e
ys = —y1 +A- (21 — 23 —€) =y3 — de.
Setting é = —e yields the faulty result Py = (x3 — é,y3 + Aé). It has been analyzed before

when a transient fault in x; in the computation of x3 has been assumed. The analysis
resulted in Equation (A.7), which states the condition

-2 1
éc {O, 31‘37 + 5\/)\4 — 6223 — 323 — 44 — 8y3)\} mod p.

A2 —3
AT
2

1
= ec {O, 5\/)\4 — 62z — 303 — 44 — 8y3)\} mod p.

A.3. Attacks Targeting ys = —y; + A« (1 — x3)

In Equation (4.9), ys3 is computed using the four variables y1, A, 21, and x3 as

ys = —y1+ A(r1—23). (4.9)

The three variables y1, A, 1 and y3 are no longer used in the addition formula after this line
of computation, therefore, we need not differentiate between transient and permanent faults.
The value of z3, however, is used afterwards when the resulting point P35 = (x3,y3) is returned
by the addition formula. Therefore, in the case of xz3, a differentiation between transient and
permanent faults is necessary.
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e Fault induced into y;:
If a fault is induced into y; in Equation (4.9), we have
s=-—mtet+t A (z1—x3) =ys+e,
for e € IF),.

We know that for a fixed z3-coordinate only the intersections of the vertical line at x =
x3 with the elliptic curve F yield valid points. For any line, there exist at most three
intersections with the elliptic curve, which are the correct point P35 = (z3,y3), the negated
point —P3 = (z3,—y3) and the point at infinity O. As O is a special point specially
treated in affine coordinates, it cannot be represented by a tuple from IFZZ,. Therefore, we
may assume that it cannot be created by any fault which changes coordinates within F,.
This implies that the only possibility for e to yield a valid faulty point P; on E is that the
sign of y3 is flipped by that fault. This requires that 3 := y3 + ¢ = —y3 mod p, hence,

e = —2y3 mod p. (A.10)

e Fault induced into A:
Given a fault induced into the slope A in Equation (4.9), we have
J3=—y1+A+e) (v1—x3) =yz+e- (21 —x3),
where e € [F),.

The only possibility for P; = (x3,%3) to be a valid point on E is that §3 = —ys3. This
implies that —2y3 = e- (z; — x3). If x1 — 23 = 0, which may only happen if P, = £P;, the
error has no effect, and the correct result ys is returned. We may therefore assume that
x1 # x3 and conclude that a valid faulty point on F results only for

= —2y3/(z1 — x3) mod p if 21 # 3.

e Fault induced into xq:
A fault induced into the point coordinate z; in Equation (4.9) yields
U3 =—y1+A-(z1+e—x3) =y3 + e,
with e € IF),.

In order for g3 to be equal to —y3, the error e must satisfy

= —2y3/A mod p if y1 # yo.

Note that if A = 0, the error would not have any effect and the correct value would be
returned.

e Fault induced into x3:
As the variable x3 is used after the computation for Equation (4.9), we differentiate between
a transient fault in z3 and a permanent fault in x3. For a transient fault, the point
Py = (x3,73) is returned, for a permanent fault, the output is Py = (Z3,73) = (3 +e,73).

In both cases, we have

Uz =—y1+ A (x1 —z3—€) =ys — e,

for e € IF),.
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Transient Faults. Given a transient fault, a valid faulty point Pj is returned only if
73 = —ys, hence, if

e = 2y3/A mod p if y1 # yo.
Not surprisingly, this is the same result as for a fault induced into x; with opposite signs.

Again, we may assume that A # 0 as otherwise the error would not have any effect and
the correct value would be returned.

Permanent Faults. Given a permanent fault, a faulty point P; = (Z3,7s3) is returned,
where

I3 =1x3+e€
Us=—y1+ A (r1 —x3—€) =ys —eA.
Again, we have e € F,. With é := —e, this situation is the same as the one analyzed

for a transient fault induced into x1 in the computation of x3. Equation (A.7) states the
condition

-2 1
é e {0, 31‘37 + 5\/)\4 — 6223 — 323 — 44 — 8y3)\} mod p.

)\2 — 31’3
2

1
= ec {O, ii\/)\4—6)\2x3—3w§—414—8y3)\} mod p.

Fault induced into yj:
Given a fault induced into the final y-coordinate y3 in Equation (4.4), we have

U3 = y3 + e,

where e € [F),.

Again, the only possibility for ]53 = (z3,73) to be a valid point on F is that g3 = y3 + e =
—y3. This implies that
= —2y3 mod p. (A.11)
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Symbols, Acronyms and Notation

> indicates a mapping according to some fault model
€R indicates a random choice i.i.d. according to some distribution
<P> denotes the cyclic group generated by the element P
#X the size of the set or sequence X or the order of the group X (number of
elements)
o denotes concatenation of bit sequences
alb indicates that a divides b
afb indicates that a does not divide b
z denotes a faulty value of the variable x

ALU Arithmetic Logical Unit
base field  referring to the finite field used to define an elliptic curve
BEU Bus Encryption Unit
binary field any finite field Fy: with characteristic 2
CPU Central Processing Unit
ECDDH Elliptic Curve Decisional Diffie-Hellman Problem
ECDHP  Elliptic Curve (Computational) Diffie-Hellman Problem
ECDLP Elliptic Curve Discrete Logarithm Problem

€ the empty word/bit string
F, same as GF(q), the Galois Field or Finite Field with ¢ elements
©(N) Euler’s totient function of IV, i.e., the number of coprime numbers 1 < i < N.
Gi(9) set of guesses (see Definition 2.29)
gfl)(S ) set of guesses surviving Test 1 (see Definition 2.30)
gz.(z)(S* ) set of guesses surviving Test 2 (see Definition 2.34)
ged greatest common divisor

hi(d) high part of an integer d (see Definitions 2.17 and 5.4)
H;(d) same as h;(d) - P (see Definition 5.4)

ii.d. independent identically distributed
K indicating an arbitrary field
I(n) the binary length of the integer n
l;(d) low part of an integer d (see Definitions 2.17 and 5.4)
L;(d) same as [;(d) - P (see Definition 5.4)
lem least common multiple
LSB least significant bit
MSB most significant bit
N the set of all non-negative integers, i.e., including 0

NAF the non-adjacent form of an integer
prime field any finite field F,, where p is prime
Q the set of all rational numbers or fractions of integers
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190 SvYMBOLS, ACRONYMS AND NOTATION

RSA cryptosystem proposed by Rivest, Shamir, and Adleman in [RSAT7S]

S a set containing faulty outputs of an attacked algorithm
w.l.o.g. without loss of generality

Z the set of all integers (positive and negative numbers)

7N the set of all integers modulo N, i.e., Z/NZ ={0,1,...,N — 1}
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